SA WG3 Temporary Document

Page 3
-


3GPP TSG SA WG3 Security — S3#50
S3-080166
25 - 29 February 2008
Sanya, China
Source:
Ericsson
Title:
Distributed Registration Service
Document for:
Discussion and decision
Agenda Item:


Work Item / Release:
 
1 Introduction
Alternative 1 in TR 33.812 presented the registration services as one role leaving out for interpretation whether the service is centralized or distributed. Several comments in the SA3 email discussion raised concerns on a centralised Registration Service, e.g. concerns 15, 16, 17, 18 and 21 in the editor's note in TR 33.812 clause 5.2.1.1.
This p-CR describes alternatives for a distributed registration service assuming that a new role of a registration operator is introduced as proposed in a related pCR. By allowing several registration operators, the Registration Service can be distributed for better reliability.

As this pCR proposes a new subclause under 5.2.1.3, revision marks are not used for better readability.
2 pseudo CR to TR 33.812 V0.1.0
5.2.1.3
Network architecture

5.2.1.3.x Network Architecture for the Registration Operator
A potential network architecture with the roles described in section 5.2.1.2, could be as shown in figure 2. 
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Figure 2: Network authentication and USIM application installation in the M2M-equipment.

Preliminary IMSI:

Preliminary IMSI is a unique temporary private identity provisioned in the M2M equipment at manufacturing time and provisioned at the Registration Operator. This preliminary IMSI allows the M2M equipment to register in a 3GPP network without being associated with any Selected Home operator yet.
In order to reduce dependencies between selected home operator and manufacturer, it is assumed that there is a PIMSI-space where PIMSI’s are not tied to any operator. The only information that the PIMSI carries is that “this is preliminary IMSI that shall be used for provisioning purposes only”. It is up to a visited operator to decide whether to serve that PIMSI or not. If served, the Visited Operator may impose traffic restrictions to prevent using the M2M equipment for other purposes than provisioning.
Note: The shortage of IMSI-numbers could be an open issue to resolve. This is FFS.
Prerequisites: 
· The Visited Operator can recognize the IMSI as a PIMSI

· the M2M equipment has been registered at the Registration Operator

· the M2M equipment has been pre-configured with preliminary credentials;
· the M2M equipment has been registered with the Selected Home operator;

· the M2M equipment has been associated at the Registration Operator with a Selected Home operator, then 
the M2M equipment will be able to use its pre-credential values to register at any Visited operator that accepts the PIMSI.

Interactions:

The following interactions would be needed between the following nodes in figure 2:

1. The M2M Equipment uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and choose to attach to any Visited operator that will accept the included PIMSI (e.g. according to the allowed networked list pre-configured in the M2M Equipment). Note: All networks will at this phase be considered as Visited operators.

2. The Visited operator identifies the IMSI as a PIMSI and contacts the Registration Operator with the PIMSI in order to get preliminary authentication vectors for the PIMSI.

3. If the M2M equipment is successfully authenticated, then the M2M equipment contacts the Registration Operator via a secured connection. The Registration Operator delivers the address of the Selected Home operator to the M2M equipment. 
Note: In order to be able to perform client authentication, the M2M equipment needs to support an algorithm which is shared by all the M2M equipments and the Registration Operator. Such an algorithm could be MILENAGE. It is not possible to use a proprietary algorithm
4. The M2M equipment contacts the Selected Home operator and the Selected Home operator downloads the USIM application to the M2M equipment. 

Note: It is FFS how the M2M equipment discovers the Registration Operator. There are both terminal-based or network-based alternatives. In a terminal-based alternative: (i) the information could be statically pre-configured in the M2M equipment (ii) deduced from the PIMSI. In a network-based alternative (i) it could be assigned via DHCP (ii) the visited operator can locally deduce the registration service address using the PIMSI (iii) the visited network can use a network-service that resolves PIMSI to Registration Service.

Note: It is FFS how the interaction happens when the mobile operator plays both roles of Visited Operator and Registration Operator. 
Note: It is FFS, how the visited operator can retain the M2M equipment to use the new provisioned permanent credentials.
Note: It is FFS how to handle PS-connections when the point of presence is at the Visited Operator (local breakout) or at the home operator.
5.2.1.3.2 Distributed Registration Service
According to the description so far, any mobile operator can become a Registration Operator and thus host a registration service. This would allow a distributed registration with better scalability and reliability. Additionally, each Registration Operator may introduce internally technologies to increase reliability such as load balancing, three-tier architecture or failover.

Regarding served PIMSI space there are two architecture alternatives, Common and Disjoint PIMSI space. There are two Registration Service Operator scenarios, Centralized and Distributed RS Operator. This relationship between PIMSI space ownership versus PIMSI space distribution is depicted in the table below.

	
	Centralized RS Operator
	Distributed RS Operator

	Common PIMSI space
	1
	2

	Disjoint PIMSI space
	3
	4


1. In this architecture there is a centralized Registration Operator (RO), e.g. GSMA, that owns the PIMSI space. Allocating the PIMSI space for this scenario could be done by assigning a new MCC for PIMSI use. Internal data distribution (on servers, possibly geographically distributed) for high availability etc. within the RSO is out of scope.
2. Under this architecture, each Registration Operator serves the whole sub-space of active PIMSIs. This means that in principle, any Registration Operator can serve any roaming M2M equipment. In order to keep consistency across registration services, any suitable technology can be employed: Master-Slave replication or peer-to-peer propagation updates. In Master-Slave, a central master copy is only accessible to Home Operators for provisioning and to Registration Operators for reading. In peer-to-peer, one update in a local registration service is replicated to the peer ones.

Note: It is FFS how a M2M equipment can distinguish between a plain-old roaming operator and one offering registration services.
3. This architecture differs from case 1 with regards to how the PIMSIs are allocated from the IMSI space. Here each disjoint PIMSI space could e.g. be allocated for separate servers of the centralized RSO.
4. Under this architecture, one Registration Operator serves a selected sub-space of PIMSIs, namely the ones that have been agreed with the Selected Home Operator. Here the Selected Home Operator or the Registration one handle the local provisioning of active PIMSIs.

Note: Besides the previous note, it is for FFS how M2M equipment can distinguish between a one registration operator that is not serving its PIMSI from the one that actually. 
Roaming to Registration Operator to get temporary limited cellular access!
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