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1 Introduction
Alternative 1 in TR 33.812 outlines several roles in the reference model that leaves some issues open for interpretation. For example, whether the registration service is centralized or distributed, or how much pre-provisioning of parameters is done by the manufacturer.
This p-CR improves the roles’ description. One important enhacement is to replace the registration service with a registration operator and explaining this new role and relations. This change allows for a better understanding of the registration service architecture. We also add a new role, an attestation provider. This role provides secure attestation of the device to the Selected Home Operator.
As the changes are so many, we have not used change bars. This text is intended to replace the current text in 5.2.1.2.
2 pseudo CR to TR 33.812 V0.1.0
5.2.1.2 Roles

This section discusses the different roles in a potential network architecture.

Registration operator:
This is a role that enables the after-purchase discovery of the home operator. There can be one or more registration operators offering this discovery service. Any mobile operator can play this role.

The following is supported:

· the Device Owner should not have to select the Home Operator prior to delivery of the M2M equipment(s) from the manufacturer;

· allow the Manufacturer to pre-configure the M2M equipments with some preliminary credentials in order to allow initial temporary 3GPP network access so the actual USIM application provisioning procedure can take place via this temporary 3GPP network access;
· allow the M2M equipment to access a Registration Operator to discover its Selected Home Operator; and

· allow the M2M equipment to request for a USIM application provisioning to take place via a roamed Visited operator as the M2M equipment can not be associated with any Home operator yet;

The Registration Operator needs to support the following functions:

· authentication of the M2M equipment(s); i.e. provides authentication vectors to the connected visited 3GPP operator in order to allow the 3GPP operator to authenticate the M2M equipment at initial attach;

Note: In this phase all 3GPP networks are considered as visited networks as the M2M equipment not has been associated with any mobile Home operator yet.

· association of the M2M equipment(s) with a Selected Home operator

Note: The Registration Operator provides the address of the selected Home operator to the M2M equipment, if it has been successfully authenticated at initial attach. 

· connection to all mobile operator’s 3GPP networks.

Note: A mobile operator may play both roles as visited- and registration operator thus allowing to retain the M2M equipment attached to its network right after DLUSIM provisioning, providing access to normal operations.
Selected Home operator:

In order to support the following:

· perform the provisioning of the DLUSIM application and DLUSIM parameters to the M2M equipment; 

the Selected Home operator needs to support the following functions:
· registration of M2M equipment(s) by the owner of the M2M equipment;
· registration of M2M equipment(s) at the Registration Operator;
· initial provisioning of a USIM application or USIM parameters to the M2M equipment.

and may support the following function:
· attestation of the device with the help of the Attestation Authority.
Manufacturer of the M2M equipment:

The manufacturer of the M2M equipment supports the following functions:
· pre-configuration of the M2M equipment(s) prior to delivery to the customer with some preliminary credentials in order to allow temporary initial 3GPP network access;
· registration of the M2M equipment(s) with a Trusted Third Party such as the Attestation Authority;

· provide the M2M equipment(s) parameters to the Device Owner.

Note: At this point the M2M equipment is not associated with a Selected Home operator.
Device Owner:
The Device Owner (the owner of the M2M equipment) supports the following function:

· selection of Home operator and delivery of all the M2M equipment(s) parameters to this Selected Home operator.
Visited operator:

The Visited operator supports the following function:
· Providing a temporary 3GPP network access to M2M equipment with a preliminary IMSI (PIMSI).

Note: It is FFS the PIMSI-structure so that the Visited Operator can provides temporary access
Note: It is FFS whether the Visited Operator shall provide full connectivity or a restricted one during temporary access, e.g., for discovery of Selected Home Operator and/or provisioning.

Attestation Authority:

The attestation authority supports the following functions:

· registration of M2M equipment(s) by the manufacturer;
· attestation of the device by the Selected Home Operator;
· registration and revocation status handling of certificates in a PKI.

Note: At this point the M2M equipment is not associated with a Selected Home operator.

Note: It is assumed that there exist one or more PKI structures used for handling cryptographic certificates for devices, signatures, and secure session establishment.
Relationships:
The relationships between these roles are described in Figure 1. The lines in this figure indicate that a negotiation is taking place between linked roles and possibly that a corresponding contractual relationship exists, but do not indicate a standardized technical interface.

· The Device Owner purchases the M2M equipment from the Manufacturer and gets per-device information, e.g. identities and keys.

· The Device Owner selects a Home Operator than can ensure coverage where the devices shall be deployed. The Device Owner provides per-device information to the Selected Home Operator.

· The Selected Home Operator registers the M2M equipment at the Registration Operator that can ensure service availability  where the M2M equipment is to be deployed.
· The Registration Operator and the Visited Operator interact via a roaming interface.
· The Manufacturer registers the M2M equipment(s) at the Attestation Authority.
· The Selected Home Operator attests the integrity of the M2M equipment(s) with the help of the Attestation Authority.
·  The Selected Home Operator registers its public certificates at the Attestation Authority.

[image: image1]
Figure 1: The roles and their relations
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