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1 Introduction
TR 33.828 includes several editor's notes on unfinished issues. This p-CR tries to address architectural issues by giving modifications and alternatives.

The explanations not  be included in the TR are marked in yellow. 
The current version of TR 33.812 “Feasibility Study on Remote Management of USIM Application on M2M Equipment” is v0.1.0. This version contains an architectural proposal. A fundamental concept in this alternative is the registration service (RS). Through the RS to mix elements of providing initial connectivity as well as elements of initial provisioning at the application layer. The initial connectivity uses the concept of a preliminary IMSI, or PIMSI. This concept is kept here as enables over the air provisioning in a GSM/UMTS context of the IMSI and keys for the USIM application. The registration service is presented as a kind of centralised resource. Although the actual proposal allows for several registration services the current TR version lacks detail to comprehend the alternatives to a centralised RS.

In this document we provide a further development of the proposed architecture in the form of a pCR to TR 33.812.  The proposed modifications and restructurings result in a separation of connectivity services and remote application management services. They also better description of alternatives to a central registration service. As such this contribution provides separates sections on services, roles and functional entities.  Role descriptions are described in a companion contribution.
2 pseudo CR
5.2.1.3
Network architecture
This section deals with the different roles in a potential network architecture. The description that follows depends on the companion S3-080166  
5.2.1.3.2
Network architecture details
Based on the roles and relations we can envision the existence of the following functions/services in connection with the roles:
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Figure 2: The roles, services and their relations.
Here we make specific suggestions for technologies, this more to highlight the feasibility. Although we believe these suggestion are viable technologies they could be replaced by similar ones.
DLUSIM Service

The DLUSIM service has three functions

· User registration

· Device registration

· Provisioning

User registration is the function by which a M2M Device Owner selects the Home Operator. The function includes the steps by which the DLUSIM server receives data of the M2M device, e.g. its identity, needed to catch the provisioning request (later in time) from the M2M device.

Device registration is the function by which the Registration Operator is informed that when contacted during a provisioning request it should inform the M2M device how to contact the DLUSIM service. Furthermore, this function includes the step by which the HSS is contacted and by which an IMSI and corresponding key is allocated.

Registration Operator:
The Registration Operator needs to support the following functions:

· Receive notifications from the Selected Home Operator to provide an M2M equipment with the address of the DLUSIM server. 

· authentication of the M2M equipment(s); i.e. provides authentication vectors to the connected visited 3GPP operator in order to allow the 3GPP operator to authenticate the M2M equipment at initial attach;

Note: In this phase all 3GPP networks are considered as visited networks as the M2M equipment not has been associated with any mobile Home operator yet.
· The Registration Operator provides the address of DLUSIM service of the selected Home operator to the M2M equipment, if it has been successfully authenticated at initial attach. 

Manufacturer of the M2M equipment:

The manufacturer of the M2M equipment supports the following functions:

· registration of the M2M equipment(s) device certificates
 within a PKI

Note: At this point the M2M equipment is not associated with a Selected Home operator.

· pre-configuration of the M2M equipment(s) prior to delivery to the customer with some preliminary credentials (PIMSI and corresponding key) in order to allow temporary initial 3GPP network access

Note: At this point the M2M equipment is not associated with a Selected Home operator.
DM Service:

The DM service is here assumed to be an OMA Device Management (DM) server. The DM service supports the following functions

· Provisioning of the USIM application (and/or parameters thereof). This includes the IMSI and the corresponding secret key. Here we assume that the M2M equipment triggers the DM service for the provisioning

The DM service is assumed to be operated by the Home operator but there seem to be alternatives that are for FFS.

OCSP Service:
Through the Online Certificate Status Protocol (OCSP) service the Attestation Provider provides the following functions :

· Verification of device certificates by which it can be attested that the M2M equipment can be trusted

· Verification of certificates used in connection with digitally signed commands and data.

· Issuing of device certificates

The ownership of the OCSP service is FFS.

The relationships are described in Figure 2 REF _Ref178414161 \h 
. The lines in this figure indicate that a negotiation is taking place between linked roles and possibly that a corresponding contractual relationship exists, and do not necessarily indicate a standardized technical interface. The M2M equipment Manufacture gets valid device certificates and these can be verified through an OCSP service.  The Manufactures gets (at least one per device) PIMSI from a Registration Operator. The Device Owner purchases the M2M equipment from the Manufacturer of the M2M equipment and registers the M2M equipment at the Selected Home Operator. The Home Operator has a relation (or operates itself) a DLUSIM service and where the Home operator notifies that a M2M equipment is to be provisioned. The DLUSIM service notifies the registration Operator that when it will be contacted that it has to inform the M2M equipment to connect to the DLUSIM service. Furthermore, the DLUSIM service has a relation to the operator’s HSS/HLR system so it prepares the IMSI and keys to be used in the HLR and to be provisioned. The DLUSIM service uses the OCSP service to verify the trustworthiness of the M2M equipment. The M2M equipment uses the Registration Operator and the Registration Operator to initiate the provisioning and the Visited Operator interact via a roaming interface. The provisioning itself is carried out via a DM service

A potential network architecture with the roles and services described thusfar, could be as shown in Figure 3. 
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Figure 3: Network authentication and USIM application installation in the M2M-equipment
Preliminary IMSI:

A preliminary IMSI (PIMSI) is a temporary private identity provided by the Registration Operator which uniquely identifies each approved M2M equipment. A preliminary IMSI needs to be installed in the M2M equipment by the manufacturer in order to allow the M2M equipment to register in a 3GPP network without being associated with any Selected Home operator yet.
Note: The shortage of IMSI-numbers could be an open issue to resolve. This is FFS.
Prerequisite: 

Once the M2M equipment has been 

· Contains a device certificate that is registered in a public key infrastructure (PKI). 

· has been pre-configured with preliminary credentials provided by the Registration Operator; and

· the M2M equipment has been registered by the device owner with the Selected Home operator

the M2M equipment will be able to use its pre-credential values to register at any Visited operator that accepts the PIMSI.

Interactions:

The following interactions would be needed between the following nodes in Figure 3:

1. The Selected Home Operator stores the information of the M2M equipment obtained by the device owner into the DLUSIM service which will contact the Registration Operator so it will be able to route the M2M equipment provisioning request to the DLUSIM service of the Selected Home Operator. Furthermore, the Selected Home Operator can prepare the credential (IMSI and secret key) for the USIM application for use in its HLR and provisioning to the M2M equipment. 

2. The M2M Equipment uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and choose to attach to any Visited operator that will accept the included PIMSI (according to the allowed networked list pre-configured in the M2M Equipment). The M2M equipment is authenticated by the standard UMTS AKA procedure by the Visited operator.

Note: All networks will at this phase be considered as Visited operators.

Note: In order to be able to perform client authentication, the M2M equipment needs to support an algorithm which is shared by all the M2M equipments and the Registration service. Such an algorithm could be MILENAGE. It is not possible to use a proprietary algorithm.

3. The Visited operator contacts the Registration Operator authentication vectors for the PIMSI and, provided authentication is successful, gives (limited) data access service to the M2M equipment to contact the Registration Operator.

4. The Registration Operator informs the M2M equipment which DLUSIM service to contact.

5. The M2M equipment contacts the DLUSIM service and this will perform a check of the M2M equipment by challenging the M2M equipment and verifying the device certificate (step 5’). If successful the DLUSIM server informs the Selected Home Operator that now the prepared credentials (IMSI and secret key) can be provisioned. The M2M equipment receives finally the necessary data to trigger an OMA DM session with the DM Service.

6. The DM Service when contacted will via the DLUSIM Service fetch the USIM application/data which is signed by the Selected Home Operator and passes it to the M2M equipment using standard OMA DM protocols.

7. The M2M equipment checks the received USIM application/data and uses the OCSP service to verify the operators certificate used for the signature. If everything is OK the USIM application/data is stored and will become operative. 

5.2.1.3.3
Overview

Five steps are identified in this modified proposal in order to be able to perform network provisioning of USIM applications:
1. Manufacture pre-credential installation phase

2. M2M equipment subscription registration

3. Network authentication

4. M2M equipment verification

5. provisioning of the USIM application
Step 1: Manufacture pre-credential installation phase

Before the initial USIM provisioning can take place,the M2M equipment needs to be pre-configured with preliminary parameters as the PIMSI (preliminary IMSI) and, possibly, an address of a service in the Registration Operator. Devices will have a device certificate with private key pre-configured. This phase if FFS.

Step 2: M2M equipment subscription registration 
Then the customer needs to select a Selected Home Operator in order to register all the M2M equipment(s) with the Selected Home operator. Information on the registered M2M equipment(s) is passed to Registration Operator who also associates the M2M equipment to the Selected Home Operator. This phase is FFS but we assume here the use of a DLUSIM service.
Step 3: Network authentication and provisioning of the USIM application

The M2M equipment uses the standard GSM/UMTS principle to decode network information and choose to attach to any Visited operator that accepts the PIMSI. If the M2M equipment is successfully authenticated, then the M2M equipment receivess the address of the Selected Home operator DLUSIM service and connects to the Selected Home operator which performs the provisioning of the initial USIM application. 

Step 4: M2M equipment verification
The IMSI/secret key combination should only be sent to M2M equipment that is able to protect the key. For that reason the M2M equipment needs to verified. We assume here the use of device certificates and the use of OCSP to check the certificates. This is FFS.

Step 5: provisioning of the USIM application

The USIM application/data has been prepared by the operator (e.g. by the HSS and/or by the DLUSIM service). The application is signed and data is encrypted. This provides transport protection against unauthorized modifications.





















� It is necessary that the (home) operator can verify if the M2M device can be trusted to receive a IMSI and corresponding secret key. For the sake of exposition we assume here that a M2M device is given a secret key and corresponding certificate in a public key infrastructure (PKI). The public root key of the CA of the PKI is known and pre-stored where it is needed.
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