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1 Introduction
Generic Push Layer (GPL) is a security layer which can encapsulate messages passed between an application server (NAF) and an application in a UE. GPL is developed for the needs of GBA push but in principle it could be used in any situation where there is a need to push (application) messages from a server to a host. It can be used either with combined delivery (i.e. GPI sent with the application message) or separate delivery (i.e. GPI not sent with the application message). GPL is session based, i.e., messages belong to a session (the reason for this is to be able to provide replay protection of messages and to be able to not include security association setup information with each message).

Even though the initial intention when GPL was discussed was to make it a unidirectional protocol, there seems to be no reasons why it should not be bi-directional (for those cases where the UE do have an uplink channel). However, GPL still works if only the down-link is available.
The pCR below implements basic structure of the GPL, and is proposed to be included in the TS proposed in S3-080070.

*** Begin Changes ***

5 GPL Processing
5.1 Processing Model
GPL is located between the transport mechanisms (which could be anything, including SMS, IP, IP/UDP) and the applications.
When receiving a GPL protected message, the recipient transfers the message to the GPL. How the recipient knows that the message is a GPL message is up to each transport mechanism to define. It could be through, e.g., a special application ID that is tagged on to the messages, in which case a GPL application ID needs to be defined.
After GPL processing is complete, the message is delivered to the transport layer again. This time around the GPL application ID and GPL related data is removed from the message, and what remains is a regular application data message (which is routed to the intended application using the normal routing mechanism). The processing model is depicted in Figure X.
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Figure X. The processing model for the generic push layer. Inbound processing to the right and outbound processing to the left.
Applications in a receiver where GPL is used for downlink protection only do not have to be aware of the GPL. In particular, any legacy applications in the UE can use the GPL for downlink protection without any modifications. However, if an application wishes to also protect a response message for the uplink, it is necessary for the application to be aware of the GPL. The reason for this is of course that the application needs to inform the GPL about which security association to use for the message.

5.1 Session Start
A session is considered started in one peer when a GPL Security Association (SA) is configured. For the NAF, this means that the session is initiated as soon as it has received the GPI from the BSF and configured the GPL SA. For the UE, the session is considered started when it has received a GPI and configured the GPL.
In addition to the GPI, the GPL needs to get GPL policy information for the session, e.g., which encryption and integrity algorithms to use etc. The delivery of the policy to the receiver is regarded as out of scope for GPL, just as the delivery of GPI is out of scope.
In case of combined delivery, the GPI, GPL policy information and a GPL message is transmitted to the receiver simultaneously. The GPL session is also in this case considered as started when GPI and GPL policy is obtained and configured.
5.2 Session Termination

Sessions are not explicitly terminated, i.e., there is no specific message for closing a session. An expiry time is kept by each peer and when that time is reached, the session is over and the SA can be deleted. 
Editor's Note: It is FFS what the lifetime of the session shall be. It could, e.g., be the same as the lifetime for the Ks or the Ks_(ext/int)_NAF.
5.3 GPL Security Association
The GPL SA contains at least the following items:
· Master key (used to derive encryption and integrity keys)
· Replay window for incoming messages

· Counter used to generate sequence numbers for outgoing messages

· Encryption and integrity algorithm IDs

· Life-time of the SA
5.4 Message Format
5.4.1 Data Unit Transfer Format
· Header/trailer:
· SA identifier (SAID)

· Message sequence number (SQN)

· Application identifier for the application that shall receive the message after GPL processing.

· Message Authentication Code (MAC)

· Padding as required by encryption mode of operation

· Payload:

· The application message

*** End of Changes ***
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