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According to the arrangement agreed on SA3#49 meeting, China Mobile held the email discussion on UP ciphering in Nov, 2007 and Jan, 2008. This is a summary of the email discussion.

The main focuses of the discussion were on two aspects: the requirement aspects and the technical aspects.
Requirement aspects:

At the beginning, we have two basic intentions on the UP ciphering issue:

1) Make the UP ciphering function implementation in the eNBs and UEs as optional but not mandatory, so that their costs will be lowered;

2) Make the using of UP ciphering function optional and be user-based controlled by the operators. Some requirements are also provided to support this point.
About 1), some vendors worried that it will introduce much complexity of their product lines while the cost saving will not be obvious. Although we have given some analysis to show the situation can be much better, we agreed to make a concession on this point and accept the decision of the December ad hoc meeting that the implementation of UP ciphering is mandatory but the using can be optional.
About 2), the following requirements on the user-based UP ciphering capability still exist after the discussion:

a) Service requirements and network load considerations
It’s better for the operators to have the capability to provide the UP ciphering as a service, the users who have high security needs and really want full scale UP ciphering may subscribe it. It should be noticed that this point is not purely profit-driven. We believe that not all the users need full scale UP ciphering, by providing the UP ciphering as a service, we can avoid ciphering large amount UP data that needn't to be ciphered, so that the network load will be lowered significantly. This is also very important to a network that has large number of users.
b) Interception requirements
In some countries that have a wide area and large number of users, such as China, the interception requirements on the air interface do exist. The users' air interfaces which are intercepted can't be ciphered, while the other users who needn’t to be intercepted can be ciphered at the same time. 
c) M2M scenario requirements
In some M2M scenarios in which the terminal and the eNB can be controlled by the operators, there is no need for ciphering. This will also be fulfilled through the user-based UP ciphering capability. 

Nevertheless, the agreement has been reached that the requirements aspect will be decided by SA1 and SA3 will comply. SA3 should pay more attention on the security and complexity of the technical aspects and provide those to SA1 for consideration.
Technical aspects: 

In order to implement the user-based UP ciphering capability, we have proposed a technical solution to implement this function based on the user's subscription data. 

Some delegates worried that this will introduce much complexity to all the procedures. So we have provided a detailed analysis of the complexity introduced as below: 

a) No complexity will bring to the keys and algorithms. SA3 has discussed using null algorithm to disable ciphering for emergency call purpose, and the null algorithm can be reused to disable UP ciphering. 

b) For the algorithm negotiation procedure, It is noted that the changes to the idle to active algorithm negotiation are very small. The MME needs to do 1 single logic judgment according to the indication in the user's subscription data and selects null algorithm for UP ciphering. 

c) For handover, which was not described in detail technical solution yet, we can still give the below analysis: eNB selects UP/AS algorithms based on 3 conditions (described in 33.abc 7.2.4). MME could configure one of those conditions in advance according to the indication in the User's Subscription Data. During handover, this configuration can be passed to the target eNB and the target eNB can then choose the proper algorithm. Therefore, no additional complexity for either the procedure or the signaling will be added.

Based on the above analysis, we can see that the extra complexity is very small. About the security risk of this implementation method, no problems have been pointed out during the discussion.
Conclusion

Based on the above discussion results, the conclusion is that the user-based UP ciphering capability is easy to implement without introducing much extra complexity and security risk. This function can also be made as an optional feature, and for the operators don't need this option, they can simply neglect it and always provide UP ciphering in their networks.
A more detailed technical solution is provided in S3-080151, the complexity and security risk of this solution can be further discussed. If there is no problem with the complexity and security risk, we propose SA3 to send a LS to SA1 and request them to make the requirements decision based on SA3's view on the technical aspects.
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