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1. Introduction

In the section 7.4.13 of TR 33.821, the procedures of key refresh and derivation on handover are defined. On handover, the source eNB creates KeNB* from the current KeNB with a one way function. Target eNB creates new KeNB based on KeNB* and C-RNTI. In the procedure, there is no need for MME to participate in key derivation. Furthermore, SA3 noted that the possibility of the target eNB’s key being supplied by the MME is still open and ffs.

However, there are some security flaws in the above procedure that target KeNB is derived by source KeNB only. To solve the flaw, we strongly propose to define a solution with MME participating in key generation on MME-involved handover.
2. Analysis
In the section 7.4.13 of TR33.821, the solution of alternative 2 on intra-MME is defined.
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Figure 1: Key refresh procedure on intra-MME handover

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* from the current KeNB with a one way function producing the same amount of bits than the length of the KeNB. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function.
This solution provides backward security on handover. That is, a target key compromised while used by the target entity cannot be used for decrypting previously recorded traffic exchanged between the source entity and UE. This solution does not require the parent key holder to be involved in the handover procedure. 
However, security flaw is existed in above solution. The difficulty of target key derivation may be increased by using C-RNTI. However, the C-RNTI which is protected by RRC key derived from source KeNB could be eavesdropped over the air and C-RNTI is only 32 bits long. And then, the target KeNB keys can be derived from the compromised source KeNB key. Although the source KeNB will be deleted as soon as the handover is complete, the compromised eNB could run as a normal eNB. Thus the attack could eavesdrop all the KeNB. That is, the security of KeNB refresh cannot be increased essentially by using C-RNTI. The solution provides no forward security on handover. The threat will be diffused to the target network for the leakage of source keys. 

To decrease the threat, we propose to enhance the independence between the keys of source eNB and the target eNB.
3. Proposed changes
***************BEGIN CHANGES*****************

7.2.8
Key handling in handover
At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE.
Two kinds of handover are defined in E-UTRAN: MME-involved handover and MME-not-involved handover. In order to enhance the independence between the source KeNB and the target KeNB, it is proposed that the MME could be participated in key generation in MME-involved handover. That is, the target KeNB is derived from KASME by MME and UE. The detail is described by following.

Key refresh on Intra-MME handover:
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Figure 2: Improved key refresh procedure on intra-MME handover

1) UE measurement report.
2) Source eNB sends the handover request message to the MME.
3) MME selects PARA by random, and calculates a one way hash over the current KASME and PARA to get KeNB*=KDF(KASME, PARA). KeNB* is transferred to the target eNB in the handover request message including current RRC/UP algorithms.
4) Target eNB selects new C-RNTI, and derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB*, C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.
5) MME sends HO request ack to source eNB protected by the NAS key, which includes the PARA and INDICATION parameter that indicate KeNB* is derived by source eNB or MME.
6) Source eNB sends integrity protected and ciphered handover command message to the UE including C-RNTI, INDICATION parameter and selected RRC/UP algorithms. In case the algorithms do not change they can be omitted.

7) Followed by the INDICATION parameter, UE derives the KeNB*=KDF(KASME, PARA), new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.
Moreover, since the MME is involved in the handover procedure, so the key derivation above can also be used in inter-MME handover to derive the new target KeNB.
Key refresh on Inter-MME handover:
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Figure 3: Improved key refresh procedure on inter-MME handover

1) UE measurement report.
2) Source eNB sends the handover request message to the source MME.
3) Source MME transfers the related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4) Target MME selects random PARA and calculates a one way hash over the current KASME and PARA to get KeNB*=KDF(KASME, PARA). Then, target MME includes the KeNB* in the handover request sent to target eNB with allowed RRC/UP algorithms.

5) Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB*, C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6) Target MME forwards the handover response with selected MME algorithms and PARA parameter to source MME which sends it to source eNB including NAS-MAC.

7) Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms.

8) UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.
Above solution can guarantee forward security on MME-involved handover. However, on MME-not-involved handover, the security flaws still exist. Inter MME HO has to be MME-involved HO and can be improved by solution described in figure 3. The advantage without MME in is that it can decrease the delay on handover. For improving security and efficiency of intra-MME handover, it is proposed to group eNB according to their security level.
1) Different eNBs have different security levels because of their deployment environments, physical protection mechanisms, and so on. It is easy to understand that an eNB deployed in hot-spot without any physical protection mechanisms has lower security level than an eNB deployed in an operator’s building. So eNBs can be classified to several security domains according to the location or security configuration of eNB. The eNB with the same security level can be assigned to the same security group.
2) The intra-MME handover between two eNBs which belong to same security group can be run on the X2 interface. MME need not be involved in this kind of HO since eNBs belonged to same security group are considered to have same security level.
3) When intra-MME HO is performed between two eNBs which belong to different security group, it is proposed to perform a MME-involved HO. Solution described in figure 2 can be used to improve security of this kind of HO. According to the principle of least privilege, it is proposed not to deploy X2 interface between eNBs which belong to different security groups so that this kind of HO has to be a MME-involved HO.
In this way, the threats in one security domain will not be diffused to the other domains and could be limited in a group effectively.

***************BEGIN CHANGES*****************
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