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1. Introduction

In TR33.821, TMSI mechanism is still adopted in LTE/SAE as in UMTS to protect IMSI. The contribution analyzes several IMSI exposure threats and raises an IMSI protection scheme based on renewable group key. The solution can not only protect against passive attack like eavesdropping and tracking, but also the active attack which cannot be resisted by TMSI mechanism.
2. Analysis
In 3G/LTE, once the IMSI is leaked, user would encounter threats of identity information exposure and location tracking. Attacker could collect a particular user’s IMSI in particular locations (e.g. airport) for a long time, and then try to link these locations together. In this way, attacker could track the locations of this user. In addition, IMSI is international mobile subscriber identifier. Its fixed format provides private information for attacker, e.g. home network and home country.

UMTS TMSI mechanism is still used in LTE/SAE to protect IMSI, which is described as following:
1) The MME sends S-TMSI Reallocation Command (S-TMSI, TA list) to the UE.
2) The UE returns S-TMSI Reallocation Complete message to the MME.
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Figure 1 S-TMSI  Allocation/Reallocation Procedures
However, When UE cannot be identified from the TMSI by the serving network, IMSI will be transmitted in clear in these cases:
1) UE registers in a serving network for the first time.
2) UE roams to a new serving network of another operator.
3) The serving MME cannot retrieve the effective IMSI or IMSI-TMSI mapping.
4) IMSI-TMSI mapping in MME has been expired due to a period of inactivity.
In these cases, MME sends user identity request to UE which sends back IMSI as response. In this way, attacker could capture IMSI by eavesdropping or actively sending pseudo User identity request to UE on the radio interface. The IMSI can be obtained by a malicious entity, since  the UE sends the IMSI in plain text to an unauthenticated network if the network only claims it does not have any identities for the user. This attack provides a mechanism for an attacker to automatically collect IMSI in an area. This threat is considered to be a higher threat than physically following the user (e.g. automatically collecting IMSIs on airports). 

To mitigate the threat, we propose an IMSI protection scheme based on renewable group key.

3. Solution

The TMSI mechanism defined by TS 33.102 clause 5.1.1 is still used to protect IMSI. The IMSI protection scheme based on renewable group key is only used to solve the cases described above.
All registered subscribers belong to a HSS are randomly classified into several groups which are identified by GID (Group ID). The number of subscriber in each group is configured by HSS based on the security strategy. A group key GK shared by the HSS and subscribers is used to IMSI protection.
The logic diagram of the IMSI protection is described as follows:
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Figure 2 logic diagram

1) SKGID is a security key stored only in HSS which is used to derive group key GK of group GID. SKGID is the kernel secret of each group. The storage and GK derivation cannot leave the HSS. 
2) The version of GK is identified by the KV(64bits) which is increased by some certain steps.

3) GK shared between subscribers and HSS is caculated by GK=KDF(SKGID,GID,KV). GK is prestored in USIM card for IMSI encryption protection(KDF is a one way funtion, e.g. SHA256).
4) fx() is a secure block cipher algorithm with integrity protection(e.g AES-CCM).
5) R is generated and stored in USIM.

6) When GK expires or is threaten by cryptanalysis, it will be updated regularly by HSS.

7) The subscribers’s group can be relocated based on the security strategy in HSS.
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Figure 3 IMSI protection scheme based on renewable group key
The details of this mechanism is described as follows:
1) When specific TMSI-IMSI mapping cannot been obtained, MME sends User Identity Request message to UE.
2) USIM generates 128-bit random R and encrypt IMSI by fxGK(IMSI,R) where fx() is a secure block cipher algorithm (e.g. AES-CCM). UE sends KV, GID and fxGK(IMSI,R) in series as User Identity Response to MME.

3) MME forwards User Identity Response to HSS.

4) HSS verifys whether (KV,GID) is the latest version:

a) If (KV,GID) is the latest version, HSS retrieves corresponding GK by GID, then gets IMSI by decrypting fxGK(IMSI,R). HSS sends back IMSI to MME.
b) If (KV,GID) is not the latest version, HSS invokes group key refresh procedure as follows:
i. HSS calculates older GK=KDF(SKGID, GID, KV) where KDF is an one way function(e.g. SHA256)

ii. HSS gets IMSI by decrypting and verifing fxGK(IMSI,R)

iii. HSS derives new GK-update key from UK=KDF(K,IMSI,R) where K is the authentication key in USIM.

iv. HSS derives EGK=fxUK(GKn, KVn, GIDn) where GKn is the lastest version of GK, KVn the latest version and GIDn is the new group ID assigned for UE.

v. HSS sends back EGK as Key Update Request to MME.
5) MME retrieves IMSI from the response message. If EGK is sent back from HSS, MME forwards EGK to UE to update the group key.
6) If UE receives EGK, USIM calculates UK=KDF(K, IMSI, R) to decrypt and verify EGK. Then USIM updates local (GK,GID,KV) by new (GKn,GIDn,KVn). In this way, the subscriber’s group key could be updated by GKn and KVn. Moreove, the subscriber could also be relocate to a new group which is identified by GIDn. To avoid EGK replay, the random challenge R used to calculate UK should be the same as the R in message 2. Furthermore, the KVn received should not be less than the old one in the case that the GID does not changed.
4. Discussion
Security analysis

User identity confidentiality could be protected by using TMSI defined by TS33.102. However, it can only resist passive eavesdropping and can do nothing against the cases described above.
The IMSI protection scheme based on renewable group key could resist active attacks. That is, it is impracticable for attacker to eavesdrop IMSI in those cases above.
1) IMSI is protected against passive and active attacks.

a) Attackers cannot decrypt IMSI from fxGK(IMSI, R) without knowing GK which is only shared between USIM and HSS.

b) Since R is randomly selected, the results of fxGK(IMSI, R) are indistinguishable for attackers. That is, attackers cannot find any relationship between fxGK(IMSI, R1) and fxGK(IMSI, R2).
c) Attackers cannot guess out which subscriber sends the fxGK(IMSI, R), but only know its GID which is not very useful for attackers.
d) Since the concealed R is used to verify the EGK, this scheme could resist playback attack.
e) Since fx is a secure block cipher algorithm with integrity protectoin, EGK message cannot be modified by attacker.

2) Group key is variable.
a) The security of this contribution is depend on the secuirty of the group key. If the group key is invariable and is leaked for key management and cryptographic algorithm flaws etc., all the USIM card in this group should be replaced.
b) In this reason, the group key is variable in this contribution. The subscribers’ group keys could be updated when there’s threat to the old group key, which reduces the threat described above.
c) Since the GK-update key is derived from Ks, the group key update procedure can only be invoked by the legal subscribers. The attack could not invoke this update procedure.
3) Subscribers’ group can be relocated.
a) When the active subscriber in a group is not enough, the subscribers’s group can be relocated regularly based on the security strategy in HSS. This could increase the difficulty of IMSI eavesdropping.
Influence to UE and Network
Actually, there are some influences to the UE and network:

1) Some software update is needed for USIM and HSS.
a) New cryptographical algorithm named fx() and KDF() are needed in USIM and HSS.
b) New protocol should be supported both in USIM and HSS.

c) New group division and group key update policy is needed for HSS to classify subscriber groups.
2) New protocol should be supported in MME to redirect the messages from UE and HSS. There’s no modification to the other network elements.
3) The scheme is invoked only when UE encounters the cases above. TMSI mechanism is still used in normal situation. So the improved IMSI protection is only supported in LTE network.
5. Proposal
In this document, we propose an IMSI protection scheme based on renewable group key. The contribution can enhance the original TMSI mechanism in some special cases. We propose that SA3 agrees to use the improved solution for LTE and include in the TR33.821 for further discussion.
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1) If (KV,GID) is not the latest version, HSS calculates GK=KDF(SKGID, GID, KV)


2) HSS gets IMSI by decrypting fxGK(IMSI,R) 
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1) USIM calculates UK=KDF(Ks, IMSI, R)


2) USIM decrypts and verifies EGK to get new GKn, GIDn and KVn
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1) If (KV,GID) is the latest version, HSS retrieves corresponding GK by GID, then gets IMSI by decrypting fxGK(IMSI,R). 


2) HSS sends back IMSI to MME.
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