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1. Introduction
In idle mode mobility from E-UTRAN to UTRAN UE sends RAU Request towards SGSN and includes a P-TMSI signature into it. The P-TMSI signature field will be filled with a NAS-token that is calculated based on the E-UTRAN NAS level security keys. SGSN will send the P-TMSI signature, which includes the NAS-token to MME. MME is able to verify the NAS-token inside the P-TMSI signature field and thus authenticate the context transfer request from SGSN. This effectively prohibits an attacker sending a successful false RAU Update message via UTRAN SGSN towards MME as the attacker does not know the parameters to calculate the NAS-token.

In the last SA3 meeting (#49bis), it was agreed that NAS-token will be pre-calculated. However, the exact derivation parameters and events are still for further study. In this contribution we clarify how to create the NAS-token.

2. NAS-token derivation

2.1 NAS-token derivation parameters

We propose to use the current NAS downlink SN value as the input parameter for NAS-token derivation. Every time a NAS downlink message is sent to the UE successfully, the NAS-token will be refreshed each time the NAS downlink SN value is increased. 

We see no synchronization issues between the MME and the UE for the NAS-token calculation as the NAS protocol keeps the NAS SNs up-to-date. If NAS SNs become desynchronized, then both integrity and ciphering of NAS messages will fail as well as KeNB generation in case of idle to active state transitions. 

There may be a race condition between a NAS downlink message and NAS-token generation in UE and verification in MME. For this purpose MME should allow NAS-tokens generated with NAS downlink SN values one less than the current outstanding NAS Request from MME towards UE. When MME receives a NAS Response from the UE, then MME can be sure that the current NAS downlink SN is available in the UE and the NAS-token is based on it.
Also a UE will be knowledgeable of outstanding NAS response messages from MME to UE (which increase the NAS downlink counter) when preparing for a RAU update request in UTRAN. However, UE should use the last NAS downlink SN value that it has received. For this reason if MME is sending a NAS message towards UE and will not get any response from UE back, it should allow NAS-tokens generated with NAS SN value one less than the current one (i.e. if the NAS message from MME to the UE is lost).

From the two race condition cases above it seems that MME must be able to verify NAS-tokens with NAS SN values one less than what it currently is using. Even there are timers that will expire when messages are lost, idle mode mobility can happen before timer expiration. Thus, the simplest is to allow MME to accept NAS-tokens created with current downlink SN-1 value.

There is a need to add a freshness parameter to the key derivation in order to limit reuse possibilities for an attacker. Generating the NAS-token on the base of NAS downlink SN (i.e. after each successfully verified NAS message response) makes it also more difficult for an active attacker. When attacker would be able to obtain a NAS-token from a specific UE e.g. via active or passive attack then he must use the NAS-token before the UE gets a new NAS downlink messages. 

This leads us to following proposed NAS-Token derivation:

NAS-token = KDF(KASME || current NAS downlink SN)
2.2 Security and complexity analysis

Attack scenario

If there is no NAS-token an attacker on the air interface can send any RAU Update message over the air to the MME via UTRAN SGSN without involving the real UE. We assume that IP-links between SGSNs and MMEs are protected with NDS/IP, so attacker can not launch similar attack directly from the network interface. The result of the attack would be Denial of Service against the core network as the SGSN needs to find the MME and MME tries to find out whether the corresponding UE context exists, if so sends the context and SGSN needs to initiate AKA etc. Hoewever, this attack is non-persistent DoS. Note that the RAU message is not integrity protected in this case (see TS 23.060, section 6.13.2.2 “A/Gb mode to Iu mode Inter-SGSN Change”)
Lifetime of NAS-token
Using P-TMSI signature field to carry the NAS-token bits, the MME can authenticate the context transfer request from the SGSN. Attacker can try to calculate the NAS-token with a brute force during the lifetime of the NAS-token. As a result of the NAS-token scheme described above a sequential brute force attack becomes less attractive as in case the NAS-token changes during the attack, attacker can not be sure anymore if it has covered 30% or 50% or X% of the possible NAS-token values, but has to start from the beginning. Thus, it becomes harder to attack in case the NAS-token is re-calculated. The NAS-token re-calculation frequency depends on the time how often the NAS messages are sent. Also, UTRAN may have some mechanisms to limit the number of (NAS-)messages a single UE can send to the network, which further limits the possibilities of the attacker for a successful attack (more time required to send the messages).

The success rate of the sequential brute force attack depends on the number of bits used for the NAS-token in the P-TMSI signature field. 16 bits requires at maximum about 65 000 messages, whilst 24 bits requires at maximum about 16 777 000 messages. On average half of the amount to generate a successful RAU update request. It needs to be considered whether sending 32 000 messages on average is worth the effort to make a single UE out of the network for a time period before the UE does a new Service Request or TAU Request. Also, this attack may not be in practice realistic and possible to do without detection (air interface limitations, rate limitations, and intrusion detection).

Attacker querying directly the UE

To avoid the brute force attack and its detection, attacker can try to query the token from the UE. This requires that the attacker is near the respective UE and in this case easier DoS attacks like (selective) radio jamming exist against the UE. Network internal attacker can use this mechanism if it wants to have the UE’s security context from the MME. In this case it does not matter how many bits are used in the NAS-token. Note that if attacker queries the NAS-token from the UE, UE assumes it is doing idle mode mobility and expects a correctly signed RAU Response or after a timer goes back to E-UTRAN.
DoS against MME

Depending on the NAS-token and GUTI allocation scheme, the DoS attack may be launched against the MME instead of the UE. There if the MME has to do lot of processing for a single context transfer request, then attacker may try to bombard the MME with false RAU Updates via UTRAN SGSN. From this perspective it would be better to let MME do as little work as possible for the NAS-token verification. This favours schemes where MME knows the full GUTI from the context transfer message and can compare the NAS-token with a single UE’s security context.

Pre-calculation and on-the-fly calculation possibility
If NAS-tokens are pre-calculated for E-UTRAN UEs then MME may consume processing power and memory unnecessarily for UEs that will never or rarely move from E-UTRAN to UTRAN (high percentage). Thus, having the possibility to not pre-calculate the NAS-token but do it on-the-fly is preferred. The scheme proposed above has this flexibility, i.e. it can be pre-calculated or calculated on-the-fly.

3. Proposal
As has been discussed in SA3 about the minimum length of the service request NAS-MAC, we think that 16 bits NAS-token is enough to be included into the P-TMSI signature field and that it also allows to reduce complexity and processing requirements from MME. However, if SA2 does not consume the P-TMSI signature field bits, then all the 24 bits of the P-TMSI signature field should be used for the NAS-token calculation.
We propose to adopt the solution described in section 2 and use the attached pCR to update TS 33.abc.

4. pCR to TS 33.abc

================ 1st change ================
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility
9.1.1
From E-UTRAN to UTRAN

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's Note: The choice of the KDF is for ffs.
SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.
To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
9.2
Handover
================ end of 1st change ================
================ 2nd change ================
10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility
10.1.1 From E-UTRAN to GERAN

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's Note: The choice of the KDF is for ffs.
SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
10.2
Handover
================ end of 2nd change ================
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