Error! No text of specified style in document.
2
Error! No text of specified style in document.

3GPP TSG SA WG3 Security — SA3#50
S3-080139
25th – 29th Feb 2008 

Sanya, China

Source:
Nokia, Nokia Siemens Networks

Title:
Simplifying the algorithm identifiers
Document for:
Discussion and decision

Agenda Item:
6.9.4
Integrity and ciphering mechanisms
Work Item / Release:
Rel-8

1. Introduction

· We think that there is no need to have separate algorithm identifiers for UP and RRC ciphering. Instead the AS level algorithm identifiers can be used to select both RRC and UP ciphering algorithm. This simplifies the implementation and specification. 

· Also, there is no need to have separate algorithm identifiers for AS and NAS levels separately. Thus, we propose to combine them. This also simplifies the naming of the algorithm identifiers.

· We propose to enhance the current identifiers with a “128-“ prefix to make it clear that they are used with 128 bit keys.

As there are separate AS and NAS level SMC procedures, there are no problems of using the same algorithm identifiers for the NAS and AS level protection. Note also that new algorithm identifiers introduced to the EPS will not cause problems, even if the AS and NAS level algorithm identifiers are not separated.

The allowed AS algorithms list is also AS specific, so there are not problems in interpreting the list even if the AS and NAS level algorithm identifiers are the same.

The attached pCR implements this proposal. 
2. pCR to TS 33.abc

--------------------- beginning of 1st change -----------------------------
5.1.3
User data and signalling data confidentiality 

5.1.3.1 Ciphering requirements

Ciphering shall be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. 
The NAS signalling shall be confidentiality protected.

User plane confidentiality protection shall be done at PDCP layer.

NOTE: The MAC layer does not provide confidentiality protection

5.1.3.2 Algorithm Identifier Values
All algorithms specified in this section are algorithms with a 128-bit input key.
NOTE: Deviations from this have to be indicated explicitly in the algorithm list.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:
“00002”      128-EEA0      Null ciphering algorithm
“00012”      128-EEA1      SNOW 3G

“00102”      128-EEA2      AES

The remaining values are not defined.

UEs and eNBs shall implement 128-EEA1 and 128-EEA2 for RRC signalling ciphering and UP ciphering. 
UEs and eNBs shall implement 128-EEA0 for UP ciphering. 
UEs and MMEs shall implement 128-EEA1 and 128-EEA2 for NAS signalling ciphering.
Editor’s Note: The modes of operation of Snow 3G and AES need FFS















5.1.4
User data and signalling data integrity

5.1.4.1 Integrity requirements
Integrity protection shall be provided to NAS and RRC-signalling.


User plane packets between the eNB and the UE shall not be integrity protected.

NOTE: The MAC layer does not provide integrity protection.



5.1.4.2 Algorithm Identifier Values
All algorithms specified in this section are algorithms with a 128-bit input key.

NOTE: Deviations from this have to be indicated explicitly in the algorithm list.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00012”      128-EIA1      SNOW 3G

“00102”      128-EIA2 
    AES
The remaining values are not defined.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. 
UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS








--------------------- end of 1st change -----------------------------
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