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1. Introduction
This document discusses a new security threat which is the problem of cross-domain security. A brief threat analysis and a security threat instance are described in this document.
-----------------------------------------------------------------------------------------------------------------------------------------------
2. Discussion   
2.1 Background
The operators’ networks are usually divided into different domains for convenience of management and security consideration. The domains usually keep some independence from each other to differentiate service and operating policies to fit the different features and requirements of the domains. The independence brings flexible operating models and management features but it also leads to some security issues. 
As the telecommunications trending to the IP-based technologies, the core networks have become much more open and more likely to the Internet infrastructures. Thus, the core network may face various attacks and threats which are used to be in the internet. Every domain has the probability of being attacked.
Due to the independence of domains, the security capability, security configuration, and security level may different from each other. It could lead to the problem that the weak domains may drag the robust ones.
2.2 Issue discussion
Threat Analysis

Although the domains have some independence, they need to trust each other so that the services could run normally. When one domain receives traffic from the others, it consider the traffic as normal service flow as default.  
Because of the trust relationship between domains, the security level of the whole network lies on the weakest domain, which is called the “Cask Effect”. 

Security requirement of each domains are usually different, thus, the countermeasures are different too. Besides the security requirement, the management and configuration in each domain are hardly the same. What is more intractable, the management and configuration compliance is hardly available if the domains belong to different operators. 

Another serious problem is that the telecommunications are becoming more and more open, which means great probability and resource for the threats outside.
The operators cost a lot to implement central security management technologies in telecommunication networks to fix the problem recent years. But it’s too comprehensive to integrate all aspect of security into one platform. Even if the platform is successfully built, it is still not enough to avoid the cross-domain security problems. When a domain is suffering security problems from other domains, there is not much effective work to do for stopping the problem.
Threat Instance
Here is a threat scenario. There are two network domains, domain A and domain B. They are linked by security association. However, they have different security levels. The security protection of domain B may be better than domain A. Here, domain A and B can belong to one operator or two trusted operators. 
The network server in domain A was intruded by the attacker and the configuration was modified to allow illegal access. The security level in domain A is lower. Therefore, the attacker could use the server of domain A to make attack, like sending junk SMS, to domain B’s users. Meanwhile what’s worse, domain A was not aware of it, and also domain B didn’t have capability to deal with it, as shown in figure 1 below.
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Figure 1 Cross-Domain security threat
According to the protocols and functions of the SMS system, it was identified that the SMS system in Domain A didn’t have the ability to generate the junk SMS by itself. 

Two checkpoints were set in the SMS system as shown in figure 1. After analysing the message flow at the domain edge checkpoint, it was identified that the junk SMS were sent by the legal signalling device in the SMS system. 

Then the other checkpoint was analysed and it was found that the SERVER logs were modified. According to modifying the SERVER configuration, the junk SMS centre could illegally use the SMS system to send junk SMS.
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Figure 2 Possible Intrusions into Domain A SMS System 

According to the normal connection and operation records of the system, it was determined that there must be someone temporarily illegally linked a SMS system to the SERVER to send junk SMS. 

There are two possible intrusions as shown in figure 2 above. One is in the public network, where the attacker passed the firewall and broke the SERVER. The other is in the system LAN, where the attacker directly links the illegal SMS centre to the SERVER. 

The reason of the attack instance is that the threat countermeasures were very poor in the SMS system in Domain A. And there were serious flaw and vulnerability in the SMS system. Whatever how strong the security ability was in Domain B, it can’t avoid the threat from the trusted Domain A. 

3. Conclusion
Current 3GPP NDS is to set up security channels between domains with the IPSEC/IKE protocols. Domains use SEGs (Security Gateways) as their edges to communicate with each other. The confidentially is well protected in the IP layer. 

But there’s a precondition for the SEGs that they trust each other as described above. If one domain is hacked to act as an attack reflector, then the attack traffic will normally pass through the SEG to another domain. Confidentially and integrity protection are not enough to deal with the problem. For example, as the instance described above, the junk SMS could easily pass the SEGs from Domain A to Domain B with well protection of confidentially and integrity protection since the SEG in Domain A always trusts the SEG in Domain B.

More capability is needed to enhance the core networks. Two main security requirements are as follows:

1. Domains need security correlation to stop the attack at the source. When a domain finds attack coming from other domains, it can automatically notify other domains to stop the attack at the source.

2. Within a domain, when it detected attack, it needs real-time automatically response to the attack to avoid the bad influence as soon as possible.
We propose that SA3 to discuss this problem and make study to it.
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