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1
Introduction

In Munich (SA3#49) it was agreed that the GPA-Push shall use the Disposable-Ks model as main mode of operation. This contribution presents the required GBA-Push processing. The contribution is in the form of a replacement for the existing clause 5 of TS 33.223.  It is not a proper pCR as the changed/deleted text is not visible. All new text is blue.
2
New clause 5

5
GBA Push Function

5.1
GBA-Push Message Flow and node processing

5.1.1
GBA-Push Message Flow
Figure 5-1 outlines the message flow for the case, where the NAF wants to send data to the UE, but has no valid NAF SA available i.e. no Ks_(int/ext)_NAF available. The reason that the NAF has to initiate NAF SA establishment can be that the UE may be unable to perform a bootstrapping procedure directly with the BSF or that the UE should not perform a bootstrapping procedure directly with the BSF.  The processing also needs to handle use of the Single-Ks model when its use is allowed.
NOTE 1:
A case where the UE has no connection to the network is in a broadcast scenario.
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Figure 5-1: High level message flow description for bootstrapping through the NAF

Preconditions: A UE is registered with the NAF for a push service. The registration could have been made by the user when the user subscribed to a specific service or it could be made automatically and on-the-fly by a network entity providing network services. 

At the registration the NAF records a user identity (UE_Id), a push delivery method and the associated transport address (UE_Trp). Furthermore the registration process should determine which *SIM application to use and how to contact the corresponding the BSF (needs to know the FQDN of the BSF). If explicit signaling is needed to identify the used USIM / ISIM, the *SIM_Lbl to use should be agreed. 

Editors Note: How the label is made available in the UE needs to be investigated. Maybe it is out of scope for this specification. 

NOTEXX:  An example of a possible on-the fly registration is when a NAF only knows the UE’s MSISDN. Then there is a one-to-one correspondence between the MSISDN and the IMSI and the IMSI defines a USIM application that can be used. The IMSI will also define the FQDN of the BSF. The transport address is given by the MSISDN if SMS delivery is used.  

Message flow:
1.
The NAF generates a GPI request and sends it to the BSF. The generation process and the parameters in the request are described in clause 5.1.2.
2.
Upon receiving the request from the NAF, the BSF performs the processing described in clause 5.1.3 and returns the requested information (also defined in clause 5.1.3) to the NAF.  

The BSF fetches a new AV from the HSS and other information like UICC GBA awareness and USS. This will always happen except when the Single-Ks mode is used, a BSF SA already exists and the NAF indicates that its reuse is allowed.
3.
The HSS sends the AV and other requested information to the BSF.

4.
The BSF sends it’s response to the NAF and the NAF stores the received information together with other user information in a SA. If the NAF allowed reuse of an existing SA and the response shows that the returned SA is based on reuse, the NAF processing continues in step 6.
5.
The NAF then forwards the GPI to the UE over Upa using the selected transport mechanism and the given transport address. 
When the UE receives the message containing the GPI, it processes the GPI as defined in clause 5.1.3. If the integrity of the GPI is verified the UE stores the corresponding SA(s). If the push was in the Single-Ks model the BSF SA is stored and if a NAF-key was generated then also the corresponding NAF SA is stored.  If it was a main mode push (Disposable-Ks model), the NAF SA is stored. 
6.
The NAF sends a protected Push-message using the NAF SA. The message protection is based on the NAF-key in the NAF SA. A NAF SA downlink identifier is included in the message. The format and security mechanisms used to protect Push-messages are application specific and are out of scope for this specification.
NOTEXV: In TS 33.gpl two generic Push-message formats are defined. The basic format is for separate delivery of the Push-message. The second format is for combined delivery of GPI and Push-message. 


The UE receives the protected message. It detects the NAF_SA identifier and retrieves the NAF SA. The UE checks that the NAF-key lifetime hasn’t expired and forwards the NAF-key to the process responsible for checking and/or decrypting the Push-message. 
5.1.2
NAF processing before issuing GPI request

The NAF reads its available data associated with the user and the application for which the security association shall be established. The NAF then determines the Ua protocol Id to send in the request to the BSF. It also determines the required life-time of the security association and if reuse of an existing SA is acceptable or if a new SA shall be generated (this information is only relevant if the UICC is GBA_U aware). The NAF then generates the GPI request containing the following information:

Ver:

Version of GPI requested.
NOTEXX: A version number is introduced to allow future introduction of extensions and changes to GPI request
UE_Id: 
Identifier for the UE. This may be a private or a public identifier.

NOTEXX: The BSF must be able to decide if it is a public or private identifier and the identifier must be linked to a unique USIM / ISIM.

NAF_name: 
NAF FQDN 

Prot_Id:
Ua protocol identity. 
NOTEXX: The NAF_Name and the Prot_Id together form the NAF_ID as defined in TS 33.220. In GBA-Push the NAF-Name also identifies the URL to use for possible response messages

P-TID:
Proposed NAF SA identifier to be used by UE when responding to NAF. The identifier is included only to enable that it is confidentiality protected in the GPI. 

Int/Ext 
Indication if a Ks_int_NAF or a Ks_ext_NAF/Ks_NAF is requested
ReUse

Indication if NAF-key for push can be based on an already existing Ks. This parameter is only relevant if the UICC is GBA_U aware.

Editors note: How should “reuse acceptable” be interpreted if UICC is Rel-6, an ext key is required and no BSF SA exists? Should a new Ks for GBA_U be generated or should the ME based push be used.
Key_LT
Requested NAF-key lifetime. If in the Single-Ks model a BSF SA is generated it will get the same lifetime.
E/P:

Indication on use of GPI confidentiality protection.

Priv_Id:
Indication if UE private identity is requested.

Editors Note: Is the request of the users private identity part if the USS request?

USS 

USS request information.
5.1.3
BSF processing of NAF GPI request
When the BSF receives the GPI request from the NAF it performs the following processing steps:

1.
The BSF checks that it supports the GPI version requested. If it doesn’t an error message is generated and the processing is terminated.

The BSF checks that the NAF is authorized to use the NAF_name and Prot_Id provided in the GPI request. If it isn’t, an error message is generated and the processing is terminated.

The BSF checks that the requested Key_LT in the GPI request is less than the allowed max value in the system. If the value is greater than the max value an error message is generated and the processing is terminated. 

2.
The BSF queries its database to find out if the UE_Id is registered and if a valid BSF SA already exists.

NOTEXX: The BSF will only keep a BSF SA if the UICC is GBA_U.
If the UE_Id is registered in the database, the BSF checks the ReUse parameter in the GPI request. 
-
If reuse isn’t accepted, the BSF continues it’s processing in step 5. 
-   
If reuse is accepted the BSF compares the requested key lifetime with the remaining life-time of the existing 
BSF SA. If the requested life-time cannot be accommodated by reuse, the BSF continues it’s processing in 
step 5 otherwise the BSF sets the P-TID in the response to the FQDN of the BSF. The BSF then continues

processing in step 7.

3.
If the UE_Id is a public identity the BSF (by unspecified methods) retrieves the corresponding public identity. 

4.
If needed, the BSF retrieves the HSS address for the given UE using the SLF.

5.
The BSF requests an AV, USS according to the GPI request, and GBA awareness of UICC from the HSS.

If the UICC is GBA_U aware and an internal NAF-key is requested, the BSF either updates an existing BSF SA or creates a new BSF SA recording the private identity and the public identity (if a public identity was used in the GPI request). 
Editors note: It is assumed that external NAF-keys will be generated in GBA_ME Push when UICC only is GBA_U aware.

The Ks, the Key_LT, the B-TID and the GUSS are written to the BSF SA. The P-TID in the response is set to the BSF FQDN. The BSF continues its processing in step 7.

6.
The BSF checks if an internal NAF-key has been requested and verifies that this  is compatible with the GBA awareness of the UICC. If it isn’t, an error message is generated and the processing is terminated.

The BSF may use USS for policy management and key selection as described in TS 33.220 [1].
7.
The BSF generates the requested NAF-key according to provided NAF_name and Prot_Id. 
8.
The BSF generates the GPI. The parameters of the GPI are defined in clause 5.2.1. The generation of the GPI  includes performing confidentiality protection (if requested by NAF) and calculation of the GPI MAC. GPI protection is described in clause 5.3.
Editors note: Correct version of AUTN(*) must inserted in GPI. 
9.
The BSF sends its response to the NAF. The response contains GPI, plaintext version of confidentiality protected parameters in GPI, the NAF-key, the requested USS and user’s private identity (if allowed). The GPI response contains the following information (matching the version of the GPI request)
[GPI]:
The GPI is always included except when the NAF-key is based on reuse of an already existing BSF SA.
[RAND]:
The RAND is only included in the response when the NAF-key is based on reuse of an already existing BSF SA. It is otherwise accessible by the NAF in the GPI
NAF-Key:

The generated NAF-key
NAF_Name:

The NAF_Name used in the NAF-key derivation
Prot_Id:


The Ua protocol Id used in the NAF-key derivation
Key_Type:

The type of key generated (ext/int) and Key model (Single/Disposable)

Key_LT:


Key life.time.
P-TID:
If the Single-Ks model is used, the P-TID contains the FQDN of the BSF. Otherwise the proposed NAF SA identity from the request is returned.
UE_priv_Id:
User private identity. It is only included in the response if the USS indicates that the NAF is authorized to receive that information.
USS:



USS information
5.1.4
UE processing of GPI
When the UE receives a GPI it performs the following steps.

1. UE receives GPI. 

2. If the *SIM_Lbl in the GPI is undefined, the UE determines the *SIM application to use from used delivery channel of the GPI (SMS, MMS, SIP Message, etc) or from other context information and updates the *SIM_Lbl.

3. UE checks if it has received the same GPI earlier. The parameters of the GPI are defined in clause 5.2.1
NOTE XX: To handle retransmissions efficiently the UE should only invoke a USIM / ISIM application after checking that the GPI doesn’t correspond to an already existing SA. The check can be done by comparing the received (RAND, AUTN(*), *SIM_Lbl) triplet with the corresponding triplets associated of existing SAs.

a. If the GPI corresponds to an already existing SA, then the GPI is silently dropped and the GPI processing terminated.

b. If the GPI corresponds to an incomplete SA, the Ks indicated by GPI is activated and processing continues from step 5 (step 7 describes how an incomplete SA may appear)

4. The UE reads the GPI version number and selects the corresponding GPI MAC and ciphering algorithm. If the UE doesn’t support this GPI version, the GPI is silently dropped and the GPI processing is terminated.

5. The UE checks that the GPI label indicates a *SIM application that is or can be activated. 

a. If the *SIM application cannot be activated the GPI is silently dropped and the GPI processing ends.

b. If the *SIM application is or can be activated the UE initiates derivation of the Ks by issuing an Authenticate command to the UICC. The type of Authenticate command is determined by the indicated U/ME-mode in the GPI. If the authenticate commands returns a failure the GPI processing ends.

If the Single-Ks model is used (GBA_U operation) the generated Ks will be stored and the BSF SA updated.
6. The UE initiates the derivation of the GPI keys and other parameters needed for the checking of the integrity and deciphering of the confidentiality protected parts. This processing is defined in clause 5.3

Editors note: It is ffs to1 decide upon which MAC and ciphering algorithms to us in GPI version 1 
7. The UE checks the integrity of the GPI message. If the integrity check fails and the key model is 
a. Disposable-Ks, the derived Ks is stored in an “abused” NAF SA and the SA is marked as incomplete and the GPI processing ends.
b. Single-Ks, the Ks has already been stored (authenticate command). B-TID is defined as RAND@’undefined’ and stored in the BSF SA. The GPI processing is terminated.

8. If the E/P indicates that confidentiality protection has been applied, the UE deciphers the confidentiality protected parts using the algorithms defined by the GPI version number and the keying material derived from Ks. 

9. If the Key_type indicates 

a. Singel-Ks model, then the Ks and the associated B-TID and Key_LT are stored in the BSF SA as defined for GBA_U. B-TID is composed from RAND and the P-TID.

If the GPI contains a NAF_Id and a Prot_Id, then a corresponding NAF-key of type Key_Type is generated and a NAF SA consisting of the NAF-key and associated parameters is stored. 
b. Disposable-Ks model, then the UE initiates the derivation of the Ks(_int/ext)_NAF using the NAF_ID and protocol ID received. The NAF SA consisting of the NAF-key and associated parameters is stored.

5.2
Definition of GBA Push Information (GPI), SA types and SA content
5.2.1
GBA Push Information (GPI)

The definition of GPI information is depicted in figure xx1. The list below the figure gives definitions and explanations.  Note that GPI does not contain any user identity or transport address as these entities are not needed by the GBA processing in the UE. They are only relevant for the transport of the GPI. 
Editor’s Note: 
The content of the terminal management information is for further study. 
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Figure xx1. GPI information and format. 

Ver:
Version of GPI definition. We need a version number if we sometime in the future need to
change algorithms for integrity and confidentiality protection or do other updates.

RAND:

As defined in UMTS AKA

AUTN(*):
As defined in UMTS AKA and GBA
*SIM_Lbl:
Label identifying the *SIM application to use. This variable may be left empty if the *SIM to use is evident from context or agreement.
Terminal management info* :
Selection info:
Editors note: The content and handling of the Terminal Management and the Selection Info need to be defined
U/M:
Indicates if AUTN(*) is AUTN or AUTN* which in turn shows if the UICC supports GBA_U or GBA_P
E/P:


Indicates if confidentiality protection is active.

NAF_Name:
NAF FQDN

Prot_Id

Protocol Id.
Key_Type:
The type of key generated (ext/int) and Key model (Single/Disposable)
Key_LT:

NAF-key lifetime. If it is LM push then this life-time is also valid as Ks life-time.

P-TID:
Information used to form the identity of the SA to be used by any uplink security mechanisms based on the established security association. 
If it is a GBA unaware or GBA_P aware UICC then the SA identity equals the P-TID.

If it is a GBA_U aware UICC then the P-TID equals the FQDN of the operator BSF (enforced by the BSF) and it allows the UE to derive the Ks B-TID. The SA identity for a corresponding NAF-key in the    uplink is also B-TID.
MAC:


Message Authentication Code over GPI

5.2.2
SA types

Due to the fact that GBA-Push has to cope with two keying models it will need two handle two types of security associations NAF SAs and BSF SAs. A NAF SA holds a SA for a NAF key and a BSF SA holds a security association for a Ks. The SA’s need to have unique identites. In main mode using the Disposable-Ks model only NAF SA’s are generated. In Single-Ks mode, GBA-Push may establish SA’s between the BSF and the UE as well as between the NAF and the UE. 

As mentioned in the introduction, identifiers for the NAF SAs may differ in downlink and the uplink direction to support unlinkability between uplink and downlink protection measures.

For GBA-Push and the Disposable-Ks model the NAF SA identifiers are

RAND@’naf’: 

Identifies NAF-key SA in the UE (used by NAF).

P-TID:



Identifies NAF-key SA in the NAF (used by UE)

Note: ‘naf’ indicates a string of the characters naf;  
Note: P-TID is assigned by the NAF and should be unique within the NAF

For Single-Ks model the NAF SA identifier is RAND@’naf’ and the BSF SA identifier is B-TID. 
Editors note: More elaborate SA naming schemes can be designed if more transport efficient SA identifiers are needed. This is ffs.

5.2.3
BSF SA

The BSF SA for GBA-Push is only defined for GBA_U aware UICC’s. A GBA-Push BSF SA’s must contain a private UE identity. It is recommended that when a NAF uses a public UE identity in its requests, then the BSF also stores the used public identity in the SA. A BSF SA consist of the following information elements
Editors Note: The parameters of the BSF SA is ffs.
UE_Publ_Id:

If the UE was identified with a public identifier this identifier is stored
UE_Priv_Id:

The UE private identity. It identifies the *SIM touse.
Ks:



The GBA base key Ks.
B-TID:


The SA identifier formatted as a B-TID
Key_LT:


The SA lifetime
USS:



User security settings
5.2.4
NAF SA

The NAF needs to keep some additional information in its NAF SA compared with the UE. The UE identity used in the BSF request for GPI must be stored to allow the NAF to determine from which UE a response is coming and also to link sequences of SA’s for the same UE. The NAF also needs to store the transport address to which the GPI should be directed.  If the NAF uses retransmission to achieve better delivery reliability, it also needs to store the encrypted version of the part of the GPI, which is confidentiality protected. It also has to store the GPI MAC.

UE_Id:

The user identity used in NAF request. Optional at UE. 
UE_trp:

The transport address used by the NAF when pushing GPI to the UE. Optional at UE.
RAND:
Used in GPI identification. Used as downlink SA identifier for NAF-Key. 
AUTN(*):
Used in GPI identification. 
*SIM_Lbl:
Used in GPI identification. 
Ul_SA_Id:
The uplink SA identity to be used by the UE.

Dl_SA_Id:
The downlink SA identity to be used by the NAF

Ks(_int/ext)_NAF: Generated NAF-key

NAF_Name:
FQDN of NAF for which the NAF-key is valid. Default response address for UE.
Prot_Id:

Ua protocol identifier. 
Key_Type:
Type of NAF key: int/ext and keying model.
Key_LT:

NAF-key lifetime. 

ENC_GPI:
Part of GPI that is encrypted by BSF. Only needed by NAF for retransmission of GPI.  

MAC_GPI:
BSF generated MAC on GPI. Only needed by NAF for retransmission of GPI.

Rpl_cnt:
Replay counter. Initiated to zero when SA is defined. Only defined when Prot_Id = GPL.
Rpl_win:

Replay detection window. Only defined when Prot_Id = GPL

Private_Id:
Private UE identity, Only in NAF 

USS:


User Security Settings. Only in NAF
5.3 


GPI Integrity and Confidentiality Protection

5.3.1
General considerations

The integrity and confidentiality protection is between the BSF and the UE. This means that the keying material used for the protection shall not leave the BSF and the UE, in particular the NAF shall not have access to keying material. This gives the property that the NAF or any other party different from the UE and the BSF, will be unable to modify (for integrity protection of GPI) and read the protected parts of the GPI.  

Transferring in the clear the NAF_name and the Ua protocol identifier together with a long term user identity / transport address may pose a privacy problem in a broadcast network. Therefore, it shall be possible to confidentiality protect the NAF_name and the Ua protocol Id in the GPI. This privacy measure is only mandated for the broadcast of GPI and not for unicast delivery if the transport channel provides confidentiality protection. 
Editors note: Should confidentiality protection of GPI be mandatory?
5.3.2
Key material generation

The key material for confidentiality and integrity protection of GPI is derived from the Ks, which the GPI defines. The key derivations use the KDF defined in TS 33.220, Annex B3 in [1] with the below defined modifications for the NAF_ID (variable P3). The following keys are defined:

GPI_INT_Key:
The NAF_ID is replaced by ’GPI_integrity’
GPI_ENC_Key:
The NAF_ID is replaced by ’GPI_confidentiality’

GPI_IV:


The NAF_ID is replaced by ’GPI_IV’

Note that it is appropriate to generate the IV this way as the keys will only be used to protect a single message.
5.3.3
GPI Integrity protection

GPI integrioty protection is mandatory.

The GPI integrity protection uses algorithm [C-MAC??] with a 128-bit key. The complete GPI is protected as defined in clause 4.X.X. 
The MAC is truncated to 32 bits.
Editor’s note: The details of the integrity protection process needs to be defined. The processing and the used algorithm should be reviewed by SAGE.
5.3.4
GPI Confidentiality protection

GPI confidentiality protection is mandated for the broadcast of GPI and optional for unicast delivery if the transport channel is known to provide confidentiality protection. 
Editor’s note: Should confidentiality protection of GPI be mandatory?

The GPI confidentiality protection shall be applied on NAF_name,  Prot_Id, Key_Type, Key_LT, and P-TID in GPI. The GPI confidentiality algorithm is AES-CM with a 128-bit key and a 128-bit IV
Editor’s note: The details of the ciphering process needs to be defined. The processing and the used algorithms should be reviewed by SAGE.
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