SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#50
S3-08xxxx

25 - 29 February 2007

Sanya, China
Source:
Huawei
Title:
system architecture of H(e)NB
Document for:
Discussion

Agenda Item:
7.5
Work Item / Release:


Abstract of the contribution:

This contribution presents system architecture of H(e)NB. Since system architecture of H(e)NB is also discussed in other 3GPP work groups, this contribution only presents security aspect of system architecture of H(e)NB. It is proposed that a Security Gateway is the entry of operator’s core network. Mutual authentication is performed between H(e)NB and Security Gateway. Security tunnel is established between H(e)NB and Security Gateway to protect communication between H(e)NB and operator’s network.
1 Introduction
A baseline system architecture of H(e)NB is necessary for SA3’s future study on H(e)NB security. This contribution presents a system architecture of H(e)NB and proposes to use this architecture as basis of future study.
The proposed system only lists security related entity. Entities which are not related to security should be studied in relative 3GPP groups.

2 Proposed system architecture of H(e)NB

[image: image4.wmf]
Figure 1: proposed system architecture of H(e)NB
Description of proposed system architecture:
· Air interface between UE and H(e)NB should be backwards compatible with air interface in (E)UTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 
· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
3 Justifications of proposed system architecture

3.1 Air interface between UE and H(e)NB should be backwards compatible with air interface in (E)UTRAN
Legacy UE should be able to access H(e)NB. Consequently, air interface between UE and H(e)NB should be backwards compatible with air interface in (E)UTRAN.

3.2 H(e)NB access operator’s core network via a Security Gateway
H(e)NB locates outside of operator’s controlled network and accesses operator’s core network via insecure backhaul link. Operator’s core network is open to insecure backhaul link with introduction of H(e)NB. Security Gateways should be deployed in border of operator’s core network to prevent operator’s core network from being attacked by attackers in backhaul link. All H(e)NB related input traffic to operator’s core network and output traffic from operator’s core network should be processed by Security Gateways.

Security Gateway should be the first contact node when H(e)NB access operator’s core network.
3.3 Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB
It is obvious that mutual authentication between H(e)NB and operator’s core network is necessary. It is proposed that Security Gateway should be the entity to perform mutual authentication with H(e)NB. In this way, illegal access to operator’s core network is blocked out of the operator’s core network since Security Gateways are deployed in the border of operator’s core network.

Depending on the credentials which are used authenticate H(e)NB or Security Gateway, H(e)NB and SeGW need support from authentication server or PKI to perform mutual authentication. 
3.4 Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
Information transmitted in backhaul link includes user data, keys for protection of RRC and UP (if protection of air interface is performed in HNB), software update program, configuration of H(e)NB, etc. This information is sensitive and should be secured. Security tunnel should be established between H(e)NB and SeGW to protect information transmitted in backhaul link. 
4 proposal

This contribution proposes a system architecture of H(e)NB. Only security related function is listed in this system architecture. It is proposed to use this system architecture as basis for future study and incorporate section 2 and section 3 in H(e)NB security TR as following p-CR.
5 P-CR to TR of H(e)NB Security

#####################Begin of Changes#########################

4
System architecture

Editor’s Note: This chapter describes the security architecture of 3GPP network with H(e)NB.  
4.1
System architecture of HNB

Editor’s Note: This section describes the security architecture of UMTS network with HNB.  
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Figure 1: system architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.

4.2
System architecture of HeNB

Editor’s Note: This section describes the security architecture of LTE/SAE network with HeNB.  
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Figure 1: system architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in EUTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.

#####################End of Changes##########################
UE





H(e)NB





SeGW





insecure link





Operator’s core network





Operator’s core network





insecure link





SeGW





HNB





UE




















UE





HeNB





SeGW





insecure link





Operator’s core network








3GPP

SA WG3 TD


[image: image1]