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Abstract of the contribution
This contribution proposes how to determine early IMS authentication scheme in step 2.
1 Introduction
In last SA3 #49bis meeting, the topic “Co-existence of authentication schemes” was discussed in several contributions (cf. S3a071008, S3a071009, S3a071010, S3a071025, S3a071026 and S3a071027), and the baseline for TS 33.203 Annex P was agreed in S3a071042 (and in S3-080007 for this meeting). However, there are still some issues that need to be FFS.
This contribution will give further analysis on Editor’s note x5.
2 Discussion
There is an Editor’s note x5 in TS 33.203 section P.4.2:
 “      Step 2:
……
The S‑CSCF then shall proceed as follows:


If there is no Authorization header in the REGISTER request, and 
-
there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS, or

-
the REGISTER request is received from a P‑CSCF, which is not “TISPAN-enabled”,


then Early IMS security is used.

Editor’s note x5: the above text needs to be double checked as it was discussed at SA3#49bis whether handling for some cases was missing, e.g. the following case: was missing: the first condition is not met, but the second condition is met.”
There are two conditions in the above highlighted texts:
Condition 1:  “there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS,” which equals to

 “Either there is no PANI header with “network provided”, or, there is a PANI header with “network provided” in which the access-type parameter does not indicate TISPAN NASS”
Condition 2: the REGISTER request is received from a P‑CSCF, which is not “TISPAN-enabled”
The above highlighted texts would mean that if any of the following logics holds:
1) Only condition 1 is met 
2) Only condition 2 is met

3) Both condition 1 and condition 2 are met

Then Early IMS is used
1) may not be correct, e.g. if there is a PANI header with “network provided”, in which the access-type parameter does not indicate TISPAN NASS” (which, besides 3GPP access , includes also other non-TISPAN-NASS access networks, e.g. Cable access, or even other access networks in the future (like 3GPP2, Wimax,…)), and, the REGISTER request is received from a P‑CSCF, which is “TISPAN-enabled”, then this is an error case and shall be discarded because in our understanding Early IMS over Cable access is not allowed. In addition, this may not be correct and would have to be corrected later because Early IMS over other access network may not be allowed.
2) may also not be correct, e.g. if there is a PANI header with “network provided” in which the access-type parameter indicates TISPAN NASS, and, the REGISTER request is received from a P‑CSCF, which is NOT “TISPAN-enabled”, in this case the PANI header may be inserted by an attacker accessing IMS over e.g. cable or mobile network or other non-TISPAN-NASS access, so it is a NBA fraud attack and S-CSCF shall discard it.
3) may also not be correct, e.g. if there is a PANI header with “network provided”, in which the access-type parameter does not indicate TISPAN NASS” (which, besides 3GPP access , includes also other non-TISPAN-NASS access networks, e.g. Cable access, or even other access networks in the future (like 3GPP2, Wimax,…)), and, the REGISTER request is received from a P‑CSCF, which is not “TISPAN-enabled”, then this is also an error case and shall be discarded for the same reason as case 1)..
In summary, the above logics are not strictly correct. Actually since condition 1 is enough, so these highlighted texts should be changed to the following by explicitly listing “3GPP” access to avoid including Cable access or other accesses cases:  “Either there is no PANI header with “network provided”, or, there is a PANI header with “network provided” in which the access-type parameter indicates 3GPP access”.
3 Proposal
It is proposed that SA3 discuss the above solution and agree the corresponding CR S3-080125.
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