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Abstract of the contribution
This contribution proposes to delete editor’s notes in step 3 for key handling on idle mode mobility.
1 Introduction
This contribution proposes to delete editor’s notes in step 3 for  key handling on idle mode mobility.
2 Discussion
2.1 Idle mode mobility from UTRAN/GERAN to EUTRAN
In TR 33.821 v060, section 7.4.12.4 (Key handling on idle mode mobility from UTRAN to E-UTRAN), there is an Editor’s notes in step 3:
“3. The old SGSN sends back a context response to the new MME including at least the IMSI, IK, CK to the new MME.
 

Editor’s Notes: It is FFS whether the UE’s security capabilities should be carried in this step.
”
If the UE’s security capabilities should be carried in this step instead of step 1, this would require the old SGSN explicitly queries the UE about its EUTRAN security capabilities, and then sends them to the new MME. This requirement would:

1. Introduce unnecessary roundtrips between the Rel-8 SGSN and the UE during idle mode mobility from Rel-8 UTRAN/GERAN to EUTRAN.

2. Require to update the Pre-rel-8 SGSNs during idle mode mobility from Pre-rel-8 UTRAN/GERAN to EUTRAN, which seems infeasible from operator’s point of view.

So the UE’s security capabilities should be carried in step 1. We propose to delete this Editor’s Notes in step 3.
2.2 Idle mode mobility within EUTRAN
Similarly, the Editors Notes in step 3 in section 7.4.12.3 (Key handling on idle mode mobility within E-UTRAN) in TR 33.821 should also be deleted, which can:
1. Affect NAS protocol (UE---MME) only. 

Otherwise it will have to additionally affect GTP-C protocol (SGSN/MME--MME) to carry UE’s 
security capabilities.

2. Keep the uniform behavior for MME

Otherwise, it will make the target MME implement much complex, e.g. the target MME will have to extract the UE security capabilities from different messages (TAU request or context response message) for security negotiation in different idle mobility scenarios.
3 Proposal
It is proposed that SA3 agree the following P-CR for TR 33.821, and incorporate these sections into an appropriate section in TS 33.abc if appropriate.
=======================Begin of First Change===================================

7.4.12.3
Proposed procedure

Upon idle mode mobility the old MME shall include the current values of the counters for NAS integrity and NAS encryption, as well as the old NAS keys and KASME in the MME context response message during tracking area updates. The procedure is illustrated in Figure 14: 
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Figure 14 Key handling on idle mode mobility in E-UTRAN 

Editor’s note: it’s FFS if it’s possible to harmonize 7.4.12.3 and 7.4.12.4. 

1. UE sends a Tracking Area Update (TAU) request including UE’s security capabilities (including EPS/eUTRAN and UTRAN/GERAN if supported by UE) to the new MME. UE includes KSIASME and integrity protects the TAU request.

2. New MME sends an MME context request including the TMSI (and optionally the TAU request, not decided yet) to the old MME. If the TAU request was included in the MME context request by the new MME (pending decision according to 23.401), the old MME verifies the TAU request.

3. The old MME sends back an MME context response to the new MME including the TMSI, KASME as well as the current counter values for NAS to the new MME, the identifiers of the currently used NAS algorithms, and UE’s security capabilities and currently selected security algorithms so that target MME knows if algorithms change or not.  If the TAU request was not sent to the old MME for verification, the new MME now verifies the TAU request using the received security context. 

4. Optionally, the new MME initiates a new AKA authentication to get a fresh KASME.

5. The new MME select the NAS algorithms to use (according to its own, and UE’s capabilities), and derives NAS keys (KNASenc, KNASint) from KASME using the identifiers of the NAS algorithms and other key derivation parameters as input parameters for the KDF. 

6. The new MME includes the selected NAS algorithm identifiers and UE’s security capabilities (including EPS/eUTRAN and UTRAN/GERAN if supported by UE), and optionally a ciphered (with the new NAS ciphering key) new TMSI in the TAU accept message and integrity protects the message with the new NAS integrity key.

7. The UE optionally derives new NAS keys (KNASenc, KNASint) from KASME.. UE checks NAS-MAC and that the received UE security capabilities match with the sent ones.

8. Optionally UE sends integrity protected TAU Complete (see TS 23.401 v2.0.0 section 5.3.3.1).



Editor’s note: it needs further study in the case that UEs need to change algorithms due to a handover (i.e. NAS 





Key handling when changing MME).

   Editor’s note: verification of the TAU request in the new MME is only possible if old MME and new MME support the same integrity protection mechanisms. As a consequence, the support of all NAS integrity mechanisms has to be mandatory for all MMEs or the integrity protection of the TAU request has to be checked by the old MME. 

Editor’s note: Deriving new NAS keys based on algorithms identifier as the only parameter is ffs (see S3-070533).

Editor’s note: It is ffs if a separate NAS level SMC is used to change NAS algorithms on inter-MME handover (see S3-070533).

When UE is in idle mode, there is no RRC and UP security context, neither in the UE nor in the eNB. Thus, there is no need to derive RRC keys and UP key. (From S3a070917)

NOTE: there may be a case with active flag in the TAU, where the keys would be needed.
=======================End of First Change===================================
=======================Begin of Second Change================================

7.4.12.4
Key handling on idle mode mobility from UTRAN to E-UTRAN
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Figure 15 Key handling on idle mode mobility from UTRAN to E-UTRAN

Editor’s note: it’s FFS if it’s possible to harmonize 7.4.12.3 and 7.4.12.4. 

1. UE sends a Tracking Area Update (TAU) request including UE’s security capabilities (including EPS/eUTRAN and UTRAN/GERAN if supported by UE) to the new MME. UE includes KSIASME and integrity protects the TAU request if any keys available (e.g. cached EPS keys or keys derived from UTRAN/GERAN CK/IK).

 Editor’s Note: It is FFS whether UE selects NAS level integrity algorithm for the TAU request protection in case of no previous security context in EPS. If yes, UE shall also include at least the selected TAU integrity algorithm used to protect the TAU request. The active is a special case and should be studied further.

2. New MME sends an context request including the TMSI (and optionally the TAU request, not decided yet) to the old SGSN.
Editor's note: it is FFS how the old SGSN validates the TAU Request. It should be specified how the procedure changes the overall SMC, in that the TAU message can be combined with the SMC.

3. The old SGSN sends back a context response to the new MME including at least the IMSI, IK, CK to the new MME.

4. Optionally, the new MME initiates a new AKA authentication to get a fresh KASME.
5. The new MME selects the NAS algorithms to use (according to its own, and UE’s capabilities), and derives new KASME from IK, CK or uses the cached KASME if available and if UE used KSIASME corresponding to the cached keys. MME  then derives new NAS keys (KNASenc, KNASint) from KASME using the identifiers of the selected NAS algorithms and other key derivation parameters as input parameters for the KDF. 

6. The new MME includes the selected NAS algorithm identifiers and UE’s security capabilities and KSIASME and optionally a ciphered (with the new NAS ciphering key) new TMSI in the TAU Accept message and integrity protects the message with the new NAS integrity key.
7 The UE derives KASME from IK,CK and then derives new NAS keys (KNASenc, KNASint) from KASME  if not already available. UE checks NAS-MAC and that the received UE security capabilities match with the sent ones.
8 Optionally UE sends integrity protected TAU Complete (see TS 23.401 v2.0.0 section 5.3.3.1).
=======================End of Second Change===================================




















































































� This section is from S3a071039.


� This section is from S31071040.
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