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Abstract of the contribution
This contribution proposes solutions for SIP DIGEST not allowed over 3GPP access.
1 Introduction
In last SA3 #49bis meeting, the topic “Co-existence of authentication schemes” was discussed in several contributions (cf. S3a071008, S3a071009, S3a071010, S3a071025, S3a071026 and S3a071027), and the baseline for TS 33.203 Annex P was agreed in S3a071042 (and in S3-080007 for this meeting). However, there are still some issues that need to be FFS.
This contribution will give further analysis on Editor’s note x1.
2 Discussion
There is an Editor’s note x1 in TS 33.203 section P.3:
“- If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:
……
· If the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then the P‑CSCF shall perform the steps required for SIP Digest without TLS.

Editor’s note x1: An editor’s note in Annex N states that it is FFS how IMS network entities can enforce that SIP Digest over mobile access networks defined in 3GPP specifications is not allowed. It is ffs whether more detailed provisions for this shall be provided in Annex N or in Annex P.”
This issue,  how IMS network entities can enforce that SIP Digest over mobile access networks defined in 3GPP specifications is not allowed, is obviously related to coexistence issue how the P-CSCF selects among different authentication schemes , so the corresponding mechanism shall be provided in Annex P. 
The above highlighted texts before Editor’s note x1 are not correctly, since “was not received over a TISPAN NASS” equals to “was received over a 3GPP access, or, Cable access, or even other accesses”. However, SIP Digest over mobile access networks defined in 3GPP specifications is not allowed. In addition, as other access networks (e.g. 3GPP2, WIMAX, etc…) may be added later, these texts may not be correct if SIP Digest over other accesses is also NOT allowed. 
Furthermore, the following highlighted texts are also not correct since it may also allow SIP DIGEST over 3GPP access.
“-  If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.
……
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.”
So it should state explicitly in Annex P that SIP DIGEST over cable or TISPAN NASS access is allowed, and SIP DIGEST over 3GPP access is NOT allowed.

3 Proposal
It is proposed that SA3 discuss the above solution and agree the corresponding CR S3-080122.




















































































5
1

