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Abstract of the contribution:

This contribution discusses how to handle SIP digest password change and suggests a way forward.
1 Introduction

At the SA3 adhoc in December on IMS security, SA3 discussed how to handle SIP Digest Password Change, based on input documents S3a070935 and S3a070936. It was agreed to further study the issue at the next meeting. This contribution analyses the options that could be used for SIP digest change.
2 Analysis

The change of the SIP Digest password can be assumed to be a quite rare event. The main reason for changing a password is changing it in case of a compromise. In that case, it is desirable that the new password is taken into use immediately so that an attacker cannot use the compromised password for his benefit. Another event that may happen is that the user by some reason forgets its password. In this case, an immediate change of password is also necessary (and as the user does not longer posses the old password, there is no need to keep the old password in the system).  

Even the case that a user for security reasons would want to change his password regularly is likely to be a rare event. Regular password change could be assumed to take place rather in weeks or months than in days. In some cases it might even be that the “password” is provisioned as a secret at the time when the device is manufactured to avoid user's to misplace the password, and/or select weak passwords.
Another case that could be considered is whether an operator would like to enforce a security policy that the password has to be changed regularly. However, assuming an operator with a big number of subscribers, regular password change will require a substantial management effort in the network and increase OPEX.

Based on the assumption that password change is a rare event, it would be desirable to keep the password change procedures as simple as possible. If an S-CSCF needs to store old passwords, then more state information needs to be stored in the S-CSCF, and the S-CSCF needs to implement procedures for handling the case of many passwords. Having the S-CSCF store only one password (the new password) is a simpler password change procedure.
3 Conclusion and Proposal

SIP Digest password change can be assumed to be rare and thus it would be desirable to make the password change procedures as simple as possible and also to minimize OPEX related to password change maintenance procedures. Taking the new password into use immediately minimizes the impact of a compromised password. Thus, we propose that SA3 agrees that the S-CSCF will only store the new password at password change, and not keep old passwords.
The accompanying CR implements this procedure, based on S3a070936.
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