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1 Introduction
In our contribution S3-080109 we proposed a way forward for IMS media security which included development of a new key management scheme for end-to-end secured IMS based services. This contribution describes one possible approach based on a Kerberos-like Key Management Server (KMS) which maintains key information. The KMS helps in the handling of keys for currently off-line users and may provide copies of keys to authorized network functions and middle-boxes. A "ticket" concept, also similar to Kerberos, is used to identify and deliver keys
2 Requirements
The following list of requirements has been taken as a starting point for the proposed key management scheme. The key management system shall be able to support:
1. Security that can be used for any communication services offered over IMS, e.g. MMTel, PTT, and IM.

2. Use cases involving forking, redirection and early media 
3. Other important use cases as Voice-mail, Conferencing, etc

4. End-to-end security for the services mentioned in points 1. and 2.

5. End-to-end security for services offering deferred delivery of media.

6. Network functions operating on plaintext media, e.g. transcoders (breaking the end-to-end security).
7. Security termination in a network node.
2.1 Security end/points

The requirements above imply that there are a number of different use cases that the key management system needs to support. Figure 1 gives an overview of the security end/points that are considered.


[image: image1]
Figure 1. Illustration of the different types of media security endpoints.

The case when one or more network nodes should be allowed to have access to the plaintext media is denoted end-to-middle-to-end (e2m2e). In cases when media should be forwarded over legacy systems we have an end-to-middle (e2m) use case in which the security is terminated in the network. Finally, there is a “true” end-to-end (e2e) security use case in which only the end-point UEs have access to plaintext media. The e2æ case refers to the media access security solution described in S3-080110.

To handle these use cases the terminals and the network have to be able to communicate the security capabilities and the desired/accepted security functionality.

2.2 Analysis 

The requirement having the greatest impact on the possible types of key management scheme is requirement 5 on deferred delivery. This requirement excludes all key management schemes that are based on some type of negotiation between the end-points and implies that the sender/initiator must have access to media keys before the receiver has been contacted. A consequence is also that the receiver cannot rely on contacting the sender to get access to the keys used. 
Thus there is only one way to solve this problem and that is to have the key information associated with the media, forwarded with the media in e.g. a ticket. The ticket could be a reference to a key held by the key management system or it could hold the key itself. In the latter case, the ticket of course needs to be confidentiality protected. To have the key itself transported in a ticket is seen as the preferred solution as this would relieve the key management system of the task to keep a record of all keys used for media protection.
There are two alternatives for how the receiver gets access to the key in the ticket. The first is that the confidentiality protection of the ticket is based on a long-term key shared between the receiver and the key management system. This has the drawback that it is problematic to support use cases in which a common key should be distributed to many recipients.  This may be required for end-to-end security in some of the services mentioned in requirements 1 and 3. Thus the second alternative, which is to have the ticket protected by a key known only by the key management system, seems more favourable. This would imply that the receiver has to contact the key management system whenever secure media is received. In this case, the key management system could implement some authorization functionality for group key management.
End-to-end security would then be enforced by the key management system by only distributing the media keys to designated end-users. Note here that it is important to distinguish the end-user from the end-user equipment, and that a authorization function in the key management system could be based on end-user identity instead of a UE identity. This authorization function in the KMS could also be used to help solve the key access problem in forking and retargeting scenarios (requirement 2). To allow key distribution to network nodes  to enable network functions on media, the nodes requiring media plaintext access should have special authorization to retrieve keys for all users. 
The ticket should by preference be generic and their transport should not rely on the type of media they help protect. Thus a signalling plane solution for ticket transport seems to yield the simplest and most general systems solution. 

3 Draft solution 
A precondition for a key management scheme as discussed in section 2 to work is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In figure 2, a conceptual architecture for the discussed key management system is depicted.


. 
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Figure 2. Architecture for key management system
The key management when UE A wants to establish a secure media session with UE B follows the following steps:

1. UE A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.
2. The UE establishes an authenticated (PKS-)TLS connection to the KMS according to TS 33.222. 
3. The UE contacts the KMS and requests a key and a ticket to include in an INVITE to UE B. The ticket is confidentiality protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

4. The KMS generates the key and the ticket iand sends them to UE A.

5. UE A includes the ticket in the INVITE and sends it to UE B. 

6. The IMS core detects the INVITE and handles the tticket in such a way that a network function, if athorized, can get access to the master media key. 
Editors note: It is ffs to determine the exact procedures for how the IMS core handles the tticket so that a network function can obtain the media key when needed.
7. UE B receives the INVITE including the ticket. 
8. The UE connects to the KMS using GBA based PSK-TLS. The KMS gets an authenticated user identity this way.

9. The UE B sends the ticket to the KMS and requests the master media key contained in the ticket.

10. The KMS retrieves the master media key and other information from the ticket and checks that UE B is an authorized receiver of the master media key.

11. The KMS sends the master media key and the other needed information to UE B.

12. UE B accepts the invitation and use of media security.

If UE B is unregistered and INVITEs are retargeted to a media mailbox, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When UE B later wants to retrieve the media from the mail box, the ticket is first sent to UE B and UE B performs, in principle, steps 8 to 12 as described above, before the media is received.
4 Discussion
The description of the solution in section 3 gives clear indications that it can be developed into a general key management solution fulfilling the requirements given in section 2. However, many details still remain to be specified.
Use of GBA to establish the secure channel between a UE and the KMS is one possibility suitable for IMS when user authentication is based on ISIM. Other methods could be used if required. 
The signalling for the key management is in general a SIP signalling issue and should be developed in cooperation with the IETF.

The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.
5 Conclusion

We propose that the described key management system for end-to-end media protection is included in TR 33.828 and indicated as one possible way forward. 
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