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1 Introduction
In Tdoc S3-080XXX, “Way forward for IMS media security” it was proposed that SA3 defines an IMS access security solution for media. This document discusses the technical issues and proposes an architecture.
2 Requirements
The following list of requirements has been taken as a starting point for the architecture:

1. The security shall be between the UE and the protection end-point (MSF, Media Security Function) at the edge of the IMS trusted environment. 
2. No new credentials shall be needed for the SA establishment between the UE and the MSF.
3. It shall be possible to protect RTP and MSRP traffic. 

4. The IMS operator shall be able to control the use of the protection mechanism

5. The control of the protection mechanism shall be realized by SIP signalling.

Requirement 1 is fulfilled by introduction of a new functionality, the MSF, which possibly could be part of e.g. an IMS Access Gateway. 

Requirement 2 is fulfilled by basing the security on a shared secret key obtained from the SA used for SIP signalling protection between the UE and the P-CSCF. This is a straightforward solution when user authentication is based on IMS AKA and the associated Ck,IK is used in the protection of the SIP signalling between the UE and the P-CSCF. (The Ck,Ik could be passed through a PDF to generate a media security master key.) Similar could be done in case TLS has been used for signalling access security. Note that the value of protecting the media on the access leg when the signalling is unprotected is of little value. 

Requirement 3 is fulfilled by employing SRTP and PSK-TLS. For SRTP the session keys are generated with MIKEY. PSK-TLS has its own inbuilt session key generation mechanism. Other SA information is exchanged within SIP/SDP re-using the existing IETF SDESC mechanism.
Requirement 4 and 5 are fulfilled by defining UE security capabilities which the UE includes when registering. The UE may then propose the use of access security or the proposal may come from the network. The network will always be able to decline an invitation / not issue one. 
3 Architecture

The requirements in section 2 and the indicated ways to meet them lead in a very straightforward way to the architecture depicted in figure 1. 
Editor's Note: This first version of the architecture indicates that the media security master key is coming directly from the P-CSCF. This is not the only way to handle the distribution; it could probably also be done via e.g. a MRFC in case the functionality would be part of an MRFP. Exactly how this key handling should be organized is for further study.
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Figure 1. High level architecture for access security
4 Access security set-up

Figure 2 below shows an example signalling diagram for setting up access security. The first phase, steps 1 to 3 indicates the registration of the UE access security capabilities. The following steps indicate how access security is set up in both access networks. The actual establishment of the media security is not included in the diagram.
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Figure 2. Simplified signalling diagram for access protection

1a/b 
The UE registers with the IMS system by sending a REGISTER including its capabilities regarding access protection (e2æ). 

2a/b
The UE is authenticated to make the registration valid

3a/b
The UE gets a 200 OK confirming the registration, and it may acknowledge support of the registered e2æ capability. 

4
The UE sends an INVITE containing an offer to use e2æ protection, including parameters for key establishment. 


The originating side P-CSCF inspects the INVITE and notices that e2æ protection is proposed. As the network is capable of e2æ protection it tacitly accepts the offer and stores the decision. 

5
The originating side S-CSCF performs onwards routing to the terminating side S-CSCF. The originating network may optionally remove the e2æ indicator. If kept, the terminating network will use it as indicator that terminals capable of e2æ should be selected prior other terminals. 

The terminating S-CSCF inspects the INVITE and checks if the called party supports e2æ protection. 

6
The terminating S-CSCF performs service invocation and onwards routing to the UE. If not present, the terminating network, configured to apply e2æ protection, inserts an e2æ protection offer before the INVITE is forwarded to the UE. The offer includes parameters necessary to establish a shared SA. The SDP must also be changed to route the media via the MSF.


The terminating UE accepts the INVITE including the e2æ offer. It derives the SA to be used and sends it together with a signal to the UE media plane handler instructing it to enable media protection based on the that SA.

7
The terminating UE answers with a 200 OK accepting the e2æ offer. The terminating P-CSCF receives the 200 OK and sees that the access security offer was accepted. It then generates a master key for e2æ protection and pushes it and other information needed to the MSF and requests that it enables media protection. 

8.

The P-CSCF forwards the 200 OK to the terminating S-CSCF.
9.

The terminating S-CSCF forwards the 200 OK to the originating S-CSCF.

10.
The originating S-CSCF forwards the 200 OK to the P-CSCF. 

The P-CSCF inspects the 200 OK and recalls the decision to use e2æ protection. It generates the master key for e2æ protection. The P-CSCF then push the master key and other information needed by the MSF and a request that the MSF enables media protection. 

11. 
The P-CSCF forwards the 200 OK to the UE. The UE notices that the e2æ protection offer has been accepted and derives the master key to be used. It sends the master key together with a signal to the UE media plane handler, instructing the media plane handler to enable media protection based on the provided SA.
5 Conclusions
This contribution shows how, in a simple way, access security can be negotiated between the IMS operator and the UE and how the operator can control its application.
6 Proposal
We propose that the described method is included in TR 33.828 and indicated as the working assumption on how access security should be negotiated and controlled.
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