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1. Introduction 

Former working assumption regarding the use of C-RNTI for key refresh during handover was challenged at the SA3#49bis in Sophia-Antipolis due to the short size (16 bits) and non-random nature of C-RNTI.
The purpose of this contribution is to demonstrate that the current scheme of key refresh at handover has a major weakness, leading to complete security compromise of the handover chain.
2. Discussion 

1. The assumptions: 

a. C-RNTI is a perfectly random number of the length comparable with the KeNB length (128 bits); We make this assumption to show that the problems for forward secrecy come even if we assume that C-RNTI is large and random.
b. there is a finite chain of N eNodeBs (from eNodeB0 through eNodeB_N-1, where eNodeB0 is initial serving eNodeB, and eNodeBs 1 through N-1 are the subsequent handover targets). The handover will follow the eNodeBs in order, i.e, from eNodeB0 to eNodeB1, to eNodeB2... to enodeB_N-1;

c. an attacker has full control of the eNodeB0,, the initial serving eNodeB. All the eNodeB0 keys are available to the attacker, as well as all the AS traffic passing through it is visible to the attacker;
2. The attacker, at eNodeB0 will be able to derive KeNB* from KeNB. Since the C-RNTI is passed from eNodeB1 to the UE via eNodeB0, the attacker at eNodeB0 will also know C-RNTI.  The attacker, knowing both values, will derive new KeNB for the eNodeB1;

3. At this time eNodeB1 is the serving eNodeB and the attacker, knowing KeNB, is able to sniff all AS traffic for that eNodeB from the air;

4. Evemtually eNodeB1 make’s a decision to handover the UE to the eNodeB2.The eNodeB2 will create a new C-RNTI and send it to the UE via eNodeB1. The C-RNTI is sent to the UE over the air protected by the eNodeB1 RRC keys which were derived from eNodeB1 KeNB. 
5. The attacker will eavesdrop the C-RNTI value as it is sent over the air because the attacker knows eNodeB1 KeNB and thus also knows the eNodeB1 RRC keys. 

6. The attacker knows KeNB for the eNodeB1 and computes KeNB* in a way similar to the one described in the Step 2. From these values (KeNB* and C-RNTI) the attacker will derive eNodeB2 KeNB;

7. By following the routine described in the Step 2 through Step 6 the adversary will be able to mount successful attacks on the AS security of the eNodeBs 1 through N-1.
To summarize the discussion: any value (random or not), passed from a Target eNodeB to the UE and protected by the AS SA (UE to the Serving eNodeB) will be sniffed out from the air interface by an adversary in control of the Serving Node KeNB.

If we base KeNB forward security on such a value, passed from a Target eNodeB to the UE, the forward security will be compromised by the adversary following the handover chain from one eNodeB to the next.

To get a hold of the KeNB, belonging to the first eNodeB in such a chain, the adversary will have to either break the KeNB in real time over the air, or physically break into that eNodeB.

 3. Conclusion
The major weakness in the currently accepted key refresh scheme is that it does not provide forward secrecy. Furthermore, it doesn’t seem possible to patch this up without introducing new assumptions like use of DH or involvement of MME.

We propose to:

1. drop SA3 support for the current proposal, involving C-RNTI, or any other value transmitted over AS;

2. develop a better, more secure handover key refresh scheme.
