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The latest version of TS 33.xyz agreed by SA3 is v0.1.0, which is contained in S3a071049.

Clause 9.3 contains several editor’s notes, which this pCR proposes to resolve.

One major decision proposed in this pCR is that PMIP security shall be based on NDS/IP (TS 33.210 Rel-8). It is expected that TS 33.210 will be updated to also allow IKEv2 (RFC 4306) and the latest version of IPsec ESP (RFC 4303). It is further expected that TS 33.210 will still allow protection between two network entities in a hop-by-hop fashion. 

Referring in clause 9.3 of TS 33.xyz to TS 33.210 then implies that also protection for PMIP signaling would be allowed in a hop-by-hop fashion. This seems in keeping with current practice in 3GPP NDS, and is reasonable to assume as PMIP signaling messages are no more security critical than e.g. SIP REGISTER messages or GTP-C messages currently protected by NDS/IP. Furthermore, mandating true end-to-end protection, instead of hop-by-hop protection, would considerably increase the complexity of security management in many cases, in particular for inter-domain signaling.
A second major decision proposed in this pCR is that it shall always be assumed that the MAG in a trusted non-3GPP access network is trusted by the LMA to register only those Mobile Nodes that are attached. A trusted access network has to be trusted by the EPC in many respects, and there is no good reason why an exception should be made for the role of the MAG. It is true that a compromise of a MAG could result in serious DoS attacks, but this is also true for the compromise of other network elements in the trusted access networks.
Proposed pseudo CR: 
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9.3
Network based Mobility

Editor’s Note: cf. TR 33.922, section 7.4

9.3.1
Proxy Mobile IP 

9.3.1.1
Introduction

Clause 9.3.1.2 defines the security requirements and mechanisms for Proxy Mobile IP (PMIP) when used in EPS. In particular, it addresses how PMIP messages need to be protected within the Evolved Packet Core and how PMIP protection needs to be handled if the PMIP messages originate from a trusted non-3GPP network node. 

9.3.1.2
PMIP security requirements

Trust model:

· For the reference points S2a (MAG in trusted non-3GPP access network) and S2b, S5 and S8b (MAG in ePDG or Serving GW), the MAG shall be trusted by the LMA to register only those Mobile Nodes that are attached. 

· 
Requirements on mechanisms for securing PMIP messages on the reference points S2a, S2b, S5 and S8b:

Security for PMIP messages between MAG and LMA shall be provided
· either by a chain of security associations in a hop-by-hop fashion according to TS 33.210 [x7]. For each hop in such a chain, one security association per direction shall be used for all PMIP messages relating to any user, or 
· by one security association per direction for all PMIP messages relating to any user in an end-to-end fashion according to TS 33.210 [x7] for the intra-domain case.
In order to protect PMIP messages, integrity protection is required, confidentiality protection is optional.


· 

Strong access authentication:

· PMIP shall be used only in conjunction with AKA-based access authentication. 

9.3.1.3
PMIP security mechanisms

TS 33.210 [x7] shall be applied to secure PMIP messages on the reference points S2a, S2b, S5 and S8b. TS 33.310 [x7] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [x7]. 



***************************************END CHANGE***********************************

Conclusion
It is proposed that SA3 agrees to include this pCR in TS 33.xyz.





























































































































































































































































































































































