TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

​3GPP TSG SA WG3 Security — SA3#50
S3-080092
SanYa, China, 25 – 29 February, 2008
Source:
BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
Title:
IMS Co-existence of authentication schemes. “Shadow” CR against S3-080007 for resolution of editor’s notes in S3-080007 (TS 33.203 Annex P) 
Agenda item:
6.1.4
Work item:
IMS-Sec
Document for:
Discussion 

1 Introduction 

This document provides a “shadow” version of the CR S3-080093, which is written against S3-080007 so that people can see the changes to what was agreed at SA3#49bis more easily. The “shadow” version of the CR is only for discussion, not for approval.
2 Changes against S3-080007, Annex P

*********************************FIRST CHANGE************************
Annex P (normative):
Co-existence of authentication schemes IMS AKA, Early IMS security, NASS-IMS-bundled authentication and SIP Digest
Editor’s note: the correct references to other Common IMS specifications have to be added once they are available. Acronyms have to be added to section 3. 

Editor’s note: a terminology clean up may be needed, e.g. the term “TISPAN NASS” may need to be checked once the corresponding TISPAN specifications are available in 3GPP documents; stage 3 terminology is used when stage 2 terminology may have been more appropriate.

P.1 Scope of this Annex

This Annex is meant to ensure that the same IMS core network entities can be used to support various authentication schemes defined for Common IMS. In this context, rules are developed how an x‑CSCF can decide from a registration request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.
The following authentication schemes are taken into account in this Annex:

-
IMS AKA without and with NAT traversal;

-
Early IMS security mechanisms (EIS);

-
NASS-IMS-bundled authentication (NBA);

-
SIP Digest.
These authentication schemes are specified in the following places:

· IMS AKA without NAT traversal is specified in the main body of this specification;

· IMS AKA with NAT traversal is specified in Annex M of this specification;

· SIP Digest without TLS is specified in Annex N of this specification;

· SIP Digest with TLS is specified in Annexes N and O of this specification; 
· NASS-IMS-bundled authentication is specified in Annex XXX of this specification;

· Early IMS security is specified in TS 33.jkl [xx].
P.2 Requirements on co-existence of authentication schemes
-
It shall be possible to deploy one IMS in a fixed mobile convergence situation.

-
As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S‑CSCF.

-
Incompatibilities between the authentication schemes considered here shall be avoided.
P.3 P‑CSCF procedure selection 

When the P‑CSCF receives a registration request it shall proceed as follows: 
The P‑CSCF shall first check whether the Security-Client header exists in the received REGISTER message:

· If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.

· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans" it shall perform the steps required for IMS AKA without NAT traversal.
· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun" it shall perform the steps required for IMS AKA with NAT traversal.
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.
· If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:

· If the REGISTER request does not contain an Authorization header and was received over an access networks defined in 3GPP specifications then the P‑CSCF shall perform the steps required for Early IMS security. 

· If the REGISTER request does not contain an Authorization header and was received over a TISPAN NASS then the P‑CSCF shall perform the steps required for NASS-IMS-bundled authentication.

· If the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then the P‑CSCF shall perform the steps required for SIP Digest without TLS.


· If the REGISTER request contains an Authorization header and was received over a TISPAN NASS, and the P-CSCF supports both SIP Digest and NBA, then the P‑CSCF shall perform the steps required for NBA as well as the steps required for SIP Digest, unless it is configured to behave differently.

· For a subsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE_p2: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in 3GPP specifications. 
NOTE_p3: The use of Authorization headers in IMS REGISTER requests is defined in TS 24.229 [8].

NOTE_p4: The inclusion of an Authorization header in a REGISTER request is optional for NBA and mandatory for SIP Digest. Therefore, when a REGISTER request received over a TISPAN NASS contains an Authorization header the P-CSCF cannot know whether the request relates to SIP Digest or NBA unless it is configured to select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP Digest. 
A P-CSCF is said to be “PANI-aware” if it handles P-Access-Network-Info headers as follows:

· A “PANI-aware” P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was received over a TISPAN NASS.

· A “PANI-aware” P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not received over a TISPAN NASS.

NOTE_p5: For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-Info header. But, according to TS 24.229 [8], the P‑CSCF handles any P-Access-Network-Info header included by the UE transparently, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false NASS location information inserted by the UE even when the access network is not a TISPAN NASS. This would negatively impact the security of NASS-IMS-bundled authentication. Therefore, the removal of a P-Access-Network-Info header with the "network-provided" parameter is mandated for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS. 


The property “PANI-aware” is optional for implementation in a P-CSCF for the purpose of authentication co-existence.
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
P.4
Determination of requested authentication scheme in S‑CSCF
P.4.1
Stepwise approach

When receiving a REGISTER request the S‑CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in clause P.4.2.

-
Step 1: the S‑CSCF first checks whether the IMS REGISTER request relates to IMS AKA or not. In the case of IMS AKA, the S‑CSCF shall behave according to this specification. Otherwise, the S‑CSCF proceeds to step 2.

-
Step 2: for a non-IMS-AKA REGISTER request, the S‑CSCF next checks whether the request relates to Early IMS security. In the case of Early IMS security, the S‑CSCF shall behave according to TS 33.jkl [xx]. Otherwise, the S‑CSCF proceeds to step 3.

-
Step 3: In step 3, the S‑CSCF requests the HSS to perform the distinction among SIP Digest and NBA.

NOTE_p6:
The distinctions in steps 1 and 2 are required because the records of an IMS AKA or Early IMS user may reside on an HSS of an earlier release. Such an HSS requires the authentication scheme to be determined by the S-CSCF according to the specification for IMS AKA and Early IMS security.

For subsequent REGISTER requests, the authentication scheme shall not change. 

P.4.2
Mechanisms for performing steps 1 to 3 in P.4.1
Step 1:

The S‑CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has either the value “yes” or the value “no” the S‑CSCF concludes that the REGISTER request relates to IMS AKA.

NOTE_p7: the "integrity-protected" flag and its values are defined in TS 24.229 [8]. 

Step 2:

This step rests on two conditions:

1)
The S‑CSCF shall know, e.g. using the mechanism in clause P.5, which P‑CSCFs are PANI-aware in the sense of clause P.3.

2)
It shall be ensured that P‑CSCFs, which are not PANI-aware, do not connect to TISPAN NASS.

The S‑CSCF then shall proceed as follows:


If there is no Authorization header in the REGISTER request, and 
-
there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS, or

-
the REGISTER request is received from a P‑CSCF, which is not “PANI-aware”,

then Early IMS security is used.


Otherwise, the S‑CSCF proceeds to step 3.
NOTE_p8: instead of specifying “Otherwise, the S‑CSCF proceeds to step 3.” it would have been logically equivalent to specify: 
“Otherwise, if either

- there is an Authorization header, which does not contain an "integrity-protected" flag with one of the values “yes” or “no”, or

- there is no Authorization header, and the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter indicates TISPAN access, and the request is received from a PANI-aware P‑CSCF,


then the S‑CSCF proceeds to step 3. ”
Step 3:

The S‑CSCF shall send an authentication request to the HSS indicating that the authentication scheme is unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. When SIP Digest is used the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.

NOTE_p9: the procedure in step 3 is based on the assumption that a user always uses either NBA or SIP Digest, but not sometimes NBA and sometimes SIP Digest.


P.5 
Co-existence of PANI-aware and other P‑CSCFs
This section introduces a configuration-based solution, which enables an S‑CSCF to serve both PANI-aware P‑CSCFs and P‑CSCFs that are not PANI-aware.
Configuration-based solution:

The S‑CSCF shall be configured in such a way that it knows which P‑CSCFs are PANI-aware, according to section P.3. The S‑CSCF knows the P‑CSCF which forwarded the registration request from the Via header.

NOTE_p10:
Both EIS and NBA require the P‑CSCF to be in the home network. This may help in realising the configuration-based solution.

Editor’s note: It is ffs whether a protocol- based solution should be added. In such a solution, a PANI-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section P.3, in an appropriate header field.
P.6 
Considerations on the Cx interface

The specification of certain Cx commands in TS 29.228 [xx] requires the inclusion of a private user identity (IMPI). When a registration request is sent without an Authorization header then such a private identity is not available. 

For EIS, an Authorization header is never included in a registration request. However, it is specified for EIS in TS 33.jkl [xx] how to derive a private identity from a public identity. This derived private identity is then used in Cx commands.

For NBA the inclusion of an Authorization header in a registration request is optional. The handling of private user identities in Cx commands relating to registration requests without Authorization header remains left open in NBA specifications. 
NOTE_p11: Proprietary solutions may be required in networks where NBA clients may send registration requests without Authorization header. Some of these proprietary solutions may require the I‑CSCF to handle Cx commands in a way specific to NBA clients. In such a case the I‑CSCF may use the P-Access-Network Info header to determine whether the request was sent over a TISPAN NASS network. In contrast to the procedures for the S‑CSCF in clause P.5, the correctness of the information in the P-Access-Network Info header is not security-critical in the context of the I‑CSCF discussed in this note. Note also that such proprietary solutions may lead to interoperability problems between an HSS and an x-CSCF from different vendors.
Editor’s note: the agreed new WID on NBA stage 3 in CT1 may lead to a standardized solution for the problem. Then NOTE_p11 would need to be revisited.
******************************END FIRST CHANGE***********************























































