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1. Overall Description:
ETWS is a subset of the public warning system PWS with restriction to the requirements that are of importance to the Japanese Earthquake and Tsunami Warning System. ETWS proposes a two-stage warning system of primary notification and secondary notification. This document is only concerned with the primary notification.

2. Requirements on ETWS:

The main requirements on the primary notification for ETWS distilled from TS22.168 are:

1.) The primary notification should be delivered within 4 seconds

2.) The notification should be secured against spoofing and replay attacks

Requirement 1.) poses the following challenges for the security solution:

1.) the security procedures should be completed in 4s.

2.) there may not be possible to broadcast substantial amounts of data to the Notification Area within these for seconds.

3. Threats on ETWS:

Spoofing of warning notification:

A) the publication of primary notification may be spoofed

B) the message flow within the PLMN  could introduce a spoofed primary notification

C) the Primary Notification as sent over the air might be spoofed

Replay of warning notification:

D) the publication of primary notification may be spoofed

E) an attacker could introduce a replayed primary notification into the message flow within the PLMN

F) an attacker can record and replay a warning notification over the air.

4. Analysis of the Threats:

A) and D) call for securing the interface between the PLMN and the warning notification provider/aggregator. However, this is outside scope of 3GPP.

B) and E) can effectively and efficiently be dealt with using NDS.

C) calls for inclusion of authentication information in the primary notification

D) calls for inclusion of a time dependent element in the primary notification:


A timestamp, or a synchronized counter


Variation of the authentication information over time

5. Example Mechanisms:

I) two step authentication of primary notification
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Protocol version: This information is there to allow multiple versions of the protocol

Disaster type: This information indicates the type of disaster that is being notified

Timestamp (in UTC): This information protects against replay attacks. 
NB: a secure clock synchronization procedure is necessary. This could be performed on first authentication to the network. 

Signing authority: This information indicates which authority has originated the notification. This can also be replaced by a certificate, which will take more space, but can accommodate more flexibility regarding additional signing authorities.

Signature: E.g. DSA based signature.

The advantage of this scheme is that it only requires long term stable keys. Synchronization is only necessary to recover from clock skew. This would allow support of non-registered UEs.
II) one step authentication of primary notification
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This solution requires a shared secret between the NW node and all UEs. This shared secret must be stored in a confidentiality preserving, tamper proof location on the UEs (or UICC). This shared secret must be updated at regular time intervals to prevent replay attacks. Such kind of update could happen e.g. during the regular location update procedure, or at any time when the network decides to update the shared secret.  
Therefore, this solution can not support non-registered UEs. The advantage of this procedure is that it primary notification dissemination can be done very fast.

III) combined authentication for primary notification


[image: image3.wmf] 

UE

 

N

W

 

n

ode

 

Sec

u

rit

y

 Dat

a

 on

 

e.g

.

 

o

n h

i

g

h

er

 b

andwi

d

t

h

 

c

h

an

n

el

: 

 

Poss

i

b

l

e

 

content

 o

f

 

secur

i

t

y

 data:

 

Protoco

l

 vers

io

n

 

(1

 

byte)

 

D

i

saster

 

type

 

(1byt

e

)

 

T

i

m

est

a

m

p

 

(

4

byte:

 

7

6

80

 

ye

a

rs

 w

i

th

 

1

 

m

i

n

 

re

s

o

l

ut

i

on),

 

 

s

i

gn

i

ng

 

aut

h

or

i

ty

 

(

3byte:

 

1

byte

 

co

u

ntry, 2byte

 

i

nterna

l)

,

 

or

 

 

  cert

i

f

i

cate based: FQDN

 

an

d

 cert

i

f

i

ca

t

e

 

c

ha

in

 up

 

to

 

t

h

e

 

cert

i

f

i

c

a

t

i

on

 

au

t

hor

i

ty

 

 

s

i

gnature (41 byte:

 

Equ

i

va

l

e

n

t

 

to

 

DNSSEC

 

RFC)

 

Set UE to 

li

sten

 

to

 

sec

u

r

i

ty

 

da

t

a,

 

 

e.g. on h

i

gher

 

band

w

i

dt

h 

channe

l

 

F

i

rst

 

not

i

f

ic

at

i

on

 

of

 

UE,

 

e

.g.

 

on

 

pag

i

ng

 

 

Net

w

ork

 

opt

io

na

l

:

 w

i

th

 

s

m

a

ll

 nu

m

b

er

 

o

f

 secur

it

y

 

b

i

ts

 

UE opt

i

ona

l

:

 

Ver

i

fy

 

s

i

g

n

atur

e

 on

 

Secur

i

t

y

 dat

a

 

            

 

 

 

 ver

i

fy t

i

m

est

a

m

p

 

w

i

th

i

n

 

c

e

rta

i

n

 t

i

m

e

 

 

            

 

 

 

 

w

i

ndo

w

 

a

roun

d

 cu

r

rent

 

c

l

ock

 

4. Pr

i

m

ary

 

Not

i

f

ic

at

i

on 

A

l

ert

 

UE opt

i

ona

l

:

 

UE

 

co

m

p

a

res

 

sec

u

r

i

ty

 

b

i

ts

 

t

o

 

 

            

 

 

 

sha

r

ed

 

sec

r

et

 

(

o

r

 

fun

c

t

i

on

 

th

e

reo

f

)

 

UE opt

i

ona

l

:

 

go

 t

o

 

4.

 


This combined authentication allows fast delivery of the primary notification to registered UEs. It also caters for non-registered UEs, at a higher delay. A UE can be set to wait with alerting until the complete security data is verified, which might be useful in cases where a false alarm does more damage than good.

6. Conclusion

This analysis provides a start of security work on ETWS. At the moment there is no decision on which technology will be used for the secondary notification, e.g. CBS, MBMS, …. Security mechanisms for the secondary notification should be discussed later.
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4. Primary Notification Alert







First notification of UE, e.g. on paging with small number of security bits�i.e. too few for a public key signature
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shared secret (or function thereof)
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UE optional: UE compares security bits to 



               shared secret (or function thereof)�UE optional: go to 4.







4. Primary Notification Alert







UE optional: Verify signature on Security data



                verify timestamp within certain time �                window around current clock







First notification of UE, e.g. on paging �Network optional: with small number of security bits







Set UE to listen to security data, �e.g. on higher bandwidth channel







Security Data on e.g. on higher bandwidth channel: 



Possible content of security data:



Protocol version (1 byte)



Disaster type (1byte)



Timestamp (4byte: 7680 years with 1 min resolution), �signing authority (3byte: 1byte country, 2byte internal), or �  certificate based: FQDN and certificate chain up to the certification authority �signature (41 byte: Equivalent to DNSSEC RFC)
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4. Primary Notification Alert







Verify signature on Security data



verify timestamp within certain time �window around current clock







First notification of UE, e.g. on paging







Set UE to listen to security data, �e.g. on higher bandwidth channel







Security Data on e.g. on higher bandwidth channel: 



Possible content of security data:



Protocol version (1 byte)



Disaster type (1byte)



Timestamp (4byte: 7680 years with 1 min resolution), �signing authority (3byte: 1byte country, 2byte internal), or �  certificate based: FQDN and certificate chain up to the certification authority �signature (41 byte: Equivalent to DNSSEC RFC)
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