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1
Introduction

For Rel-8 SA3 have identified (Cfr TR 33.821 section 8.3) the need to protect the User Plane on the S1 reference point between the eNB and the S-GW and on the X2 reference point between two eNBs. These reference points require confidentiality protection, integrity protection is not optional. 

Furthermore SA3 did discuss the protection of (cfr. S3-070618 LS to RAN3) the MBMS user plane between the MBMS_GW entity and the eNB. This multicast interface would require RFC4303 implementation in order to provide multicast confidentiality protection.

At SA3#49, SA3 did discuss (in analogy to the above) the need for protection of user plane data when IP multicasted between the RNC and the NodeB in UTRAN. Also RFC4303 implementation would be required. SA3 accepted to allow IP multicast of MBMS data in cases of a closed IP based RAN, and RAN3 captured following sentence in their TS 25.434 Rel-7 (RP-070846) : "IP multicast [28], [29] may be supported for FACH data streams on Iub Interface if the security of RAN will not be compromised. This can be guaranteed in a closed IP based RAN"
This contribution aims to further clarify each Rel-8 requirements and asks to decide on how to document them.

2
How to document user plane protection requirements and mechanisms.

The scope of TS 33.210 is the protection of network domain IP based control planes. The protection of user plane traffic is not within the scope as clarified by section 4.3 of TS 33.210. We propose not to change that.

For Rel-8, SA3 could decide to create a new additional Technical Specification for documenting the requirements of user plane protection and the related security mechanisms. However as the amount of interfaces that require user plane protection is still low, it is seen as more efficient to add the requirements to the related functional specifications. 

The impacted specifications would therefore be: 

· TS 33.abc to capture S1_U/X2_U protection requirements and mechanisms, and 

· TS 33.246 to capture the protection requirements and mechanisms when multicasting MBMS user data. 

Both 33.abc and TS 33.246 could refer to TS 33.210 for the IPsec/IKE requirements, and capture any deviations from that in an own clause.

3
User plane protection requirements and mechanisms

3.1 Iub Interface protection

At SA3#49 S3-070757 listed the following considerations for the Iub-interface protection when User Plane data is multicasted towards the NodeBs:

a) LTE MBMS data would potentially be multicast to much more eNB's than for UMTS MBMS towards NodeBs.

b) The security of an eNB is likely higher than a NodeB.

c) The NodeB in most cases is located on a place normally not reachable for outsiders (rooftop etc), while for an eNB it is more likely supposed to be located inside the reach of outsiders. This compensates point b. Which leaves the fact that only link protection (RNC to NodeB) has to be ensured in the majority of the cases.

d) Upgrading NodeB's to include IPsec (or putting an IPsec box in front) may involve on site work which will be a costly job, so may be undesired.

S3-070757 conclusion was that the requirement to apply RFC4303 (in similarity with S3-070618) is weaker for multicast on Iub, and the cost of the feature needs to be well balanced with the increased risk due to IP multicast. Given that the IP based RAN is used more often in a closed IP-environment, additional security requirements for NodeB's should be at most optional in addition to the restrictions listed below: 

If security for MBMS distribution over an IP-based RAN would be implemented according to the RFC4303 then

· The usage of shared keys seems to be enough in any case, as a compromise of a NodeB is less likely to occur.

· NodeB's and RNC's that are not MBMS-capable should not be required to implement RFC4303 protection.

Now that Rel-7 has agreed to allow the use of multicast user plane data on closed IP-based RANs, the requirement for use over open IP based RANs should be agreed for Rel-8. We propose to agree on the companion contribution S3-070081 which is a CR to TS 33.246 Rel-8 which captures requirements. As this is a CR 33.246 is then clear that the requirement then applies to multicast only.
3.2 M1 interface protection

Since SA3 sent the LS S3-070618 to RAN3, the resulting architecture has been progressed and captured in TS 36.300. RAN3 has reported back to SA3 (S3-070788) that multicast will not be used for control plane traffic, but only for user plane traffic on M1.
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Figure 15.1.1-1: E-MBMS Logical Architecture

Figure 15.1.1-1 depicts the E-MBMS Logical Architecture
As highlighted by S3-070618, the protection of the multicast user plane is an independent issue from the protection of multicasted control plane. Therefore SA3 needs to consider security mechanisms for Rel-8.   

We propose to agree on the companion contribution S3-070080 which is a CR to TS 33.246 Rel-8 which captures the requirements and solutions. Only eNBs that implements M1 should be required to implement RFC4303 protection with shared secrets (this is ensured by including this requirement in TS 33.246). The same rationales as for the Iub-interface are applicable.

3.3 X2 and S1 interface protection

SA3 have agreed that S1 User Plane between the eNB and the S-GW (Cfr TR 33.821 section 8.3) and on the X2 user plane between two eNBs needs confidentiality protection and that integrity protection is not required. In similarity with former SA3-agreement on S1_C we propose that IKEv2 with certificates shall be used and that IPsec with transport mode according to RFC4303 should be implemented (see also the companion contribution S3-080079 on RFC4303 for control plane protection). We propose that TS 33.abc shall reference TS 33.210 for details of IKE and IPsec usage, e.g. such as mandatory algorithm implementation.

We propose to agree on the companion contribution S3-070079 which contains a pCR to TS 33.abc Rel-8.

4
Summary and conclusion

This contribution proposed a way forward how to document user plane security requirements for S1, X2, Iub and M1 interfaces.  The companion contributions (2 CRs to TS 33.246 and one pCRs to TS 33.246) are aligned with this documentation proposal. We propose to discuss and approve these after agreeing on the way forward.
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