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This pCR implements the proposed changes from S3-080058, i.e., that the physical cell ID of the target cell is included in the KeNB* derivations in the key derivations performed at handover to protect from that the same KeNB* is given to multiple eNBs in prepared handovers.
*** Begin Changes ***
7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED followed by a transition to ECM-CONNECTED state transitions.
RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key and the physical cell ID of the target cell with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE.

*** End of Changes ***



















































































































































































































































































































































































































































































































































































































































































































































�Note to editor: This clause is also modified by S3-080055.
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