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1 Introduction
S3-070975 discussed the problem that in the case of prepared inter-eNB handovers, the same KeNB* would be accessible in all prepared eNBs. It further proposed that the source eNB would use some “input” unique for each of the prepared eNBs, which is to be included in the KeNB* derivation for each eNB that is prepared for the handover. The source eNB would then inform the UE about all the “inputs”.

Note that this contribution only deals with the derivation of KeNB and not with how the UE is identified in the target cell.
The main reason RAN2 specified the prepared handover mechanism is that in case the UE experiences a link-failure with the currently used eNB, it could connect to a neighbouring eNB. In fact, from the UE point of view, it would experience link-failure within one cell and would connect to another cell from another eNB. This means that the “input” needs to be cell specific and not only eNB specific, since the UE would not know to which eNB a certain cell belongs.
The following is taken from RAN2’s TS 36.300 and shows the UE behaviour when there is a link-failure and the serving eNB has prepared other cells for handover:

In the Second Phase, in order to resume activity and avoid going via RRC_IDLE when the UE returns to the same cell or when the UE selects a different cell from the same eNB, or when the UE selects a cell from a different eNB, the following procedure applies:

-
The UE stays in RRC_CONNECTED;

-
The UE accesses the cell through the random access procedure;

- 
The UE identifier used in the random access procedure for contention resolution (i.e. C‑RNTI of the UE in the cell where the RLF occurred + physical layer identity of that cell + MAC based on the keys of that cell) is used by the selected eNB to authenticate the UE and check whether it has a context stored for that UE:

-
If the eNB finds a context that matches the identity of the UE, it indicates to the UE that its connection can be resumed;

-
If the context is not found, RRC connection is released and UE initiates procedure to establish new RRC connection. In this case UE may be required to go via RRC_IDLE (FFS).
For convenience of the reader, the signalling chart from TR 36.300 describing the phases of the handover procedure is included in the annex of this contribution.

During the discussions in SA3, it was questioned how the procedure in S3-070975 would work in the case of link-failure during the handover. It was also commented that this type of solution would be complex.
2 Analysis
It cannot be questioned that it is a threat that multiple prepared cell belonging to other eNBs all have access to enough information to derive the KeNB the UE will use after the handover (by simply cycling through all possible C-RNTIs). A solution lightweight enough would be beneficial for E-UTRAN. 
2.1 Complexity 

The following is a short complexity analysis of the solution proposed in S3-070975 for the each of the involved parties.
Source eNB impact:

· The eNB hosting the source cell needs to generate the “inputs” (unless it re-uses something already existing). 
· This is essentially for free and can be done in advance. 
· The eNB hosting the source cell needs to store the "inputs" for each of the prepared target cells.

· This is also essentially free, since state needs to be kept for each of them anyhow.
· The source eNB needs to transfer all the “inputs” (and a corresponding ID for the target cell associated with that “input”) to the UE.
· It is necessary to transfer all the “inputs” and target cell IDs to the UE, since the eNB hosting the source cell cannot know which target cell the UE will turn to when there is a link-failure with the source cell.
· S3-070975 suggested an “input” length of 8 bits and the corresponding target cell IDs also occupies some bits. The prepared cells need to be a couple for this recovery mechanism to have any use, it is not clear that all these bits can be piggy-backed on existing messages, so a new RRC procedure may be needed.
Target eNB impact:

· The eNB hosting the target cell will not even notice that the “input” is included in the derivation of KeNB* (unless, of course, it is the same eNB that hosts both the source and the target cell), so there is no impact.

UE impact:

· The UE has to include the “input” in the derivation of KeNB*

· This is essentially free.

· The UE has to store the “inputs” and corresponding target cell IDs for all possible target cells that it receives from the eNB hosting the source cell.

As can be seen from above, the complexity of the proposed solution cannot be considered very high, but there is some impact; mainly the transfer of the “inputs” and target cell IDs from the eNB hosting the source cell to the UE and the storage of the “inputs” and target cell IDs in the UE.
2.2 Properties at link-failure

In case the UE experiences a link-failure with the source cell it will be able to connect to a neighbouring cell, look up the corresponding “input” and compute the necessary KeNB*.
If the UE initiates a handover towards another cell, and the link-failure is experienced with the target cell, then the UE can return to the source cell, using the previous KeNB as usual (or even go to yet another prepared cell).

A separate, but highly related issue is how the UE is identified in the target cell when it uses the recovery mechanism after radio-link failure. The current working assumption is shown in the introduction of this contribution, and basically relies on that the UE presents a token to the target eNB, which is unique to the UE and is intended to be hard to guess. This is out of scope for this contribution, but the security of this token should be reviewed by SA3.
2.3 Intermediate conclusion

The proposed solution in S3-070975 solves the problem and is relatively light weight. There are, however two points which can be improved; namely, the transfer of the “inputs” and the target cell IDs from the eNB hosting the source cell to the UE and the storage of these items in the UE.
2.3 Proposed enhancement

In each cell the physical cell ID is broadcast. These IDs are assigned so that they are unique among all cells that can be heard by the UE in any given location.

This property of the physical cell ID makes it equivalent to the “input” as described in S3-070975 when considered as a distinguisher in the key derivations. Since the physical cell ID is broadcast in each cell, it is not necessary to transfer it to the UE from the source eNB. This means that the physical cell ID serves both as "Input" and cell identity.
A prepared handover consists of running all the steps of a regular handover up until message number 7 (see Annex A). In case the UE does not experiences any link-failure in the source cell, but performs a regular handover to any of the prepared cells, the eNB hosting the source cell simply continues with step 7 and onwards in the signalling. So, if the physical cell ID is not included in the KeNB* derivations for non-prepared handovers, the eNB hosting the source cell needs to cancel all prepared handovers and perform a regular handover from step 1 when the UE performs a regular handover. For this reason, it is necessary to include the physical cell ID in all KeNB* derivations, not only for prepared ones.
3 Conclusion

Using the physical cell ID as input to the KeNB* derivation makes the KeNB* unique per target cell, and it does not include any additional signalling. The only cost that remains is that the key derivation of KeNB* takes one other (short) input, which is negligible.
RAN2 is currently discussing how to identify the UE in a prepared target cell at recovery from radio-link failure in another cell. SA3 needs to evaluate the security of the identification token. 
4 Proposal
It is proposed that the physical cell ID is used as input to the KeNB* derivations in all key chainings, both for prepared and non-prepared handovers. It is further proposed that the pCR below is agreed to be included in TR 33.821 and that the pCR in S3-080059 is agreed to be included in TS 33.abc.

*** pCR for TR 33.821 ***
*** Begin Changes ***

7.4.13.2
Key handling on handover within one SAE/LTE network

Inter eNB, intra MME handover:

In this handover case the three alternatives for providing the target eNB with the keys for RRC protection are:

Alternative 1: MME derives a new KeNB or a new KRRCenc, KRRCint pair from KASME and transfers it to the target eNB. If MME transfers KeNB then the target eNB subsequently derives KRRCenc, KRRCint and KUPenc from KeNB
Alternative 2: eNB derives a temporary key K’eNB from KeNB , or KRRCenc , or KRRCint , and transfers it to the target eNB (directly or via MME). The target eNB subsequently derives KRRCenc, KRRC int and KUPenc from K’eNB for RRC protection 
Alternative 3: eNB (or MME) transfers KeNB to the target eNB, target eNB derives  KRRCenc, KRRCint and KU enc from KeNB dependent on the encryption and integrity protection algorithms it is going to use. For this alternative it is crucial that the intermediate key KeNB is used such that the target eNB can derive separate  KRRCenc,  KRRCint if it uses encryption and integrity protection algorithms different from the ones used by the source eNB. 
RAN (see TS 36.300, TR 25.813) currently assumes that MME is not involved in intra MME handover procedures. Therefore Alternative 1 does not seem to be easily applicable during this type of handover. In order to circumvent this difficulty, it was suggested in S3-060032 that MME should provide an eNB with keys not only for itself but also for potential target eNBs. These keys would then be encrypted with the help of a keys shared between MME and the target eNBs. 

Key refresh on Intra-MME handover
According to 25.813, v 7.10, Section 9.1.5, on intra MME handover the source eNB sends a handover request to the target eNB. The target eNB replies with a handover response. The handover response includes information required by UE (e.g. the C-RNTI). The source eNB includes this information in the handover command it sends to UE. 
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Figure 17: Key re-fresh and algorithms selection on intra MME handover

Figure 17 shows how KRRCenc, KRRCint, KUPenc are refreshed on intra-MME handover.

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the target eNB in the handover request message including current RRC/UP algorithms

3. Target eNB sends handover response message to the source eNB, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

4. Source eNB sends integrity protected and ciphered handover command message to the UE including C-RNTI and selected RRC/UP algorithms. In case the algorithms do not change they can be omitted.
5. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.

Editor’s note: Recovery from failed handover needs further study 

Editor’s note: it’s FFS how to re-use the original keys before the handover attempt.


Editor’s note: The possibility of the target eNode B’s key being supplied by the MME is still open and ffs.

Inter MME handover: 

SA2 currently discusses whether or not MME relocations within one SAE/LTE network are necessary for certain handover types (see TR 23.882 and S2-063195). If MME relocations are implemented, keys have to be provided to the target MME and to the target eNB. There are following alternatives for key handling on handover with MME relocation:
Alternative 1: HSS derives new KASME from CK, IK (with target MME-ID as well as the target PLMN-ID and the target RAT type as input) and transfers it to the target MME. The target MME derives KeNB from KASME and transfers it to eNB. In addition, the target MME derives KNASenc and KNASint from KASME. In case the target MME transfers KeNB eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires HSS to be involved in key derivation and transfer upon inter MME handover or requires HSS to predict potential MMEs to which UE may relocate and send several encrypted keys.)

Alternative 2: Source MME derives a temporary key K’ASME from KASME using the target MME’s identity and the target PLMN-ID
 as input. Target MME derives KNASenc and KNASint from K’ASME  

a) The target MME subsequently derives the key KeNB from K’ASME and transfers it to the eNB. , The eNB then derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)

b) K’eNB is derived by the source eNB (with the target eNB-ID and the target PLMN-ID as input) and  keys are transferred to the target eNB as in Alternative 2 described above (allows for direct context transfers between eNBs)

c) KeNB are reused by target eNB as in Alternative 3 described for intra-MME handover. (allows for direct context transfers between eNBs)

Alternative 3: The source MME transfers KASME to the target MME. In addition, the target MME derives KNASenc and KNASint from KASME. 

a) The target MME subsequently derives the keys KeNB from the same KASME that was already used by source MME and transfers it to eNB, then eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)
b) KeNB is transferred from source eNB to target eNB as in Alternative 3 described for intra-MME handover (allows for direct context transfers between eNBs)

HSS involvement during handover procedures with MME relocation seems too time-consuming. In addition, HSS involvement would require HSS to keep additional state about each UE, namely the CK, IK pair from which KASME can be derived. Or else, the HSS would have to predict potential MMEs to which UE may relocate and send several keys KASME  encrypted with keys shared between HSS and MME. But, apart from the complexity, this solution would require that core network security is realized in an end-to-end fashion between HSS and MME, which may not be assumed.  Therefore, Alternative 1 in connection with HSS involvement upon handover seems infeasible. 

In case Alternatives 2 or 3 are chosen by SA3 we propose to use Option a) if the handover procedures adopted by SA2 allow for it. 

Key refresh on Inter-MME handover

According to 23.882, v 1.18, Section 7.15 inter MME handover does either not occur at all (due to S1 flexible nature) or is executed with involvement of a target MME. We assume here that in the latter case, the handover command and handover confirm messages are exchanged between UE and the source eNB in the same way as on intra-MME handover such that inter and intra-MME handover are indistinguishable for the UE. It is ffs if this assumption holds.

On inter-MME handover as on intra-MME handover, the fresh KeNB* is transferred to the target eNB. A new KeNB is derived from the KeNB* and C-RNTI, and KRRCenc, KRRCint, KUPenc are refreshed with the help of this new KeNB.  The proposed procedure is detailed in Figure 18.
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Figure 18: Key refresh and algorithms negotiation on inter MME handover

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME includes the KeNB*in the handover request sent to target eNB with allowed RRC/UP algorithms.

5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC.

7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms.
8. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.


Editor’s note: Deriving new NAS keys based on algorithms identifier as the only parameter is ffs (see S3-070533).

 Editor’s note: It is ffs if a separate NAS level SMC is used to change NAS algorithms on inter-MME handover (see S3-070533).

Considerations on C-RNTI and its randomness (S3-070511):

The solutions above derive the new key using the hash of the old eNB key and the C-RNTI value, KeNB_new = KDF(KeNB* || C-RNTI) in both inter and intra MME handovers.  The goal of this transformation is to make the job of an attacker, who has an eNB key, more difficult because he would need to overhear all the messages that allocate C-RNTI in order to derive the current new eNB key. 

Suppose the UE moves from eNB1 to eNB2. The attacker has the key at eBS1, but did not hear the C-RNTI allocation in the HO messages, but the attacker collects the rest of the conversation from eNB2. According to the S3-070306, the attacker should not be able to decrypt the rest of the conversation happening through eNB2.  Unfortunately, we demonstrate that this is not the case – the attacker can, with a modest effort, get the new key, KeNB_new:

Knowing the eNB1 key, the attacker creates 232 candidate eNB_new keys; one candidate key for each possible C-RNTI value. Using the candidate keys, the attacker tries to decrypt the conversation at eNB2. For all the candidates save one, the decrypted text would appear to be random. For the candidate key with the correct C-RNTI value and the correct eNB_new key value, the decrypted text would have recognizable and expected formats, like protocol headers, etc. Thus the attacker would be able to recognize the correct key to decrypt the rest of the conversation that went through eNB2.

The 232 choices and verifications would not take much time even on a single modern PC.  If the attacker does not know the C-RNTI for two intermediary eNB in the chain then the complexity is 264; for the case of three missing C-RNTI value, the complexity is 296. One needs four missing intermediary C-RNTI values to reach 2128 complexity. 

S3-070511 recommended that instead of using a 32 bit C-RNTI value, the target eNB should generate a 128 bit random value and use that as the input to the key derivation. The target eNB should also send this value to the UE via the source eNB.

To save on signalling bandwidth at the handovers, SA3 #48 proposed to augment 32-bit C-RNTI (which has to be transported during the handoff anyway) with 96-bit random value, thas bringing randomness of the concatenated length of random string to 128.

It is ffs how to generate such random value.

Inter-eNB handover with MME relocation (From S3a070928)

Editor's note: SA3 is aware of that the state names do not match the current naming in TS 23.401, and have to be updated.

The following handling of keys is agreed by SA3.

At an inter-eNB hand over with MME relocation, the K_eNB is chained in the same way as if it was a regular intra MME eNB hand over. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from K_ASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the K_ASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS SQN is not reset unless the K_ASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since K_ASME only changes when a new AKA is run, it is a requirement that the NAS SQN is only reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC must be sent from the MME to the UE.
Considerations on prepared handovers

It is a threat that multiple cells belonging to other eNBs are prepared to handover, and hence all have access to enough information to derive the KeNB the UE will use after the handover (by simply cycling through all possible C-RNTIs).
This is countered by including the physical cell ID of the target cell in the derivation of KeNB*, which makes the KeNB* unique per target cell.
*** End of Changes ***
Annex A
Handover signalling chart from TR 36.300 included for reference.
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� Note that according to TR 23.882, Section 7.20.2, MME-ID and eNB-ID are unique within a PLMN. Consequently on PLMN changes the PLMN-ID should be used as an additional input for key derivation. In order to support the same procedures in case of Inter-MME handover between PLMNs as within a PLMN, we suggest to use the PLMN-ID in any of the two handover cases. 





�The figure needs to be updated to show that the physical cell ID of the target cell shall be included in the KeNB* derivation. 


�The figure needs to be updated to show that the physical cell ID of the target cell shall be included in the KeNB* derivation.
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