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This pCR implements the changes discussed in S3-080054. Namely, that a target eNB shall chose the algorithm with the highest priority as set by the O&M system.

*** First Change ***
7.2.4
Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

7.2.4.1
Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
Editor’s Note: It is ffs whether the above bullet about “SN-wide policies” is needed.



c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) ME Security capabilities sent from the UE to the MME shall include the supported encryption and integrity algorithms for both AS and NAS. The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB shall select the AS level algorithms by choosing the algorithms with highest priority and that is present in all of the following three sets:
a. Its locally allowed and supported ciphering and integrity protection algorithm configuration ordered according to priority. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this priority ordered list.

b. A list of allowed AS level ciphering and integrity protection algorithms per UE. The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during ECM-CONNECTED mode handovers. The list may contain only one ciphering and one integrity algorithm, in which case the MME provides no algorithms selection flexibility for the eNB. This list of allowed AS level algorithms shall have at least one common entry for both ciphering and integrity protection algorithms with the eNB local configuration (see a)



c. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) and transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.

g) MME includes a list of allowed AS algorithms for the UE in an integrity protected NAS level message for the UE during attach and service request procedures, or TAU procedure.

a. With the allowed AS algorithms list the UE can verify that the selected AS algorithms belong to the allowed set provided by MME. This does not preclude sending AS level SMC before NAS level SMC.

Editor’s Note: It is FFS whether UE sends a NAS level message to MME when AS level algorithms are not from the allowed AS level algorithms list.

b. NULL ciphering algorithm for the user plane and RRC is identified separately in the allowed AS algorithms list.

c. Selected AS and NAS algorithms can be different at a given point of time.

*** Next Change ***
7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers and ECM-IDLE to ECM-CONNECTED state transitions. See clause 7.2.4.1 for AS algorithm selection.
RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE.
*** End of Changes ***



















































































































































































































































































































































































































































































































































































































































































































































�Note to editor: Text moved to bullet d)


�To editor: This clause is also touched by S3-080057.





3GPP


