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1 Introduction
At the SA3 EPS/IMS ad-hoc in December 2007 some details related to the policy handling for AS algorithm selection was agreed. There was also some discussions on how to deal with the problem of bidding down attacks on the AS algorithms, and a few editor’s notes were added regarding this.
The intention of this contribution is to straighten out these editor’s notes. Note that it is only the selection of the algorithm(s) that is in scope here.
2 Analysis
2.1 Current algorithm selection
The current state of the selection of AS algorithms specified in TS 33.abc is as follows (the description is written as if only one type of algorithm is selected, but in full generality both integrity and encryption algorithms are chosen).
1. UE sends UE security capabilities (supported algorithms) to the MME.
2. The MME selects a set of algorithms in priority order (call it MME_allowed_set).
3. The MME sends the MME_allowed_set and the UE security capabilities to the eNB.
4. The MME sends the MME_allowed_set and the UE security capabilities to the UE (integrity protected).

5. The eNB is configured via O&M with a set of allowed algorithms (call it O&M_allowed_set).
6. The eNB (somehow) selects an algorithm that is in all three of the sets UE security capabilities, MME_allowed_set, and O&M_allowed_set.

At an inter-eNB handover, the MME_allowed_set and UE capabilities are transferred from the source eNB to the target eNB, and the target eNB selects the algorithm to use based on these two sets and its own O&M_allowed_set. The following text taken from TR 33.821 shows the decision rule the target eNB shall use to select the algorithm:

“The target eNB selects the RRC and UP algorithms for use after handover and transfers it to the source eNB. If the currently used algorithms are supported by the target eNB the choice shall be the currently used security algorithms.”
This selection criterion has not been incorporated in TS 33.abc yet, and is at the core of the problem with the “stickyness” of the AS algorithm bidding down attack.
A general problem with this criterion is that if only a certain set of eNBs are to be run with NULL encryption (e.g., for testing purposes), the UE would continue to use the NULL algorithm also when handing over to an eNB outside the original set of eNBs.

In the rest of the document, it is assumed that the source eNB is compromised, and tries to trick the (non-compromised) target eNB to select the NULL algorithm (or an algorithm with lower priority).

2.2 Avoiding bidding down to the NULL algorithm at handover
Assuming that the target eNB knows the correct UE security capabilities, the correct MME_allowed_set and its own O&M_allowed_set, it is possible to select the algorithm with highest priority at a handover, and hence avoiding that a lower priority algorithm “sticks”.  In particular it would be possible to ensure that the NULL-algorithm does not stick.
Since any UE supports at least two encryption algorithms, it is not possible that the UE security capabilities only contain the NULL algorithm. Therefore, the source eNB cannot claim that the UE capabilities only contain the NULL algorithm.

However, the source eNB can still change the MME_allowed_set to contain only the NULL algorithm and the NULL algorithm would again be sticky.
As can be seen the failing-point is that the source eNB can manipulate the MME_allowed_set.
There are many possible options to prevent the manipulation of the MME_allowed_set, some of them are:

1. Accept the fact that a compromised eNB can make the NULL algorithm (and any other less preferable algorithm choice) stick even after handover to non-compromised eNBs.

2. Ensure that the UE reports the MME_allowed_set to the target eNB in the handover confirm message. If there is a mismatch with the MME_allowed_set received from the source eNB, algorithm re-negotiation can take place. Possibly also reporting of the misbehaving source eNB to the O&M system.
3. Ensure that the UE reports the selected algorithm to the MME in a NAS message after the handover is complete. If the UE is using the NULL algorithm, the MME would know that the eNB supports a better algorithm, and that the MME_allowed_set contains a better algorithm, so the MME could take action.

4. Have the MME send the MME_allowed_set to the UE at each TAU procedure.

Options 1, 2, and 3 have been discussed in previous meetings. Option 4 has not been discussed so far.

The option with least impact (but providing no protection) is option 1. Options 2 and 3 allow the network to detect the attack and react. Option 3 requires a new NAS procedure, whereas option 2 and 4 only piggy back the information on existing messages. Therefore, option 2 and 4 have the least impact and still provide protection.

There are two main differences between option 2 and option 4:

· Option 2 detects the attack immediately, whereas option 4 only detects the attack when the UE changes tracking area.

· Option 2 induces higher bandwidth consumption than option 4, since it sends the MME_allowed_set more frequently. 
A severe problem with option 4 is that the UE cannot know if the O&M_allowed_set for the target eNB only contains the NULL algorithm. This means that the NULL algorithm may well be a valid choice for the target eNB, and hence option for does not solve the problem.

2.3 Avoiding bidding down to a general algorithm

To prevent that the compromised source eNB bids down to any algorithm, the UE security capabilities must also be given to the target eNB in a secure fashion.  This can be achieved in the same way as the MME_allowed_set is communicated from the UE to the network.
A related issue is how to determine which algorithms are preferable. Currently it is FFS is this is to be done by having the MME_allowed_set being an ordered list  An ordered list cannot be stored as compactly as a non-ordered set (which can be represented by a bit-vector, c.f., supported algorithms in GERAN/UTRAN). In all of the above options it is better the shorter the MME_allowed_set is (since it is transferred between nodes). This has as a simple consequence that it is preferable to keep the O&M_allowed_set in priority order instead of the MME_allowed_set.

3 Conclusion

By using the rule that the target eNB shall choose the algorithm with highest priority instead of the algorithm used by the source eNB and including the MME_allowed_set (and possibly the UE security capabilities) kept by the UE in an uplink message, it is possible to detect a misbehaving source eNB and thwart the stickyness of the bidding down attack. It is further possible to have a small set of eNBs using the NULL algorithm for test-purposes, and then switch to a real encryption algorithm when the UE moves to an eNB not in the test-set.
To counter this type of attack seems to be well inline with the spirit of protecting eNBs from other compromised eNBs, c.f., key-chaining. It does not impose a very high cost as argued above.
4 Proposal
It is proposed that SA3 discusses how to deal with this threat, and that the Section 2.2, 2.3 and the outcome of the discussion is documented in Section 7.4.14.4.3 of TR 33.821.
In addition to this, it is proposed that the accompanying draft pCR is included in TS 33.abc with modifications matching the outcome of the discussion.






3GPP

SA WG3 TD


