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1 Introduction
SA3 has agreed that a SIM shall not be allowed to grant access to E-UTRAN. This is captured by the following requirement in TS 33.abc:

“Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.”

This requirement is listed as a requirement for the EPS AKA, but the intention of this must clearly have been that a GSM security context is not sufficiently secure for E-UTRAN.

However, even with the requirement that authentication in E-UTRAN shall not be possible using a SIM, the possibility that a UE uses a GSM security context in E-UTRAN remains. This will be further discussed in this contribution.
2 Analysis
2.1 The problem

If a UE authenticates in GERAN or UTRAN, it is allowed to use a SIM. The result of this authentication is that the UE will have a GSM security context (as opposed to a UMTS security context, which would be the result if it was using a USIM).

When a UE with GSM security context changes RAT from GERAN/UTRAN to E-UTRAN, the net effect is that a SIM was used to access E-UTRAN, which is explicitly disallowed by SA3.
Following a inter RAT handover to E-UTRAN SA3 have agreed a requirement that it shall be possible to perform an EPS AKA to counter the fact that the UE may have a GSM security context. However, SA3 has not yet considered IDLE mode mobility from GERAN/UTRAN. After IDLE mode mobility, a TAU procedure is performed which may include an EPS AKA to resolve this issue.

The reason the AKA runs described in the preceding paragraph are not sufficient is that the run of AKA is according to the operator’s policy (at least in the case of IDLE mode mobility). That is, there may not be an AKA run that replaces the GSM security context with an EPS security context. 
2.2 Possible solutions

There are two main approaches that can be taken to counter the threat that a GSM security context is used in EPS.
1. The UE shall check if it has a USIM inserted and shall not perform mobility to EPS if there is a SIM inserted.

2. Make the AKA run after IRAT handover and IDLE mode IRAT mobility mandatory (as well as the AKA run after IRAT handover).

The simplest solution is of course number 1, since this has no effect on signalling. However, if one consider that it is not in the interest of the UE to perform the check, this solution becomes less attractive. The enforcement of the policy belongs on the network side and not in the UE. Therefore, this solution cannot be regarded as preferable.
Solution 2 puts the policy enforcement in the MME, which seems more appropriate. The impact of this is that there is no longer a choice of not performing the authentication after IRAT mobility. There is no impact on the signalling itself, but possibly to the amount of signalling.
3 Conclusion and Proposal
In conclusion, SA3 has agreed that access to E-UTRAN shall not be granted to a UE with a SIM inserted. TS 33.abc currently allow this indirectly through IRAT handover and inter RAT IDLE mode mobility. 

It is proposed that EPS AKA is mandated to be performed after inter RAT mobility from GERAN/UTRAN to E-UTRAN to ensure that the requirement is met. It is further proposed that the following pCR is included in TS 33.abc.

*** FIRST CHANGE ***

9.1 Idle mode mobility

When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from GERAN/UTRAN to E-UTRAN, the MME shall run AKA to ensure that the UE runs with EPS security context.

*** NEXT CHANGE ***
9.2.1
From UTRAN to E-UTRAN

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 

K'ASME  = KDF(CK || IK). MME shall derive the NAS keys and KeNB from K'ASME.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
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