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7.3
Bootstrapping of Mobile IP parameters

7.3.1
General
It would be undesirable for SAE if the UE had to obtain security credentials to be used specifically for Mobile IP signalling security. Rather, the security associations required for Mobile IP should be able to be derived from security credentials already available. In the case of SAE, this means that it should be possible to derive the security associations required for Mobile IP from the USIM.

Authentication between the MN and the network shall be performed as. A subscriber, who wants to use MIP, will have its subscriber profile located in the 3GPP AAA in the Home Network. The subscriber profile will contain information on the subscriber that may not be revealed to an external partner, At MIP registration , during a change of location between different access networks by matching the request with the subscriber profile, if the subscriber is allowed to continue with the request or not.
7.3.2
RFC3957 used in conjunction with GBA 
NOTE:
this subsection applies only to MIPv4.

MN-HA key generation & distribution based on RFC 3957. This method uses pre-shared secret between MS and AAA server to establish a shared secret between MS and HA and / or MS and FA.
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Figure 2: MN-HA key generation & distribution

1.
During initial MIPv4 registration, MS includes a new extension (called the MN-HA Key Generation Nonce Request extension [RFC 3957]) in RRQ to request for a nonce from HAAA.  The RRQ also contains the MS’s credential in the MN-AAA authenticator extension.

2.
FA sends DIAMETER/RADIUS Access-Request to HAAA to authenticate the MS credential.

3.
If the MS is authenticated successfully, the HAAA returns DIAMETER/RADIUS Access-Accept.   

4.
FA forwards the RRQ to the HA.

NOTE:
If co-located care-of address mode is used, then RRQ message will be sent from MS to HA directly without FA in above picture   

5.
HA sends DIAMETER/RADIUS Access-Request to HAAA. In case of Roaming, the message will send through VAAA to HAAA.  The DIAMETER/RADIUS Access-Request contains the MN-HA SPI attribute to request for a MN-HA key to HAAA that the MN-HA key needs to be derived.  The HA may include the MS credential in the DIAMETER/RADIUS Access-Request.

Editor’s note:
it’s FFS if it’s possible for a HA in the visited network.

6.
HAAA selects a nonce and derives the MN-HA key from the MN-AAA shared secret, MS’s NAI, and the nonce.

7.
HAAA returns DIAMETER/RADIUS Access-Accept that contains the MN-HA key and the nonce.

8.
The HA sends RRP with a new extension (called the Generalized MN-HA Key Generation Nonce Reply Extension [RFC 3957]) carrying the key generation nonce, and the MN-HA authenticator computed from the MN-HA key.  The new extension must precede the MN-HA authenticator.  (FA forwards the RRP to the MS)

9.
The MS derives the MN-HA key and uses it to verify the MN-HA authenticator in the RRP. 

One possible way is to use GBA in conjunction with RFC 3957. In this case HAAA is associated with NAF.
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Figure 3: Using GBA to derive and distribute MN-HA Keys (HAAA as NAF)

Generic Bootstrapping Architecture (GBA) allows bootstrapping of shared secrets between a UE/MN and the home network (Bootstrapping Service Function, BSF), which can then be used to derive further shared secrets to be used between MS and a Network Application Function(NAF).

Two options for using GBA in the inter access mobility authentication are considered:

-
using GBA to derive the MN-HA Keys, in which case the HA is used as NAF and.

-
using GBA to provision MN-AAA Keys, in which case HAAA is used as a NAF.                                    
Figure 5 shows how GBA could be used to derive and distribute MN-HA Keys when HAAA as NAF, i.e. HAAA is associated with a Network Application Function (NAF). 

1.
The MN performs a bootstrapping procedure with the BSF and generates a (master) shared secret, Ks. Bootstrapping procedure is performed between the UE/MS and the BSF (which is located in the home network). During bootstrapping, mutual authentication is performed between the MS and the home network, and a bootstrapping key, Ks, will be generated by both the UE/MS and the BSF. Associated with the Ks include a Bootstrapping Transaction Identifier (B-TID) and a lifetime of the Ks. 

NOTE:
This procedure is only needed during initial registration (and it can be done before the MIP registration). It is not repeated at every HO (Handover). The only time it needs to be repeated is when the key is about to expire. But even in this case, the GAA procedure is done “offline”—i.e. the next MIP registration does not need to wait for GAA procedure to complete.

2.
MN can then start MIP related signalling with the HA, which in turn contacts the HAAA. 

3.
HA then contacts to HAAA using Diameter/ RADIUS. Note: in the baseline document only RADIUS message is shown in the figure and the text. However, both Diameter and RADIUS can be used.

4.
The HAAA, acting as a NAF, does not have the MN-AAA key, as the MN-AAA key is supposed to be generated by the BSF using Ks and other inputs to a KDF (key derivation function). Therefore, the HAAA will contact the BSF and fetch the MN-AAA key (Ks_(ext/int)_NAF of the HAAA) needed to authenticate the MN. 

5.
MN-HA keys are then derived from the MN-AAA Key using RFC 3957. 

NOTE:
If foreign agents (FA) are used, then foreign agent use Diameter/RADIUS to communication with HAAA.

Editor’s note:
it needs to check how to send the B-TID in MIP registration message.
7.3.3
Use GBA to generate MN-HA key

NOTE:
This subsection applies to MIPv4and MIPv6.

In this alternative authentication method, HA is associated with NAF.

Home Agent (HA) is associated with a NAF, and Ks_(ext/int)_NAF would be used as MN-HA key: the MN performs a bootstrapping procedure with the BSF and generates a (master) shared secret, Ks. After that, the MN can start MIP related signalling with the HA, which in turn contacts the BSF to fetch MN-HA key. 
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Figure 4: Overview of GBA operations
1.
Bootstrapping procedure is performed between the UE/MS and the BSF (which is located in the home network). During bootstrapping, mutual authentication is performed between the MS and the home network, and a bootstrapping key, Ks, will be generated by both the UE/MS and the BSF. Associated with the Ks include a Bootstrapping Transaction Identifier (B-TID) and a lifetime of the Ks. 

NOTE:
This procedure is only needed during initial registration (and it can be done before the MIP registration). It is not repeated at every HO (Handover). The only time it needs to be repeated is when the key is about to expire. But even in this case, the GAA procedure is done “offline”—i.e. the next MIP registration does not need to wait for GAA procedure to complete.

2.
Once bootstrapping is completed, UE/MS can make use of the bootstrapped security association with a network application server, called the Network Application Function (NAF). To do so, the UE/MS communicates with the NAF. The UE/MS conveys to the NAF the B-TID. 

3.
The UE/MS derives the application specific session keys Ks_(ext/int)_NAF using a pre-defined key derivation function (KDF), with Ks, identifier of the NAF (NAF_Id), as well as other information as input. Upon receiving the request from UE/MS in step 2, the NAF contacts the BSF over the Zn to request the Ks_(ext/int)_NAF. The NAF provides the B-TID received from the UE/MS, and provides its own identity (NAF_Id). The BSF derives the Ks_(ext/int)_NAF in the same way as the UE/MS, and returns the derived key to the NAF. The Ks_(ext/int)_NAF can then be used as the shared secret between the MS and the NAF for any further security operations.

NOTE:
If foreign agents (FA) are used, then foreign agent implements GAA NAF to get the MN-FA key.
7.3.4
Use partial GBA to derive MN-HA Keys
NOTE:
This subsection applies to MIPv4 and MIPv6.
GBA was designed for a situation where a UE wants to securely access potentially many application servers (NAFs), while having to be authenticated to the home network (and consume authentication vectors) in the Ub protocol run only once. Furthermore, the NAFs the UE wants to access may and need not be known at the time of the Ub protocol run. These requirements do not apply to MIP bootstrapping: the number of MIP servers with which the UE needs to share a key is limited to one, namely the Home AAA or Home Agent (when no Foreign Agent is used), and two, when an FA is used (or three, when two FAs are involved in a handover situation). In addition, the addresses of HA and FA cannot be chosen by the UE any time later, but are assigned by the home network (HA) and the visited network (FA), respectively. Therefore, the full functionality of GBA may not be needed.

A disadvantage of the use of GBA for MIP bootstrapping is that the HA, and, if applicable, the FA, need to support NAF functionality. An off-the-shelf HA or FA does not do that.
Editor’s note:
the intention of this GBA extension is a subset of GBA and should not be a problem.

We consider two cases below. For both cases, the following is assumed: 

-
a UE has to run the Ub protocol with the BSF before starting MIP registration.

-
the BSF is integrated with the AAA server (as in the current baseline document).

-
the AAA server distributes keys to HA and FA using standard AAA procedures (for MIPv4: RFC4004: DIAMETER Mobile IPv4 application, and for MIPv6: draft-ietf-dime-mip6-split-03), and does not use the Zn interface.

-
the distributed keys are used with the Mobile IPv4 and Mobile IPv6 authentication mechanisms defined in RFC 3344 and RFC 4285 respectively

Editor’s note:
it’s FFS whether RADIUS extension also needs to be supported.

With these assumptions, HA and FA can be off-the-shelf, and need not be GBA-aware. The Ua and the Zn interfaces are not needed. 

Case 1:
HA and FA addresses and/or names are acquired by the UE independently of the Ub protocol run


In this case, the BSF and the UE derive keys Ks_(ext/int)_NAF to be shared between UE and HA, and UE and FA, respectively, as specified in TS 33.220.

Editor’s note:
no change to Ub in Case 1.

Case 2:
The HA address and/or name is acquired by the UE as part of the Ub protocol run


In this case, the BSF can send the FQDN, and possibly also the IP address, of the HA to the UE in a new element in the XML body of the “200OK” message, which is the last message in the Ub protocol run. This provides an alternative to SAE HA address assignment. Note that it may not be obvious for all access systems how to let the UE acquire the SAE HA address.

Editor’s note:
the Ub interface will be affected in Case 2.


The FA address needs to be acquired by the UE locally.

The use of partial GBA for MIP bootstrapping is captured in Figure 5:
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Figure 5: Partial GBA for MIP bootstrapping
7.3.5
Using IKEv2

Authentication between the MN and the network and IPsec SA setup between the MN and the HA for MIPv6 shall be performed using IKEv2 as defined in the IETF draft [draft-ietf-mip6-bootstrapping-split-02.txt]. In SAE, the home agent communicates with the AAA server to perform mutual authentication. The IKEv2 authentication is performed using EAP-AKA. 
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Figure 6: MN-Network authentication and MN-HA IPsec SA setup for MIPv6
Editor’s note 1:
adding relatively heavy protocol of IKEv2 should be considered to be for further study if cost efficiency is in appropriate level.

Editor’s note 2:
this is only one of multiple different options.

Editor’s note 3:
both I-WLAN scenarios 2 and 3 should be studied

(From S3-070820)

The first procedure that must be performed by the MN is the discovery of the HA address, which in case of EPS is the IP address of the PDN GW.

As soon as the Mobile Node has discovered the PDN GW address, it establishes an IPsec Security Association with the Home Agent itself through IKEv2. The detailed description of this procedure is provided in RFC4877. The IKEv2 Mobile Node to Home Agent authentication is performed using Extensible Authentication Protocol (EAP).

When the Mobile Node runs IKEv2 with its Home Agent, it shall request an IPv6 Home Address through the Configuration Payload in the IKE_AUTH exchange by including an INTERNAL_IP6_ADDRESS attribute. When the Home Agent processes the message, it allocates a HoA and sends it a CFG_REPLY message. The IPv6 Home Address allocation through IKEv2 allows to bind the Home Address with the IPsec security association so that the MN can only send Binding Updates for its own Home Address and not for other MN’s Home Addresses.

Figure 7 provides the flow for the initial DS-MIPv6 bootstrapping.
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Figure 7 DS-MIPv6 bootstrapping based on IKEv2

1)
The UE discovers the PDN GW address based on the procedure specified in 23.401.

2) 
The UE starts an IKEv2 exchange with the PDN GW. The first part of this exchange is an IKE_SA_INIT exchange.

3) 
The UE indicates that EAP is used for IKEv2 authentication and an EAP exchange is performed. EAP is carried over IKEv2 between the UE and the PDN GW and over the AAA protocol between the PDN GW and the AAA server. 

4)
During the IKEv2 exchange, the PDN GW allocates an IPv6 Home Address and send it to the UE in a IKEv2 Configuration Payload. 

5)
As a result of the previous steps, an IPsec SA is established to protect DS-MIPv6 signalling.

6)
The UE sends the MIP Binding Update message to the PDN GW. 

7)
The PDN GW processes the binding update. The PDN GW sends the MIP Binding Ack to the UE.

8)
As a result of the above steps a MIPv6 tunnel is established and the UE can start using its home address at the application level.

7.3.6
Security bootstrapping for DS MIPv6 using MIP options

(From S3-070748)

This procedure uses the MIP authentication options defined in RFC4285 [8] to provide authentication of Binding Update and Binding Acknowledgement messages, namely the 

· MN-HA Mobility Message Authentication Option and the

· MN-AAA Mobility Message Authentication Option.

The AAA Mobility Message Authentication Option is used when the MN and the HA do not yet have a shared key, i.e. in the situation requiring bootstrapping of the MN-HA key. 

It is assumed that the MN and the AAA server share a long-lived security association. 


NOTE: It is ffs whether there is a need to dynamically generate the MN-AAA key and, if so, how to do it. 



  Alternatives would include derivation during network access authentication and GBA.

The MN-HA key is derived from the MN-AAA key and a nonce. The nonce is requested by the MN in a Key Generation Nonce Request option and provided by the AAA server to the MN in a Key Generation Nonce Reply option. These options are described in draft-devarapalli-mip6-authprotocol-bootstrap [9].


NOTE: Instead of using a nonce for generating the MN-HA key from the MN-AAA key, also the timestamp from 


 the Mobility Message Replay Protection Option, cf. below, could be used. This is ffs.

The HA may provide a Home Address to the MN using the Home Address Options defined in draft-devarapalli-mip6-authprotocol-bootstrap [9].

The communication between the Home Agent and the AAA server is based on DIAMETER extensions described in draft-ietf-dime-mip6-split [10]. This communication is assumed to be authenticated (integrity-protected).
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Figure 8 Bootstrapping using Mobile IP options

Description of the information flow in Figure 8: 

1. When the Mobile Node (MN) does not yet share a key with the Home Agent (HA) the MN sends a DSMIPv6 Binding Update (BU) including the MN-AAA authentication mobility option. The MN also includes a Key Generation Nonce Request Option. If the MN does not yet have a Home Address (HoA) it also includes the Home Address Request Option in the BU. The MN shall include the Mobility Message Replay Protection Option defined in RFC 4285 [8] containing a timestamp.

2. When the Home Agent receives a BU with the MN-AAA mobility message authentication option, the HA forwards the BU to the AAA server for authentication.   

3. The AAA server authenticates the BU by verifying the message authentication code in the MN-AAA authentication mobility option, using the MN-AAA shared key and the timestamp in the Mobility Message Replay Protection Option. 

4. Upon successful authentication of the BU, the AAA server sends the parameters of the MN-HA security association (key, algorithm) to the HA. The AAA server also returns a nonce and algorithm identifier in the Key Generation Nonce Reply Option. 

5. The HA sends a Binding Acknowledge (BA) message protected with the MN-HA security association received from the AAA server to the MN. The HA forwards the Key Generation Nonce Reply Option as part of the BA. The HA also includes the Assigned Home Address Option in the BU if the MN requested a HoA. The HA checks the validity of the timestamp and, if necessary, includes an indication of a timestamp mismatch, as described in RFC 4285 [8]. In the latter case, HA deletes the MN-HA security association after sending the BA.

6. The MN generates the MN-HA key from the MN-AAA key and the nonce. The MN then verifies the BA using the MN-HA authentication mobility option. If the BA contains an indication of a timestamp mismatch the MN resends the BU from step 1, but with the message authentication code in the MN-AAA authentication mobility option computed over the corrected timestamp.   

7. For subsequent BUs, the MN uses the established MN-HA security association and does not include an MN-AAA authentication mobility option.
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