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Motorola, BT and Interdigital  propose to modify network architecture alternative 1, i.e. changes to the roles of Registration Service, selected home operator and M2M-enabled equipment manufacturer. It also proposes use of alternative authentication materials for temporary network access.
**** start of changes ****

5.2.1.2
Roles

This section discusses the different roles in a potential network architecture.

The following roles have been identified: 

Registration Service:
This is a role that enables the after-purchase selection of home operator. It is potentially operated by GSMA. Note that the Registration Service and the functions below are not required if the Selected Home Operator is known at the time of manufacture and the Manufacturer securely provisions the USIM parameters of the Selected Home Operator at time of manufacture.

In order to support the following:

· the customer should not have to select the Home operator prior to delivery of the M2M equipment(s) from the manufacturer, (though the customer may select the Home operator at this time if that is what they require);
· allow the manufacturer to pre-configure the M2M equipments with some preliminary credentials in order to allow initial temporary 3GPP network access so the actual USIM application provisioning procedure can take place via this temporary 3GPP network access;
· allow the M2M equipment to roam to the Registration Service to get a temporary limited cellular access; and

· allow the M2M equipment to request for a USIM application provisioning to take place via a Visited operator as the M2M equipment can not be associated with any Home operator yet;

the Registration Service needs to support the following functions:

· allocation of preliminary IMSI numbers and preliminary credentials for each M2M equipment. 

Note: The manufacturer of the M2M equipment could be allowed to pre-configure the M2M equipments with these preliminary credentials before delivery to customer. 

· authentication of the M2M equipment(s); e.g. provides authentication vectors or equivalent authentication material (e.g. a public key certificate)to the connected visited 3GPP operator in order to allow the 3GPP operator to authenticate the M2M equipment at initial attach;

Note: In this phase all 3GPP networks are considered as visited networks as the M2M equipment not has been associated with any mobile Home operator yet.

· association of the M2M equipment(s) with a Selected Home operator

Note: The Registration Service provides the address of the selected Home operator to the M2M equipment, if it has been successfully authenticated at initial attach. 

· connection to all mobile operator’s 3GPP networks.

Note: The ownership of the Registration Service is FFS.

Selected Home operator:

In order to support the following:

· perform the provisioning of the USIM application and USIM parameters to the M2M equipment; 

the Selected Home operator needs to support the following functions:

· registration of M2M equipment(s) by the owner of the M2M equipment

· initial provisioning of a USIM application or USIM parameters to the M2M equipment. 

· The Home Operator may also wish to authenticate the M2M-enabled equipment in addition to or instead of the authentication carried out by the Registration Service

Note: The initial provisioning of a USIM application takes place via a Registration Service. However, this TR does not rule out the possibility that the Selected Home Operator may be known at time of manufacture, in which case the Manufacturer securely provisions the USIM parameters of the Selected Home Operator into the M2Menabled equipment at time of manufacture.
Manufacturer of the M2M equipment:

The manufacturer of the M2M equipment supports the following functions:

· registration of the M2M equipment(s) with the Registration Service,

Note: At this point the M2M equipment is not associated with a Selected Home operator.

· pre-configuration of the M2M equipment(s) prior to delivery to the customer with some preliminary credentials in order to allow temporary initial 3GPP network access

Note: At this point the M2M equipment is not associated with a Selected Home operator.
Device Owner:
The Device Owner (the owner of the M2M equipment) supports the following function:

· selection of Home operator and registration of all the M2M equipment(s) with this Selected Home operator.
Visited operator:

The Visited operator supports the following function:
· Providing a temporary 3GPP network access to M2M equipment with a preliminary IMSI (PIMSI).
The relationships between these roles are described in Figure 1. The lines in this figure indicate that a negotiation is taking place between linked roles and possibly that a corresponding contractual relationship exists, but do not indicate a standardized technical interface. The Device Owner purchases the M2M equipment from the Manufacturer of the M2M equipment and registers the M2M equipment at the Selected Home Operator. The Manufacturer of the M2M equipment registers the M2M equipment at the Registration Service, and the Registration Service distributes preliminary IMSIs to manufacturers. The Registration Service and the Visited Operator interact via a roaming interface. The Selected Home Operator registers at the Registration Service after being selected by the Device Owner.


[image: image1]
Figure 1: The roles and their relations.
5.2.1.3
Network architecture

A potential network architecture with the roles described in section 2.1, could be as shown in figure 2. 
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Figure 2: Network authentication and USIM application installation in the M2M-equipment.

Preliminary IMSI:

Preliminary IMSI is a temporary private identity provided by the Registration Service which uniquely identifies each registered M2M equipment. This preliminary IMSI needs to be installed in the M2M equipment by the manufacturer in order to allow the M2M equipment to register in a 3GPP network without being associated with any Selected Home operator yet.
Note: The shortage of IMSI-numbers could be an open issue to resolve. This is FFS.
Prerequisite: 

Once the M2M equipment has been 

· registered with the Registration Service and the M2M equipment has been pre-configured with preliminary credentials provided by the Registration Service; and

· the M2M equipment has been registered with the Selected Home operator; and

· the M2M equipment has been associated at the Registration Service with a Selected Home operator, then 
the M2M equipment will be able to use its pre-credential values to register at any Visited operator that accepts the PIMSI.

Interactions:

The following interactions would be needed between the following nodes in figure 2:

1. The M2M Equipment uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and choose to attach to any Visited operator that will accept the included PIMSI (according to the allowed networked list pre-configured in the M2M Equipment). The M2M equipment is authenticated by the standard UMTS AKA procedure by the Visited operator.

Note: All networks will at this phase be considered as Visited operators.

Note: In order to be able to perform client authentication, the M2M equipment needs to support an algorithm which is shared by all the M2M equipments and the Registration service. Such an algorithm could be MILENAGE. It is not possible to use a proprietary algorithm

2. The Visited operator identifies the IMSI as a PIMSI (preliminary IMSI) and contacts the Registration Service with the PIMSI in order to get preliminary authentication vectors (or equivalent authentication material) for the PIMSI.

3. If the M2M equipment is successfully authenticated, then the M2M equipment contacts the Registration Service via a secured connection. The Registration Service delivers the address of the Selected Home operator to the M2M equipment.

4. The M2M equipment contacts the Selected Home operator and the Selected Home operator downloads the USIM application to the M2M equipment. 

5.2.1.4
Overview

Three steps are identified in this proposal in order to be able to perform network provisioning of USIM applications:
1. Manufacture pre-credential installation phase

2. M2M equipment subscription registration

3. Network authentication and provisioning of the USIM application
Step 1: Manufacture pre-credential installation phase

Before the initial USIM provisioning can take place,the M2M equipment needs to be pre-configured with preliminary parameters as the PIMSI (preliminary IMSI) and the address of the Registration Service, and, e.g. an asymmetric key pair and certificate. This phase if FFS.

Step 2: M2M equipment subscription registration 
Then the customer needs to select a Selected Home operator in order to register all the M2M equipment(s) with the Selected Home operator. All the M2M equipments registered at the Registration Service also needs to be associated with a Selected Home operator. This phase is FFS.
Step 3: Network authentication and provisioning of the USIM application

The M2M equipment uses the standard GSM/UMTS principle to decode network information and choose to attach to any Visited operator that accepts the PIMSI. If the M2M equipment is successfully authenticated, then the M2M equipment retrievs the address of the Selected Home operator and connects to the Selected Home operator which performs the provisioning of the initial USIM application. 

A potential proposal has been presented and described in section 2 in this paper. This phase is FFS.

**** end of changes ****
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