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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://webapp.etsi.org/IPR/home.asp).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN).

Introduction

This clause is optional. If it exists, it is always the third unnumbered clause.

Clause numbering starts hereafter.
PLEASE AVOID USING AUTOMATIC NUMBERING AS IT IS UNSTABLE.
Check http://portal.etsi.org/edithelp/other/EDRnavigator8_0.chm clauses 5.2.3 and A.4 for help.

1
Scope

The main intention is to document and specify a suite of countermeasures that apply to TISPAN NGN-R2. The main scope is to cover access security, with focus on NASS and RACS, network domain security, and transport domain security.  This document compliments the Security Architecture [1] with relevant stage 2 information.   
Editor's note: The WI details and background can be found in 10TD193. Summary of main topics for contribution input requested: H.248 and NASS. 
Editor's note: During Tispan #11b, it was suggested to add relevant headings from security architecture to this document. No relevant headings were found except those already included (as the architecture document is not structured after countermeasures, but after subsystems and architectural elements).  Input contributions requested.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
[1]
ETSI TS 187 003: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Security Architecture"

[2]
 [3]
ETSI TS 133 210: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); 3G security; Network Domain Security (NDS); IP network layer security (3GPP TS 33.210)".

[4]
3GPP TR 33.803: "Compatibility of IMS access authentication mechanisms".
[5]
ETSI TS 187 001: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN SECurity (SEC); Requirements"

[6]
ETSI ES 283 003: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3"
[7]
ETSI TS 183 033: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); IP Multimedia; Diameter based protocol for the interfaces between the Call Session Control Function and the User Profile Server Function/Subscription Locator Function; Signalling flows and protocol details"
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

<defined term>: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
General Overview 
Editor's note: General overview trying to give a summary of the countermeasures and their potential dependencies and interactions.

5
NASS Security 
Editor's note: Placeholder for NASS specific security countermeasures. Discussions with WG2 needed to understand the real need of documentation. Discussions at Tispan #10t showed that there is a need for security terminology cleanup etc. Input needed. 
5.1
Countermeasure <name>
5.1.1
Overview
Editor's note: This sub-clause shall give a high-level overview of what the countermeasure shall be used for, when it should be used, and how it works. It should be clear which release(s) the countermeasure applies to. Possible mapping to ISO 27001, Annex A: security controls where applicable. 
5.1.2
Use Cases and Limitations
Editor's note: This sub-clause shall explain in more detail the normal use cases applicable for the countermeasure and any limitations that may exist (i.e., details of when and where it shall be used). The different assumptions shall be explained.
5.1.3
Detailed description 

Editor's note: This sub-clause shall give a full stage 2 description of the countermeasure (unless already specified in other place). Sub-clauses may be used to structure this better. For cases, where stage 2 descriptions already exist elsewhere, a summary should be included here, with explicit references to the relevant stage 2 documents (and also if some specific profiling is done, this should be explicitly stated). 
6.2         NASS-IMS Bundled Authentication
Please, refer to Annex A.
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Annex A (normative):NASS-IMS Bundled Authentication


A.1
Overview

The main objectives and requirements on NASS-IMS bundled authentication is that it shall be possible to gain access to IMS based on successful access level (NASS) authentication (see requirements for Early Deployments in [5]). In practice this is achieved by associating an IMS identity with a fixed specific location from where it is authorized to access from. 

When registering to the IMS subsystem, the location of where the user is accessing from is verified by the NASS (which also handles the authentication / authorization) and if the NASS location is equal to the provisioned location, the user is authorized to access from at IMS level, the user gains access to IMS. 

It is assumed that there exist a strong relationship between the access network and the IMS network, and that the users NASS location can be provisioned in the user profile of the UPSF. 

A.2
Use Cases and Limitations

The main use case for NASS-IMS bundled authentication is to provide access to the IMS network for legacy equipment that cannot support the IMS access security (see Clause 6.1). This is also reflected by the requirements in [5] (see Clause 4.2, Early Deployments), which requires the possibility to link NASS and IMS authentication so that it is possible to reuse the authentication of the NASS to gain access to IMS. It is the responsibility of the end user to ensure the protection between the entity providing access level authentication and the entity including the IMS application.

NASS-IMS bundled authentication has a number of deployment requirements which restricts its usage for general usage. This includes:

· The access network provides sufficient means to assure the IMS layer that a specific UE/user is connecting from a specific location. 

· Access network provides sufficient means for confidentiality and integrity of the signalling communication. 

· Access network is providing anti-IP spoofing mechanisms. 

· Nomadicty (and roaming) is not possible as the user is fixed to a specific location and the access network and IMS network need to be tightly coupled. 

A.3
Detailed description 

This clause describes how clients authenticate to NASS and simultaneously also gain service layer authentication using the "single sign on" NASS-IMS bundled authentication. The sequence diagram is depicted in Figure y.

The UE gets network attachment after the authentication at the NASS level. The CLF in the NASS (network attachment subsystem) holds a binding between the IP address and the location information (contains the Line Identifier), which the user holds per the xDSL connectivity. The selection of the authentication (whether NBA is possible or not) is done at UPSF level on IMS user basis.

1-2)
The UE sends a new SIP REGISTER message to the P CSCF. The P CSCF identifies whether or not a security association is required at this point, based on the presence of security client header and the access network / location from where the SIP REGISTER is received. During the SIP registration, the P CSCF locates the CLF based on the UE's IP address or/and based on the information of the access network from which the P CSCF receives the IP packet (P CSCF may have several logical/physical interfaces toward different Access Networks). P CSCF performs a "Location Information Query" towards the CLF over the e2 interface. The key for the query is the IP address indicated by the UE.

3)
The CLF sends the response to the P CSCF including the location information of the UE using the given IP address.

4-7)
The P CSCF appends the NASS location information to the SIP REGISTER message and forwards the REGISTER message to I CSCF and eventually to S CSCF. 

8)
S CSCF queries the UPSF over the Cx interface using MAR request, indicating that the NASS-IMS bundled authentication method should be used (see [7]). 

9)
The UPSF returns a message with the location information of the user identified by the IMPI and IMPU (if NASS Bundling is preferred authentication scheme). S CSCF authenticates the user by comparing the location info embedded in REGISTER message with the location information received from the UPSF. If they match the user is successfully authenticated and the processing continues.

10-11)
The S CSCF sends SAR message to the UPSF and the UPSF responds with a SAA message back to the S-CSCF.

12-14)
 The S-CSCF sends 200 OK message to the UE.
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Figure y. Flow Diagram for successful NASS Bundled Authentication during Registration.  

The detailed procedures of NASS-IMS bundled authentication for the CSCF's are described in [6] in clauses handling procedures without security association. The details of the extended interface towards the UPSF are covered in [7].
Annex <N> (informative):
Bibliography

· <Publication>: "<Title>".
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