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1 Introduction

The introduction of the EPS key hierarchy in UMTS should be such that if the network and the terminals support its use, it should be mandatory to apply it. 
In this contribution we discuss requirements and basic ideas for technical solutions on how the EPS key hierarchy can be introduced in UMTS. We see two major issues in the design. The first is how to signal between EPS capable entities that the EPS key hierarchy can/shall be used in UMTS and the second is how to transfer security contexts between SGSNs and MMEs.
2 Initial analysis of system requirements and solutions
2.1 Types of UEs
First we look at the different types of terminals that should be considered when analysing the system requirements. The following types of UEs defined by their key handling capabilities have to be considered.
1. The UE is a UMTS terminal not aware of the EPS key hierarchy, i.e it is a standard UMTS ME. 

2. The UE is a UMTS terminal aware of the EPS key hierarchy.

3. The UE is an EPS UMTS dual mode terminal. In UMTS mode it cannot handle the EPS key hierarchy. 

4. The UE is an EPS UMTS dual mode terminal.  In UMTS mode it is capable of handling the EPS key hierarchy.
If the use of the EPS key hierarchy in UMTS is introduced simultaneously with EPS case 3 would not have to be considered as all dual mode phones could be required to support the key hierarchy also in UMTS.
In the following, ME+ will denote a UMTS ME (single or dual EPS mode) capable of handling the EPS key hierarchy. In a corresponding way a SGSN capable of handling the EPS key hierarchy will be denoted SGSN+. If it it is irrelevant if a unit is unaware or aware of the EPS key hierarchy we will denote it ME(+) or SGSN(+).
2.2 Signalling of key handling capabilities
For AKA we have to consider signalling between the UE and SGSN, SGSN+ and MME and between these entities and the HSS as illustrated in figure 1. First we note that MMEs and legacy SGSNs must expected to operate according to currently specified procedures/working assumptions. New processing and signalling can thus only be introduced in the HSS, SGSN+ and ME+.
A ME+ needs to operate differently if it connects towards a SGSN compared to  SGSN+ and a SGSN+ should behave differently depending on UE capabilities. If a ME+ connects to a SGSN+ they should use the EPS key hierarchy, in all other cases standard UMTS keys should be used. This means that a ME+ has to be able to signal its key handling capabilities to the SGSN+. But it is also necessary that the ME+ will know if it connects to a SGSN or a SGSN+ and if it should perform EPS key hierarchy derivations or if standard UMTS key management should be performed. How to signal the ME(+) key handling capabilities and how to inform the ME(+) about the key management it should apply has to be studied.
There are two different approaches to handling the key hierarchy when a SGSN+ requests AVs from the HSS. The first one would be that the HSS delivers a standard UMTS AV and that the SGSN+ calculates the K_ASME from Ck, Ik using the same key derivation as the HSS would have used if the request would have come from a MME. However, a SGSN+ cannot generate an AMF field corresponding to the one used in EPS.  In this case a new procedure to signal to ME that the EPS key hierarchy should be applied is needed.
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Figure 1. Illustration of authentication procedures and credentials used.

A second approach which might give a simpler solution would be that the SGSN+ signals to the HSS that the AV should be in EPS format. How the request of EPS formatted AVs should be signalled has to be studied. A simple procedure might be available by requiring that the SGSN+ uses the same interface/protocol as an MME when it fetches EPS AVs and that it uses the legacy interface/protocol when fetching standard UMTS AVs.
Here we may note that if an EPS formatted AV is delivered to the SGSN+, then its AMF field would tell a ME+ that the EPS key hierarchy applies for this AV. This would imply that no explicit extra signalling is needed to inform the ME+ how to perform the key management. Below is a sketch of a possible signalling sequence 
1. The ME+ signals its key handling capabilities to the SGSN(+). The capabilities should be signalled in such a way that a SGSN+ will understand the key handling requirements but a legacy SGSN would ignore the capability signalling.

2. If the SGSN is a SGSN+ it requests an EPS AV from the HSS.

3. The SGSN+ sends the RAND and the AUTN to the ME+
4. The ME+ reads the AUTN and learns that the EPS key handling is applicable.
2.3 Context transfers
At handovers between EPS and UMTS and at relocations between the different versions of the SGSNs in UMTS different types of security context transfers have to take place. The types of context transfers envisioned are depicted in figure 2. Below we discuss the different types of context transfers and the requirements they have to fulfil. A basic assumption is that a SGSN+ will be able to determine if it connects to a SGSN, SGSN+ or MME.
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Figure 2. Types of security context transfers.

2.3.1 Ctx trf type 1; From MME to SGSN

This is exactly the situation currently considered with respect to h/o between EPS and UMTS and it should be handled according to the current working assumptions.
2.3.2 Ctx trf type 2; From MME to SGSN+

We have two options here, the first being to transfer the K_ASME as is or to tweak it before transfer. In both cases the UMTS key would be derived from the resulting K_ASME. We believe it would be prudent to apply a key tweaking because this would “decouple” the security contexts and help give UMTS and EPS security contexts independence in cases when sequences of transfers occur. Furthermore this would result in aligned procedures for the MME when it transfers security contexts to UMTS. 

2.3.3 Ctx trf type 3; From SGSN+ to SGSN

As a SGSN only can handle a normal UMTS security context the Ck, Ik used in the SGSN+ should be transferred to a SGSN. One could of course consider applying a procedure similar to the one when a context is transferred from a MME to a SGSN but at present we do not see any real need for this from a security point of view. Furthermore, if such a procedure is introduced the terminal has to know that the security context changes at the handover from a SGSN+ to a SGSN and behave accordingly.
2.3.4 Ctx trf type 4; From SGSN to SGSN+

The context in the SGSN has been used to directly protect the signaling and the user plane. This has to be taken into account in the further handling of the context and when transferred to a SGSN+. From a security point of view there is no advantage in generating a new K_ASME from the existing security context in the SGSN. Furthermore, as we shouldn’t require any updates to legacy SGSNs, the actual context transfer has to be according to current context transfers between SGSNs. This means that the Ck, Ik used by the SGSN will also be used by the SGSN+
We see two possibilities to handle the situation, either to handle it according to the current working assumptions for h/o from UMTS to MME, i.e. to require a new AKA run or to mark the context as a legacy context and handle it accordingly.  In particular, when handing over to a MME, the SGSN+ would have to behave as a legacy SGSN or signal that a SGSN security context is handed over to trigger the MME to perform a new AKA run.
2.3.5 Ctx trf type 5; Between SGSN+ and MME

The same type of solution as proposed in MME to MME relocation in EPS should apply here, i.e. K_ASME is transferred as is and other context information (counters) could be initialized by the MME. This solution relies on the assumption that an MME tweaks the context when it transfers it to UMTS and that would guarantee that the system would not come back to a previously used context. Of course, it would be possible to tweak the UMTS K_ASME before delivering it to the MME but there would not be any great security benefit. 
Handovers between SGSN+ should be handled in a similar way as described above, i.e. K_ASME and the used security context should be transferred.

2.3.6 Ctx trf type 6; Between SGSN and MME 

This is exactly the situation currently considered with respect to h/o between UMTS and EPS and it should be handled according to the current working assumptions.

2.4 AV transfers

In UMTS one SGSN may request that unused AV ‘s residing at an earlier serving SGSN are transferred. With a EPS key hierarchy and the key bindings proposed it will not be possible to transfer EPS AVs between SGSN+ and SGSN. This is so because the AMF field will be incorrect after transfers assuming that it is used to signal that the EPS key hierarchy is applied. 
3 Conclusions
The task of introducing the EPS key hierarchy in UMTS seems from this high level analysis relatively straightforward. The new functionality/signalling needed is 

1. It is necessary to indicate that an AV is in EPS format or in UMTS format. This far we have assumed that the AMF bit can be used for such an indication but this has to be studied further.

2. The ME+ needs to signal to the SGSN that it has the capability to handle the EPS key hierarchy. It should be possible to do this in the same way as e.g. support of crypto algorithms is signalled. 
3. The ME+ will be informed if it shall perform EPS key handling by reading the AMF field. No extra signalling is needed.

4. The SGSN+ has to recognize if it connects to a SGSN or a SGSN+. This will most likely need some extensions to existing protocols

5. The SGSN+ has to perform some context tweaking operations but these operations are similar to or possibly the same as those performed in the MME when transferring a context to UMTS.

4 References
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