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1
Introduction

The verification of BSF server certificates in “2G GBA” is not fully defined at present in TS 33.220. This leaves room for interpretation, possibly leading to incompatible solutions.

But what is more critical from a security point of view is that the verification would rely on user actions if it is implemented following the established browser security model. This status is undesirable, because it opens the path for phishing attacks, and requires technical knowledge of the user. Automatic and robust security, however, are major success factors for a security solution.

Intention of this contribution is to overcome these two issues in the current “2G GBA” specification.

2 
Problem Description
USIM-based GBA not only provides mutual authentication, but also implicit authorisation of the BSF. The user achieves both by inserting the smart card into the phone. The card has a common key K with his home network only. “2G GBA”, on the other hand, relies on verification of the BSF server certificate for authentication and authorisation of the BSF. However, it is not specified how this verification is performed. Certificates can be issued by many companies, serve very different purposes, and testify very different levels of trust. Assuming the “human interaction” verification following the established browser security model, we can compare both options:
3G AKA security 

· Cryptographic mutual authentication

· no user interaction for individual authentication runs

· implicit authorisation because AKA works only towards the true HLR

· authentication and authorisation root (K) irreversibly stored in the UE

· key freshness ensured at each AKA run

· no means for the user to downgrade or bypass authentication

Server certificate (browser model) security 

· Cryptographic authentication of a server

· Trusted root certificates must be provisioned to each device

· OCSP or regular CRL distribution needed

· relies on the security of DNS for FQDN verification

· user actions required to establish security:

· look for the "lock icon" onscreen

· check "lock" validity scope, e.g. for frames, overlays

· check FQDN: Contract with BANK Inc. Is "www.BANK.bankservice.de" a valid server of BANK Inc?.

· fake FQDN: is it really www.BANK.de or www.B(looks_like_A_but_is_cyrillic_A)NK.de?

· changed FQDN: BANK changed from Hostingservice#1 to Hostingservice#2. Real or fake?

· check CA policy and certificate class: what does the "lock icon" actually say? Anonymous test domain?

· possible user actions to reduce security (phishing hole)

· dialog "Unknown certificate, accept anyway y/n?"

· import new “trusted” root certificates from unreliable sources
The 2G GBA TLS security takes into account those “security models” and aims at a high security with the assumption that a SIM card is used. 

3 
Solution proposal
Main security issues that should be addressed are user-related: the required manual checking (possibly, currently undefined), and the phishing holes.

So, the following guidelines for a correcting change are proposed:
· the 2G GBA BSF authorisation and authentication process should not require user interaction to be secure

· it should not be possible for the user to manually downgrade or suppress the 2G GBA BSF authorisation and authentication
· only the HN operator (or device vendor) should control provisioning of the trusted root certificate for 2G GBA to avoid the (possibly misguided) user accidentially installing a fake certificate
· the trusted root certificate for 2G GBA must be 
 distinguishable from the trusted root certificates for other purposes, which are still manually verified
It is proposed to add to TS 33.220::

· the trusted root certificate(s) for 2G GBA can only be set the operator or the device manufacturer (pre-provisioned or via remote device management)
· the UE shall use only these trusted root certificate(s) to verify the BSF certificate for 2G GBA, automatically without user interaction
It is proposed not to add requirements for CRL distribution or OCSP verification. This would make 2G GBA too complex.

4 
Summary
SA3 is kindly asked to consider the above correction and improvement to 2G GBA, and approve the related CRs.

�Tricky, separate could mean logically separate or physically. Also there exist the possibility to have some signed flag and therefore being able to distinguish it from other, even if stored together (there are potentially even more ways to get to the goal). The idea is that not the “wrong” cert can be taken and manual ok takes place.
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