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Action/Decision Requested:

3GPP-SA3 are asked:

· To endorse a one day joint meeting during SA3#48 in Munich with Terms of Reference for the meeting as provided in this document.

Terms of Reference for a one-day joint meeting between TISPAN WG7 and SA3 at SA3#43 in Munich (October 10th 2007)

NOTE:
Some TISPAN-WG7 Rapporteurs intend to schedule Rapporteurs sessions to progress their work item in Munich in the same location from October 8th to October 12th.

TISPAN WG7 proposes to present the results of the analysis of security work to be transferred to 3GPP SA3. Close cooperation on security between TISPAN WG7 and SA3 is essential during this process, as we must take care that the common IMS work is transferred smoothly from TISPAN WG7 specifications to SA3 specifications. The joint meeting should identify any outstanding issues regarding the transfer of work on IMS security from TISPAN to 3GPP SA3 and to progress the work on IMS security required for TISPAN R2.

The 3GPP OP Adhoc has concluded with an approved set of recommendation to define the content and scope of the common IMS, see OP17_05. Security is among the various areas that impact the common IMS; see Appendix of this LS. 

The handover of the security work is scheduled for September, 2007. The purpose of the joint meeting is to ensure that the handover is complete, and to resolve any questions/issues that SA3 has regarding the work to be handed over. 
Proposed agenda:

1. Media security (1/4 hour) 

2. Coexistance work (NASS-IMS Bundled Authentication and HTTP digest) (1 hour)
2.1. Status of work on HTTP digest
2.2. Status of NBA
2.3. Any other issues
3. NAT/FW traversal issues (NAT traversal Using ICE and Outbound) (1 hour)
3.1. Presentation of TISPAN WI

4. Prevention of Unsolicited communication (3/4 hour)
4.1. Presentation of SA3 WI

4.2. Presentation of TISPAN WI 07025

4.3. Discussion of Liaison statement(s).

5. Common Criteria Protection Profile for IMS (1/2 hour)
5.1. Presentation by TISPAN

5.2. Discussion of Liaison statement(s).

6. NGN R2 Security Requirements for IMS R8 (3/4 hour)

6.1. Related company contributions

7. TISPAN workitems on NGN R2 Lawful Interception and Data Retention (1/2 hour)
7.1. Presentation by TISPAN

8. Closing (15 minutes)

8.1. Next Steps

8.2. Plans for future JMs 
2. Actions:

To 3GPP SA3:
Review the proposed agenda and provide feedback if there are changes or other issues that should be discussed.
3. Date of Next TISPAN Meetings:




	03-07 Sep
	TISPAN#14-Ter  
	-
	Sophia Antipolis FR

	10 Oct
	SA3/WG7 joint meeting
	
	Munich GER

	29 Oct-02 Nov
	TISPAN#15-Bis  
	-
	Sophia Antipolis FR (to be confirmed for WG7)

	12-16 Nov
	TISPAN#15-Ter  
	-
	Sophia Antipolis FR (provisional)


Appendix on Common IMS Security Principle:

The following the key security sections are taken from the 3GPP OP Adhoc report:
4.7 Security (Access and Application) for IMS

4.7.1 Area Description

This functionality protects against threats against the IMS infrastructure or against IMS based services.  Since security must be ensured end-to-end, this area considers the security of the system and the user’s services as a whole and may include analysis and specification of both access independent and access dependent security mechanisms related to provisioning of IMS services.

Lawful intercept as it relates to IMS or IMS based services is considered here.

4.7.2 Overlap Analysis

Both TISPAN and 3GPP must look after end-to-end security within their own systems.  This requires the analysis of the environment, types of threats, security models, and vunerabilities that may be particular to a given technology or the business models related to those technologies.

However end-to-end security and overall system security is based upon many aspects such as key distribution, authentication, authorization, user plane encryption, signalling security, trust models, etc.  It is desirable to reuse as many solutions a possible and where variants exist, to ensure that interoperability problems do not arise. 

· Common (or similar) functions and interfaces may include topics specified in 3GPP 33 203, 33 210 and other 3GPP security specifications relevant to IMS.  Examples of mechanisms where commonality is encouraged are: user/terminal authentication and authorization, network and service provider authentication, confidentiality protection, integrity protection, key management and distribution, etc.  

· It is recommended to avoid that overlapping work is carried out. An actual example for the future work is the study on media security. After having understood and clarified all the requirements on media security for the several environments, any functionalities required to provide media security protection in the core IMS will be elaborated jointly and will be documented in 3GPP specifications. 

· Note, background information on overlapping specifications: TISPAN WG7 and 3GPP SA3 have an agreement regarding the worksplit, so that there are no overlapping specifications. TISPAN WG7 communicates with 3GPP SA3 via LS and by arranging co-located joint meetings at least once a year to work together on the IMS extensions required by TISPAN..

4.7.3 3GPP Impact

 SIM and USIM based security mechanisms should be done in 3GPP.  Expanding the domain of these mechanisms to address the TISPAN environment should have minimal impact on 3GPP work.  3GPP SA3 already addresses coexistence issues related to authentication.   Migrating end-to-end security of TISPAN systems to 3GPP would involve learning additional environments and could have a significant impact on SA3 work.  Note that in the area of authentication, SA3 already coordinates work to ensure coexistence of mechanisms such as NASS bundled authentication, HTTP digest, and early IMS solutions.  These areas should be part of common IMS.
5.7
Security for IMS

Decision Point D7: Should IMS security (including security of common IMS components) be part of common IMS?

Recommendation:  End-to-end security evaluation is system dependent and may differ depending on the threats, trust models, business models, etc. that are associated with a specific technology.  However many of the mechanisms used to provide security for IMS are generic and should be part of common IMS.  Generic mechanisms such as those associated with authentication, encryption, key distribution and management should be considered as part of common IMS.  NASS bundled authentication, HTTP digest, and early IMS solutions should be part of common IMS.  

Justification:  Security is a specialized area however it is desirable to promote as much reuse of common security mechanisms as possible.  Having a core group of security experts for IMS is the most efficient way to ensure maximum reuse.  
Some observations on clause 5.7: The two sentences highlighted in blue deserve some rewrite to clarify that not every generic security mechanism should be part of the common IMS, but rather that just any generic IMS security mechanisms should be considered as part of common IMS.

Thus, the said sentence should read:

Generic IMS security mechanisms such as those associated with authentication, encryption, key distribution and management should be considered as part of common IMS.
This clarification can be applied when Common-IMS will be revisited in the future (approx in 6 months).

WG7 has so far have accomplished a very first, high-level analysis of the WG7 deliverables to ensure that the parts that pertain to the common IMS can be handed over to 3GPP (to be progressed by 3GPP in the security specifications for core IMS).
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