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1 Introduction
Each of the contributions S3-070517, S3-070530, S3-070552, and S3-070573 proposes a mechanism to refresh keys during idle to active transitions. The mechanism introduced in S3-070573
 can be interpreted as a special case of the suggestion made in S3-070552. 

S3-070517 and S3-070552 each compare their new suggestion to the mechanism we proposed in S3-070305 at the previous meeting SA3#47. As we have updated our proposal according to the comments received during SA3#47, the RAN LS S3-070439 to SA3#47 and the R2-073001 to be handled by SA3#48 (cf. S3-070530), the comparisons should be now done against the updated contribution i.e. S3-070530. In this contribution we therefore update the comparisons provided in S3-070517 and S3-070552 respectively by comparing them with our new proposal. 

2 Comments on S3-070517

In S3-070517 a mechanism is suggested that combines the approach suggested in S3-070505 with using a parameter START that is stored on the USIM for key refresh on idle to active transitions. We see the following two problems with this approach

1. It either requires changes of the USIM to allow for the storage of an LTE specific START value, or reuses the START value used for UTRAN. Both alternatives are not acceptable as LTE access shall be able with legacy USIMs and mixing UTRAN and LTE security parameters may lead to unwanted dependencies between UTRAN and LTE.

2. In addition, the approach still requires the START value to be included in the NAS security request. However, as stated in R2-073001, RAN2 aims to eliminate a START value from the NAS security request.

The above comment 1 also applies to the use of START in the counter-based version of S3-070517.

3 Comments on S3-070552
In S3-070552 a counter is used to compute a new KeNB from KASME during idle to active transitions. 

The advantage of 552 over the original suggestion made in 305 stated in 552 is that 305 requires additional parameters to be included in the NAS service request. The new approach suggested in 530 does not have this disadvantage anymore such that according to the statement in the conclusion of 552 the solutions 552 and 530 are equal. 530, however, has the advantage over 552 that it does not require the MME to store an additional counter while the UE is in idle mode.

Furthermore, nothing is said in 552 about re-synchronisation of the counter dedicated to key refresh. A new run of AKA may be the obvious choice, but it has not been decided yet that the UE can initiate a new AKA at any time during idle mode. In UMTS, this is not the case. In 530, there is no issue with re-synchronisation.  

4 Comments on S3-070573

The mechanism suggested for key refresh on idle to active transitions in S3-070573
 is similar to the one suggested in 552 but additionally suggests using the NAS integrity counter used in the downlink as input to the derivation of a fresh KeNB. This has the advantage that no additional context information has to be stored in UE or MME during idle mode. This is an advantage over other suggestions, e.g. 552 and contributions to SA3#47 (302). Furthermore, the procedure used to refresh the keys in S3-070573 is based on the assumption that a NAS level SMC is used during idle to active transitions. 

However, the use of the down link NAS integrity counter in 573 also has either of the following disadvantages:  Either, the counter must be associated with a new NAS message sent from MME to UE (such as a NAS SMC) which is to be avoided during idle to active transitions. Or, the down link NAS integrity counter would have to be increased outside the normal NAS integrity operations, i.e. it would be part of two different procedures. This is confusing and may lead to implementation errors. In 530, the service request message is protected by NAS integrity even if the NAS MAC is not or only partially sent with this message. So, such a disadvantage does not arise. 

Furthermore, the following problem seems to have been overlooked in 573: NAS keys may change even when KASME stays the same. If the NAS keys change, the NAS counters will be reset to zero. Using the NAS counters and KASME as input to derive KeNB can therefore lead to KeNB repetition which defeats the purpose of the key refresh mechanism.  Whether it will actually be is the case that NAS keys can change while KASME stays the same is ffs. But it is obviously prudent not to create unnecessary dependencies between the key updates. 573 acknowledges the possibility of NAS key changes without prior KASME change in the following text: “In addition to case of Idle-to-Active transitions, the proposed solution is also designed to account for the case where the mobile (re-)connects to the network using an already existing KASME but no currently existing NAS level security context.” 

530 has the advantage that using the NAS-MAC as input to key refresh for KeNB makes the input dependent on the NAS integrity key (as well as the NAS integrity counter) such that the input does not repeat when the counters are reset. Hence considerations on whether KASME has to change whenever we want an update of KNASint  are independent of the key refresh for KeNB.

5 Comparison of 517, 552, 573, and 530

The discussion above is summarized in the following comparison table. This table contains all attributes used for comparison in 552 and 517 and additionally considers the issues discussed above. The attributes that all or none of the mechanisms supports are left out: 

	
	305
	552
	573
	517
	530

	Uplink data in first message
	Yes
	No
	No
	Yes
	No

	UE needs to keep additional state during IDLE mode 
	No
	Yes 
	No
	Yes 
	No

	Nonce generation function in ME / MME
	Yes
	No
	No
	Yes
	Yes

	Implies dependencies between K_ASME and NAS key refresh
	No
	No
	Yes
	No
	No

	Open resynchronisation problem
	No
	Yes
	No
	No
	No

	NAS integrity counter incremented without integrity protection being used 
	No
	No
	Yes
	No
	No


Table 1: comparison of five solutions for key refresh

6 Conclusion
Mechanism 530 has the advantage over 552 that it does not require MME to store additional context information, and has the further advantage that it does not depend on any considerations about re-synchronisation of new counters. 

The proposal in 573 to use the NAS integrity counter as input to key refresh has two issues: coupling of key refresh for NAS keys and K_ASME, and use of NAS integrity counter in two different procedures for different purposes. 

The proposal in 517 to use START as an input has the main issue that it either requires LTE specific USIMs or creates a dependency of UTRAN operations and LTE operations. 

We therefore propose that SA3 takes a decision to use the approach suggested in 530 as working assumption during this meeting and to include the respective mechanism in TR 33.821. 
� This contribution also includes suggestions for key handling on handover, which are not subject to this contribution


� In addition, it is suggested in S3-070573 to introduce an additional hierarchy level in the key hierarchy the purpose of which is left unclear 
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