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1 Introduction
During SA3#47 discussions on GBA PUSH, the need for work on use-cases was highlighted in order to select Ks model, cf S3-070352 “GBA Push interworking implications” [1]. 

This contribution provides use-cases to push GBA PUSH protected messages towards the UICC. It also analyses the impacts of the different Ks models from the viewpoint of the UICC. 

2 Use-cases for GBA Push supporting GBA_U

This section provides use-cases requiring GBA PUSH solution with endpoint in the UICC. 

· OMA use-cases

OMA BCAST

At the beginning of SA3 work on GBA PUSH, OMA SEC group sent LS to SA3 on “Security solutions for push-based services [2] in order to provided use-cases for GBA PUSH. One of this use-case is OMA BCAST smart card profile, which requires GBA PUSH solution with endpoint in the UICC. Consequently, GBA PUSH solution shall support GBA_U. 

Extract of OMA SEC LS on Security [2]

OMA BCAST

Currently OMA BCAST is working to reuse 3GPP MBMS for service protection. In MBMS it is assumed that the client initiates a GBA session to establish a key with the MB-SC. This key is later used by the MB-SC to push messages to the client. If the MB-SC for any reason loses the established key, there is no secure way to establish a new key. A GBA PUSH mechanism would solve this problem.

In OMA BCAST DRM based service protection key management, registration and delivery of long term keys can be initiated from both network and device, using ROAP mechanisms. The smart card based service protection profile uses MBMS GBA mechanisms for registration and long term key delivery. It would be advantageous to also for this profile have network initiated registration and delivery of long term keys. A secure GBA PUSH mechanism would enable such a solution.
Others OMA use-cases

Others OMA use-cases could rely on GBA_U-based GBA PUSH solution. E.g. OMA SEC group identified GBA PUSH-based key management as a good enhancement for future device management and client provisioning releases. This GBA PUSH solution could rely on Ks_ext_NAF/Ks_int_NAF keys to reinforce the security. But, for those use-cases, there is no OMA requirement mandating that GBA PUSH solution shall address the case of endpoint in the UICC. 

· MBMS use-case
GBA PUSH could be useful for MBMS. 

GBA was created to secure MBMS and allow UICC-based solution by means of GBA_U. In case of use of GBA PUSH for MBMS, it should be possible to send GBA PUSH messages protected by means of keys stored on the UICC, i.e. Ks_int_NAF-related keys. GBA PUSH solution shall support GBA_U. 

· Set-top box use-case
It also exists the use-case of set-top box equipped with UICC reader and without return channel to the network, this use-case was provided in Nokia contribution S3-060261 [3]. It implies that the GBA PUSH messages would be protected by means of the UICC. 

Consequently, there are several use-cases to push GBA PUSH protected messages towards the UICC: OMA BCAST smart card profile, MBMS, set-to box use-cases.

GBA PUSH shall support GBA_U. 

3 Impacts of different Ks_models on UICC 

S3-070352 [1] provided description of 3 Ks models and overview of interworking scenarios. 

The impacts of these Ks models on the UICC are the following: 

· Single_active_Ks
	Rel-6/Rel-7 UICC
	Rel-8 UICC

	Rel-6/Rel-7 UICCs support Single_active_Ks model


	GBA_U-based GBA PUSH is possible without changes to the UICC. 


· Multiple_active_Ks
	Rel-6/Rel-7 UICC
	Rel-8 UICC

	Rel-6/Rel-7 UICCs cannot support Multiple_active_Ks model.


	GBA_U-based GBA PUSH is possible, but it requires the following changes to the UICC:

The AUTHENTICATE command (specified in TS 31.102) should be modified in order to allow 

· Bootstrap of the key Ks_push

· Derivation of Ks_int/ext_NAF keys for GBA PUSH 

Ks_push and Ks_int_NAF for GBA PUSH shall not overwrite existing GBA keys stored on the UICC. 

Handling of Ks_push life time should be taken into consideration. 

In case that a NAF deals with both GBA_UE-initiated and GBA_PUSH messages (use of the same NAF_ID) then it seems needed to store in the UICC both Ks_int_NAF for GBA_UE-initiated and Ks_int_NAF for GBA_PUSH. There is no longer only one Ks_int_NAF key per NAF. 

E.g this NAF could be BM-SC sending also broadcasted pushed messages



· Disposable_Ks
The key lifetime of Ks_push in the UE is not yet defined. It is not defined if Ks_push in the UE is lost/forgotten after its first usage or if the UE could reuse it during Ks_push key lifetime (while the key Ks_push is lost in the BSF). 

Remark: if Ks_push is not forgotten after its first usage, the differences between Disposable_Ks model and Multiple_active_Ks model are not clear. 

Consequently, the impacts on the UICC are described for the two scenarios: Ks_push is used only once and Ks_push can be reused several times, to derive sets of Ks_int/ext_NAF keys.

	Rel-6/Rel-7 UICC
	Rel-8 UICC

	Rel-6/Rel-7 UICCs cannot support Disposal_Ks model.


	GBA_U-based GBA PUSH is possible, but it requires the following changes to the UICC:

Scenario_1: Ks_push is used only once to derive one set of Ks_ext/int_NAF keys: 

A UICC-ME command is required to compute Ks_int/ext_NAF in GBA PUSH mode:

The ME sends the GBA Push Info necessary to derive in the same procedure both Ks and NAF specific key Ks_int/ext_NAF associated to the targeted NAF. 

This procedure could be a modification of the AUTHENTICATE command

There is no need to store Ks_push since the key is not reused to perform further NAF Key derivations, Ks is lost/forgotten and Ks_UE-initiated is not overwritten.

In case that a NAF deals with both GBA_UE-initiated and GBA_PUSH messages (use of the same NAF_ID) then it seems needed to store in the UICC both Ks_int_NAF for GBA_UE-initiated and Ks_int_NAF for GBA_PUSH. There is no longer only one Ks_int_NAF key per NAF. It is the same case than Multiple_active_Ks. 

Scenario_2: Ks_push can be used several times to derive several sets of Ks_ext/int_NAF keys. Ks_push has a key lifetime. 

The AUTHENTICATE command should be modified in order to allow:

· Bootstrap of the key Ks_push

· Derivation of Ks_int/ext_NAF keys for GBA_Push

Ks_push and Ks_int_NAF for GBA PUSH shall not overwrite existing GBA keys stored on the UICC. 

Handling of Ks_push life time should be taken into consideration.

In case that a NAF deals with both GBA_UE-initiated and GBA_PUSH messages (use of the same NAF_ID) then it seems needed to store in the UICC both Ks_int_NAF for GBA_UE-initiated and Ks_int_NAF for GBA_PUSH. There is no longer only one Ks_int_NAF key per NAF. It is the same case thant Multiple_active_Ks. 




Remark: the impacts on the UICC of scenario_2 Disposable_Ks model are the same ones than Multiple_active_Ks. 

Consequences of Ks models on GBA PUSH-based services

Single_active_Ks: 

Rel-6/7 can support Single_active_Ks model. Consequently, in case of Rel-6/7 GBA_U-capable UICCs together with ME supporting GBA PUSH and Rel-8 BSF, GBA PUSH-based services could push messages protected by means of GBA_U related keys (Ks_int/ext_NAF keys)

Multiple_active_Ks and Disposable_Ks models: 

Rel-6/7 cannot support Multiple_active_Ks or Disposable_Ks model. Consequently, in case of Rel-6/7 GBA_U-capable UICCs together with ME supporting GBA PUSH and Rel-8 BSF, GBA PUSH-based services could NOT push messages protected by means of GBA_U related keys. Those services, e.g. GBA PUSH-based OMA enablers could not take advantages of smart card environment to secure the applications. 

Multiple_Ks and Disposable_Ks models have an important drawback due to the fact that Rel-6/Rel-7 UICCs cannot support those models. E.g. GBA_U capable Rel--/Rel-7 UICCs could have been issued for MBMS services. Rel-8 MBMS could require to push GBA PUSH messages and the security of those messages could not rely on GBA_U… while GBA_U was created to secure MBMS. 

Multiple_active_Ks and Disposalble_Ks models create backward compatibility issues with impacts at the security level. 

4 Proposal

Gemalto kindly asks SA3 to take into consideration further analysis to select Ks models. 

Gemalto would be in favour of selecting Ks_model allowing the support of Rel-6/Rel-7 GBA_U-capable UICCs for GBA PUSH solution. 

5 References

[1]
Nokia, Nokia Siemens Networks contribution, S3-070352 “GBA Push interworking implications”, SA3#47 meeting

[2]
OMA SEC Reply LS to SA3, S3-060043 “Reply to LS on Security solutions for push based services”, SA3#42 meeting

[3]
Nokia contribution, S3-060261 “GBA Push”, SA3#43 meeting













