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1. Introduction

TR 33.821 currently states that it may be beneficial to include node IDs in the derivations of session keys. Although this may appear as a good starting point from security point of view, this contribution shows that doing so, has no effect on the identified threats. In fact, it introduces problems with topology hiding, and complexity issues.

The conclusion that can be drawn from this is that the node IDs shall not be included in the key derivation functions, and it is proposed that this is removed from TR 33.821. 
2. Binding K_eNB to the eNB ID
The text where the inclusion of eNB ID in the KDF used to derive K_eNB is shown below, and the text of interest is highlighted with bold font.
5.2.6
 (D)DoS attacks against eNB from UEs 

5.2.6.1
Threats

a) The attacker impersonating a UE sends selected packets against the eNBs to deny eNB services from others. 

b) The attacker could launch a logical (D)DoS attack towards the eNBs from the RAN side. 

c) The attacker could send random radio signals that impede the physical layer communication (radio jamming)

5.2.6.2
Countermeasures

The countermeasure is to integrity protect signalling after successful authentication. Before the UE is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks).

Editor’s Note: The countermeasures for detection and report against jamming attacks need to be further detail.

Threat B) can be mitigated with mutual authentication between UE and eNB based on eNB-specific session keys. There are two possible solutions after that:

· Session keys are bound to the eNB identity and the master key for deriving eNB specific session keys are stored only in the UE and the MME. Attackers cannot leverage compromise of one eNB to compromise other eNBs. eNBs do not contain long term UE session keys (eNB keys with the MME are there) and they can not derive or create keys for other eNBs. Using the UE-eNB session keys provides protection against logical DoS attacks based on mobility signalling between eNBs. Context transfers and/or handoff commands can be authenticated and thus resource depletion attacks are mitigated. Attackers can’t hijack UE’s application level protected sessions with a hijacked eNB. Attackers can’t hijack UE-MME session or initial access authentication key material with a hijacked eNB. Based on the eNB specific session keys attackers can’t hijack sessions with other eNB with a hijacked eNB. Because of the separate UE session keys with every eNB, an attacker can not hijack UE sessions moving out of the hijacked eNB. 
Analysis:

Security:
It is unclear how the binding of the session keys (K_eNB and its derivatives) would be helpful against threat B (or A or C) above. We argue that:

· As K_eNB is anyway specific per eNB-UE pair, it is not possible for a malicious UE to send control signalling on the air interface, to trick another UE to get degraded service.

· As X2-C and S1-C are integrity protected, it is not possible for an attacker on these links to send malicious control traffic on these interfaces either.
· Since there is a new K_eNB derived on each IDLE to ACTIVE transition, this gives a stronger protection against K_eNB theft than binding the K_eNB to a particular eNB ID.
The above arguments are made under the assumption that the attacker/malicious UE does not have physical access to the key(s) in the eNB in question which, if false, would imply even worse security problems..

We also note that if a UE re-visits the same eNB twice, the identity of the eNB (as such) does not aid in providing key fresheness/uniqueness, so this property would have to be achieved by some other means. 

It has already been agreed that the K_eNB shall be bound to the C-RNTI. The reason for this was to force an attacker, having access to a K_eNB, to follow the UE during each eNB to eNB handover to retrieve the C-RNTI. If the attacker does not do this, he will not be able to derive the K_eNB used by the UE in the new cells. That is, it provides some form of forward protection. Therefore, there is no need to include the eNB ID in the key derivations for this purpose.
Complexity:
The eNB ID is not available to the UE in current RAN specifications. From the UE's point of view, there are only cells, and the UE does not know to which eNB a cell belongs. This serves two purposes. First, it provides topology hiding, and secondly, the eNBs can be abstracted away in the design of the RAN.
Conclusion 1: 
The binding of the K_eNB to the eNB identity does not add any protection against the threats described in this section. The RAN protocols will be more complex if the eNB ID is included.
3. Binding K_ASME or K_eNB to the MME ID

Section 7.4.7.3.4 states that the K_ASME shall not be bound to the MME ID:
The binding of the identity of the ASME (MME in LTE) would ensure that the compromise of one ASME / MME under the control of an attacker does not affect other ASMEs / MMEs in the same access network. However, one may assume a uniform level of security for entities of the same type in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed lower. In addition, the ASME/MME identity may not be available to UE for key derivation as an operator may want to hide the MME identity towards the radio interface. It is therefore proposed not to include the ASME identity in the derivation of the top-level keys.
Analysis:

Security:
SA3 has already agreed (as of above) not to include the MME ID in the derivation of the K_ASME. Since there it is agreed that the K_ASME shall not be bound to the MME ID, there is still the option of binding the K_eNB to the MME ID. However, there are no threats identified, where this would be a possible countermeasure.  
Complexity:
If the MME ID was bound to the K_eNB, it would mean that the K_eNB would be affected in case of a MME change at eNB to eNB handover. In this case, the UE would have to be aware of the MME change (and would have to know about which MME it is currently connected to just because of this binding. This leads to extra NAS signalling.
Conclusion 2: 

SA3 has agreed to not include the MME ID in the derivation of the K_ASME, and has not identified any need for including it in the K_eNB derivation. Including it in the K_eNB derivation would not increase security while the UE is assigned a specific MME, and would increase the complexity of the EPS (by introducing signalling of the MME ID to the UE), and would reveal information about the topology of the core network to the UE.
4. Binding RRC/UP keys to eNB ID

Section 7.4.7.3.7 proposes to bind the RRC and UP keys to the eNB ID as can be seen below.
It is proposed to make RRC and UP keys dependent on the identities of the eNBs for which they are generated. This requirement does not preclude that these keys are transferred to and used by different network entities in handover.  

The binding ensures that the compromise of one network entity would not affect other network entities of the same type in the same access network. But on the other hand, one may assume a uniform level of security in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed relatively low. It’s proposed just the same to use this binding because (as already stated in Section 5.4) the moderate gain in security comes almost for free. This assumes that the relevant identities are easily available to entities deriving the keys.

Analysis:

Security:
It is unclear how including the eNB ID in the derivation of the RRC and UP keys could prevent affecting other eNBs if one eNB is compromised. 
The eNB ID would have to be sent to the UE before the RRC and UP keys are derived. This means that it would have to be sent in clear text or that it is sent in an encrypted NAS message. If it is sent in clear text, it is public information, and there is no added protection by including it in the RRC/UP key derivations.
The same argumentation regarding forward protection as was used for binding the K_eNB to the eNB ID applies here.

Complexity:
If the eNB ID is sent in a NAS message, additional NAS signalling has to be specified, and from a RAN perspective, this is no longer "for free" as stated in TR 33.821.

Furthermore, in case of a handover, the keys need to be re-bound to the target eNB ID. This means that there is a need for a NAS message also in this case. This would imply a NAS message at every handover, which is not there today.
Conclusion 3:

Even though it could be possible to include the eNB ID in the derivation of RRC/UP keys, the cost is not as low as initially anticipated. Since the protection gained is not very high as noted in TR 33.821, it is better to not include the eNB ID in the RRC/UP key derivations.
5. Conclusions and proposal

As shown in the previous paragraphs, binding the session keys to node identities does not protect against the threats identified, and only adds complexity to the EPS. Furthermore, it prevents topology hiding.
Therefore, it is proposed that SA3 agrees to remove the node identities from the key derivation functions according to the pCR at the end of this contribution.

6. p-CR

7.7.4
Key handling

Draft Report SA3#42: “So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserve the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. “

 “Opinion were requested so that a decision could be made whether to have serving network authentication or not. Delegates were asked to determine if this is a threat or not.”

Editor’s Note: The added value isn’t clear.

SA3 agreed to use key hierarchy presented in 7.4.7 as a working assumption for LTE (S3-070095).


SA3 agreed to not bind the K_eNB or RRC/UP keys to the eNB identity, because:

· The K_eNB is renewed on each IDLE to ACTIVE transition, so in this case binding to a certain eNB ID does not give any extra security

· Re-binding the K_eNB to the target eNB identity at inter-eNB handover requires that the eNB identity is sent to the UE in an encrypted NAS message. This requires that a NAS message is introduced purely for this purpose, which was seen as too complex.

· The UE only knows the RAN as cells, not as eNBs. Introducing the eNB identity in the KDF requires that the network must expose its topology.

SA3 agreed to not bind the K_ASME or K_eNB MME identity, because:

· The UE is agnostic of the MME it is connected to, and extra signalling would have to be introduced just to achieve this binding.
· Introducing the knowledge of the MME the UE is connected to exposes the network topology to the UE.
Editor’s Note: Whether this key hierarchy should be introduced in UTRAN if ffs (relation to S3-070089).

SA3 agreed to bind authentication vectors to SAE usage with the AMF field (7.4.8) (S3-070096)).

Key handling in idle and active mode mobility presented in 7.4.9 was adopted as a working assumption (S3-070097).

Editor’s Note: Usage of START value is ffs.

Key handling in mobility, presented in 7.4.10, was agreed as the baseline for further discussions (S3-070099).
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