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	The specification introduces several collocation alternatives between the Liberty Alliance authentication function and different GAA entities. All of them allow applications to benefit from AKA-based authentication without a need  to implement the NAF role. It is important to note that, when a security association is not required between the UE and the application, as in the Authentication Proxy scenario, LAP / SAML v2.0 protocols may be enough to propagate an AKA-based authentication event happened in the BSF towards the different applications, and therefore NAF implementation in the applications would not be needed.
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********************** begin next change ****************************

4.3b
Use of bootstrapping-based authentication in a Liberty Alliance Circle of Trust
The interworking scenarios described in this specification rely on the collocation of the Liberty Alliance authentication function (IdP or AS) with GAA/GBA entities. From the Liberty Alliance framework point of view, this means that AKA-based authentication (according to GBA authentication mechanisms) is available in the given circle of trust. Note that Liberty Alliance service providers are not necessarily aware of the deployment of GBA in the network; they only know that such kind of authentication may be requested without the need to implement the NAF role.
On the other hand, many of the HTTP-based applications deployed in a network do not require the establishment of a security association between them and the UE. In many situations, the application only requires trusted information about the identity of the user and a secure transport, which may be TLS. This is, for instance, the implicit approach of the Authentication Proxy described in clause 6 of TS33.222 [2]. It handles the TLS security relation with the UE and relieves the applications from implementing the NAF role, providing them with user identity information by means of HTTP headers. There is not a security association between the Application Servers and the UE, only between the UE and AP.
When applications do not require full security associations, implementing the NAF role doesn’t provide that much extra value if there is an Identity Provider in the network providing authentication functionality in which the applications can rely. Instead, applications may simply play the role of Service Provider as defined by Liberty ID-FF / SAML v2.0 specifications, offloading the authentication tasks to the Liberty/SAMLv2 IdP and also being released from implementing the NAF role. The most straightforward alternative to enable this scenario would be the case of IdP/BSF collocation, since in such scenario the IdP (which also plays the role of BSF) is able to execute the bootstrapping-based authentication procedure. In the IdP/NAF collocation scenario, it would also work, since the IdP/NAF leverages the SIM-based authentication performed by a BSF. The operator network topology (regarding the trust domains where the IdP must be deployed) and business needs will determine which layout is more convenient for the operator.

In both cases, the Application Server can obtain information about the authentication procedure performed by the IdP and about the user identity by means of LAP / SAML v2.0 mechanisms (the protocols and profiles used to trigger the authentication of the UE and the successful transfer of authentication and identity information towards the AP are defined in Liberty ID-FF [7] or SAML v2.0 [11], [13]). This alternative may also be used by an Authentication Proxy. That way, the Authentication Proxy, instead of playing the NAF role, would simply play the role of a LAP/SAML v2.0 Service Provider.

The figure below depicts how this could work in the case of the IdP/BSF collocation scenario. The situation would be similar for the IdP/NAF scenario, considering a combination of Figure 4.b-1 below and Figure 4.2-8.

[image: image1]
Figure 4.3a-1: Example of collocated Liberty Alliance IdP and GAA BSF with LAP / SAML v2.0-enabled Authentication Proxy.
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