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1 Introduction
During SA3#47 a key refresh mechanism was introduced (S3-070305) that allows for an efficient refreshing of NAS, RRC and UP keys during idle-to-active transitions. 

Due to a length restriction on the NAS service request message to 72 bits (LS S3-070439 from RAN2), the feasibility of the refresh mechanism was questioned, as it required including a nonce NonceUE generated by the UE in the NAS service request. 

Remember that a nonce is a number used only once, so a nonce does not have to be randomly generated, it could also be a counter. 

In this contribution we alter the mechanism introduced in S3-070305 in a way that makes it unnecessary to include any additional information in the NAS service request. The new mechanism is based on the assumption that the security context for NAS integrity protection is available to UE and MME during idle mode. This security context includes the NAS integrity key KNASint as well as a NAS integrity specific counter CountNASint. We therefore propose to modify the mechanism introduced by us in S3-070305 in such a way that parameters from the NAS integrity security context are used as input to derive fresh keys for UP and RRC upon idle-to-active transitions. There are several ways how this can be done. Of course, only one variant shall be standardised. More details on possible variants can be found in the next section. The proposed mechanism is independent of the question whether the full-length NAS-MAC is actually appended to the NAS service request message, or whether, some truncation of this NAS-MAC is appended, or no MAC is appended at all and the acceptable length of this MAC is not subject to this contribution.
The draft LS R2-072919 states that during idle to active transitions only an AS-level security mode command is used to activate the protection of RRC and UP traffic. We therefore change the mechanism introduced in S3-070305 to mandate refreshing only UP and RRC keys during idle to active transitions using the AS SMC. A refresh of the NAS keys may additionally be requested by MME by sending a NAS-level SMC during idle to active transitions particularly for the purpose of refreshing the NAS keys. 

2 Key refresh based on nonce supplied by UE

The mechanism detailed in this section is based on the variant where the nonce supplied by the UE is the full-length MAC, i.e. the MAC applied to all NAS messages for NAS integrity protection, with the possible exception of service request messages. We assume that a “full-length” MAC has at least 32 bits. (This is the length of the MAC in UTRAN integrity protection.)
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Figure 1: Key refresh on idle to active transitions

1: UE computes NonceUE  =  MAC(old KNASint, CountNASint, NAS service request) as the MAC on the NAS service request computed with the old NAS integrity key and the current state of the counter for NAS integrity protection. This MAC may have any length required for the general protection of NAS messages. We assume that the minimum length is 32 bits as in UTRAN. 
2: UE sends the NAS service request message to MME. This message may be protected by the complete MAC, or by a truncation of the MAC computed above. The length of this truncation depends on the number of bits available for this purpose in the NAS service request and is not subject to this contribution. In LS S3-070439 from RAN2 it was suggested that a length of 16 bits may still be compatible with the overall length of 72 bits for the NAS service request message. 

3: MME optionally requests a new run of AKA to refresh KASME.  If this is the case, the rest of the procedure is handled as on a detached-to-active transition (see bellow). 
4: a) MME computes NonceUE  =  MAC(old KNASint, CountNASint, NAS service request), b) MME selects NonceSN and derives KeNB  and optionally  new KNASenc, and new KNASint  from NonceUE , NonceSN and the KASME generated during the last AKA run by  
(1) KeNB = KDF (KASME  || NonceUE || NonceSN || “eNB key” || [other])
(2) new KNASenc = KDF (KASME || NonceUE || NonceSN || “NAS encryption” || [other])
(3) new KNASint = KDF (KASME || NonceUE || NonceSN || “NAS integrity” || [other])
5: MME includes NonceSN, NonceUE, and KeNBin the eRANAP message sent to eNB. Optionally, MME also sends a NAS SMC protected with the new NAS integrity key to eNB. If the NAS SMC is sent, the MAC on the NAS SMC always has the full length in contrast to the MAC included in the service request message which may be truncated (depending on RAN2 feedback).

6: eNB derives the RRC and UP keys from the received fresh KeNB  by 

(4) KUPenc = KDF (KeNB  || “UP encryption” || [other]) 
(5) KRRCenc = KDF (KeNB  || “RRC encryption” || [other])
(6) KRRCint = KDF (KeNB  || “RRC integrity” || [other])
7: eNB includes NonceUE , NonceSN   in the RRC-SMC and includes it  in the RRC setup message. This message is protected with the new RRC integrity key (RRC-MAC). If it received a NAS-SMC from the MME, eNB additionally includes this NAS-SMC in the RRC setup message.
8: UE derives new KeNB from KASME, NonceUE , and NonceSN as in (1) and derives  KRRCenc, KRRCint, KUPenc  from the fresh  KeNB according to (2), (3), and (4) above. If UE has also received a NAS-SMC, it additionally derives fresh NAS keys  KNASenc, KNASint according to (2), and (3) above. 
9: UE sends the RRC setup acknowledgement message to eNB, encrypted and integrity protected with the new RRC keys. This message includes the AS security mode complete message. In case UE received a NAS SMC, this message also includes the NAS security mode complete message. 
10: … rest of SMC procedure …
Note1: Using the NAS-MAC as NonceUE  additionally guarantees that the received NAS service request and the sent NAS service request are the same, i.e. that the NAS service request was not altered or replaced on transition. This is of particular interest if the integrity protection on the NAS service request is truncated to a very small amount of bits. The UE can check the integrity of the service request message after receiving the security mode command message; the MME can check the integrity after receiving the security mode complete message. This is an advantage over a mechanism that uses a predictable counter value as NonceUE.
Note2: similar to the RRC integrity protection in UTRAN, the NAS integrity protection (and encryption) in SAE/LTE is here assumed to be based on the NAS integrity KNASint as well as a counter value CountNASint (comparable to COUNT-I in UTRAN, which is a combination of the RRC sequence number and the RRC Hyper Frame Number) as input. The n least significant bits of CountNASint (where n is tbd) are assumed to be included in any NAS-message sent from UE to MME and vice versa. The use of such a counter value is necessary to ensure replay protection for NAS messages, which a MAC on the message alone does not provide. The NAS counter values are reset to zero whenever fresh NAS keys are established. In particular this is the case after AKA.  
3  Comparison with alternative approaches

It was proposed in S3-070302 and discussed during SA3#47 to use separate counters maintained by the UE and MME for the specific purpose to provide fresh input to the derivation of new RRC and UP keys. 

As we have shown in section 2 above it is unnecessary to maintain separate counters for key derivation purposes as the NAS security context already provides sufficient input material. 

So, our approach has the advantage over any approach similar to the one suggested in S3-070302 that it does not require synchronization and storage of any additional counters to guarantee the freshness of keys or key streams for RRC and UP protection when UE is in idle mode. For an advantage of the suggested approach over an approach that uses a counter as NonceUE cf. also Note 1.
4 Key handling on detached to idle transition

The current assumption in TR 23.813 (Section 5.5.2) is that in detached mode no security context is stored. As a consequence, on detached to active transitions, a new authentication and key agreement has to take place.  In this case, the initial layer 3 message sent from UE to MME cannot be protected as the UE and MME do not share any keying material before a successful termination of AKA. However, the length of the initial layer 3 message upon detached-to-active transitions is not restricted. Thus UE can select NonceUE, include it in the initial layer 3 message, and MME can extract it from there. MME then initiates AKA during which MME and UE agree upon KASME. The rest of the key handling is as described in Section 2 starting from step 4b) and including the NAS-SMC procedure to activate NAS integrity and ciphering.  
Editor’s note: It is ffs if UE and network shall store security context for further usage while UE is in detached mode. Storing such context may lessen the burden on the authentication infrastructure and to speed up detached-to-active mode state transitions.
5 Conclusion

In this document an update of the key refresh procedure for idle-to-active transitions introduced in S3-070305 was proposed that solves the problem of the original proposal in S3-070305 with the limit on the length of the service request message as it does not require any additional information to be carried in the NAS service request message. Apart from this change, the newly suggested procedure has the same properties regarding purpose, efficiency and synchronisation as discussed in S3-070305. In particular, the key refresh mechanism is very efficient and contributes negligibly to the delay of the overall idle-to-active transition procedure. 

We propose that SA3 adopts the proposed procedure as working assumption on how to ensure key freshness on idle to active transitions and key handling on detached to idle transitions within SAE/LTE and include the text from section 2 and section 4 above in TR 33.821. 
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