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1
Introduction

RAN3 is discussing an LTE MBMS architecture where IP multicast is used for the delivery of the control and user plane messages for the eMBMS broadcast mode (and, by extension, the enhanced broadcast mode). The use of IP multicast for the User Plane has been accepted. A decision for the control plane has to be taken. This paper analyses the security implications of using IP multicast for MBMS CP and UP. In the next chapter an overview of the eMBMS architecture, together with the assumptions that have been made, is given before analyzing threats and countermeasures. It is proposed that this analysis is sent to RAN3.

2 
The eMBMS architecture
The eMBMS architecture is described in document [R3.018] and R3-071269 (R3-071228 is a discussion summary).

The working assumptions taken by RAN3 can be summarized as follows:

A) IP multicast is used for the MBMS user plane.

B) The multicast originator is an MBMS_GW-UP network entity, the multicast recipients are the eNBs.

C) IP multicast addresses for UP are allocated by CP signaling.

The use of IP multicast for the Control Plane has not been agreed yet in RAN3.

For the purpose of this analysis we assume that 

a) IP multicast CP addresses are administered (preconfigured) in the eNB and MBMS_GW-CP network entity.

b) Application layer security is independent of MBMS network security i.e. security according to TS 33.246 may be active or not. 

In this document when talking about UP we mean the distribution of UP packets from the MBMS_GW-UP network entity towards the eNB.

In the security analysis we further assume that the attacker can gain full knowledge of all parameters that are send from the MBMS gateway (CP and UP) towards the eNB in non-confidentiality protected messages. At the same time we assume that the attacker is not able to compromise an end Node i.e. eNBs or MBMS GWs. This means that this analysis focuses on means for an attacker to use insecure network connectivity or compromised multicast routers in the connectivity network between MBMS GW and eNBs..
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Figure 1: LTE MBMS reference architecture containing with the option of IP multicast for the control plane.

3 Threats analysis

3.1 
Overview

In general the threats to be analyzed for UP and CP are

- Packet Deletion

- Packet Modification

- Packet Insertion (single versus bulk possibly leading to a DoS-attack).

In following clauses we analyze respectively the user plane and the control plane separately i.e. for section 3.2 it is assumed that the control plane is secure irrespective of whether CP is multicast or uses ptp signaling.

3.2
The MBMS user plane

We can and should not assume that application layer security has been applied to the user data. Some known use cases without application layer security are free-to-air TV and emergency broadcasts. A characteristic of the latter is that this service cannot be pre-scheduled and has a high priority indication which can overtake current scheduled services. A characteristic of the former use case is that it can be pre-scheduled. Under the assumption that the Control Plane is safe then both use cases seem to face the same threats. 

We assume that the attacker can determine the used UP IP multicast addresses from an ongoing session or else guess valid IP multicast addresses from the set of formerly used ones (range of used addresses).

The use of multicast provides a form of message transport reliability (robustness) i.e. a eNB may receive the same multicast message via two different paths. This makes that packet deletion and packet modification attacks are less efficient nearer to the sink nodes (i.e. the eNB). This kind of attacks may only lead to QoS effects for ongoing services (QoS degradation). Regarding to packet insertion the same QoS-issues arise when the attack is taking place near to the eNBs for an ongoing IP multicast session. 

More critical seem to be attacks on the links (as a man in the middle) between the MBMS_GW entity and the first multicast routers. More eNBs can be reached successfully. The fact that MITM
 could successfully Modify
, Delete/Insert packets on ongoing sessions makes it more critical to apply countermeasures. This is especially true if the eNB would accept IP multicast traffic for an allocated multicast address at any time (e.g. Multicast address for emergency use case).

In order to reduce the chance of successful attacks on the UP, ingress packet
 filtering in the access network could be applied to minimize the possible attack points and the coverage of the attack. 

However the only efficient way to remove the effectiveness of the attacks on the transport of the UP packets is to apply IP multicast packet authentication
 between the source and sink nodes i.e. MBMS_GW-UP and the eNB. Ciphering is not needed. 
From a performance point of view, this makes no big difference for the eNB, as also in the ptp architecture packet authentication by applying IPsec authentication
 should be required to counteract the same threats. The difference for the attacker is that in the point to multipoint transport of User Plane packets, the attack needs less effort compared to the point to point transport of User Plane packets..

In companion contribution S3-070528 at SA3#48 more details are given on IP multicast security solutions developed at the IETF.

3.3
The MBMS Control plane

As said in section 3.2 the differences in threats between a ptp or ptM based transport of User Plane packets  lies in that fact that an attack can be done with less work in the ptM architecture for the same result as in the ptp architecture. A successful attack on the User Plane has direct consequences as the result goes on the air interface. An attack on the control plane does not show up directly on the air interface, and can only be seen as a preparation phase for a successful User Plane attack
.

If the distribution of User plane packets is adequately protected i.e. by authentication of each packet between MBMS_GW-UP and eNB, then the attacker’s work in the CP can only result in Denial of Service (DoS) at some targeted eNodeBs.

If there is no User Plane packet authentication (but e.g. applying only ingress packet filtering then smart CP attacks could be performed that take knowledge of the ingress settings, to mount a successful attack. The chance that such configuration is done inappropriate (e.g. forgotten configuration changes dues to changed architecture) is higher then the fact that a node would be compromised. 
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As alternative solution, a trusted network entity could be used (e.g. MCE
) to relay SS messages that configure new services (e.g. non-ciphered emergency transmission or non-ciphered TV channel). But this assumes that the MCE
 has received these messages also in a secured way, so the problem of securing CP messages in a multicast architecture is then shifted upwards in network. As we assume that there are much more eNB's than MCE or MBMS_GW entities, this then basically means that the CP architecture uses ptp distribution.

3.4

Cost and security considerations of applying CP multicast

The question RAN3 is concerned with is whether, if multicast is used for the UP between the MBMS GW and the eNBs, are there any security reasons why it should NOT be used for the CP between the MBMS GW and the eNBs?
To answer this question we had to consider the following two risks (see section 3.2/3.3) that occur if multicast is used for UP or CP between the MBMS GW and the eNBs:
· it makes it easier than in the ptp CP case for an attacker to spoof MBMS content at a point between the MBMS GW and the eNBs.
· it makes it easier than in the ptp CP case for an attacker to deny service or degrade QoS for MBMS users at a point between the MBMS GW and the eNBs
The first risk is the most serious one and therefore the more important to address. The second risk is not only less serious, but more difficult to mitigate effectively - it should therefore be treated with lower priority.
The most effective way to mitigate the first risk is to apply multicast authentication of UP packets between the MBMS-GW and the eNB. If this is done then the only additional reason to authenticate the CP packets is to mitigate the DoS risk. If it is required to mitigate the DoS risk then the additional cost of applying multicast authentication to the CP is relatively small since the authentication mechanism for the UP could be re-used. This means that if multicast authentication to the UP is applied, the security impact of using multicast rather than ptp on the CP is insignificant. Applying multicast authentication to the UP between MBMS-GW and eNB requires at minimum the implementation of RFC 4303 (IPsec ESP) and optionally a key management architecture, and this involves a certain cost and this cost therefore needs to be compared against the cost involved by alternative measures.
One alternative solution which is mentioned in section 3.2 to mitigate the first risk, is to use ingress filtering to reduce the points in the network from which an attacker could successfully insert fake MBMS content or for the eNB to deny certain type of packets on certain links. If ingress filtering is applied without UP authentication, then CP multicast authentication becomes important for protecting against the first risk. This is because an attacker in one part of the network could spoof CP messages in order to extend the reach of a subsequent UP packet spoofing attack. Put another way, the ingress filtering solution on the UP is only effective if the CP multicast packets are authenticated. This means that, for this scenario, applying multicast authentication for the CP only may be attractive. However, introducing a multicast authentication solution for CP only may be more costly and therefore it may be easier in this case to restrict the CP to ptp only since this would also prevent an attacker from extending the reach of the UP packet spoofing attack. The cost of this solution then needs to be compared to the solution of applying multicast authentication in both CP and UP.

Table 1: Cost comparison

	Cost/Solution
	(1) CP/UP multicast + RFC4303
	(2)UP Multicast/CP ptp + Ingress filtering but no UP/CP authentication.

	Reached security level on Multicast transmission
	Effectiveness dependent on key management (timely key update which may be manual or automated RFC 3740)
	Effectiveness dependent on 

a) Accuracy of O&M for ingress filtering which may be both difficult to assess and maintain in a changing (transport) architecture

b) key management for Ptp CP protection

Total security is always less than (1) due to UP choice of protection which may also involve a cost in case of compromise.

	Performance and transmission savings
	Multicast savings on routers.
	No multicast savings in CP transmission.


4 
Summary and Conclusions

Applying countermeasures against user plane attacks seems to be the most efficient as attackers may see more value in making successful broadcasts than to perform a control plane attack that results a DoS (which can be done anyhow using other techniques).

Applying countermeasures only on the Control Plane does not remove the threat on the User Plane.

Countermeasures like multicast IP packet authentication (RFC4303) for the UP could also be deployed for the control plane. 

From a security point of view, solution (1) is more effective and in addition is more robust against human (O&M) errors than solution (2). Table 1 shows that we have no reasons to believe that the total cost of solution (1) is more than solution (2). Therefore we think that the security and the involved cost should not be a reason why CP multicast between the MBMS GW and the eNBs could not be used.

It is proposed that SA3 support and promote (1) in order to protect against unwanted use of the E-MBMS architecture.

We propose to discuss and evaluate the security analysis and to inform RAN3 of the conclusions made.
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� As an example the attacker could broadcast political messages against the government or trying to create panic situations.


� This threat is independent of whether application layer security is being used or not. But if application layer security is being applied then the attacker also needs to obtain the application layer keys related to the protected MBMS session (e.g. by becoming member of the MBMS service and extracting the short term keys) to be able to mount a successful attack on the transport of the user plane packets. 


� Ingress filtering is a technique used to make sure that incoming � HYPERLINK "http://en.wikipedia.org/wiki/Packets" \o "Packets" ��packets� on a network are actually from the networks that they claim to be from. Similarly a node could check whether IP packets received via a certain link apply to certain criteria e.g. IP address range..


� Achieved protection level: There is no protection against insider attacks when using IP multicast security with shared secrets e.g. if a eNB is compromised and then the multicast security secrets) are leaked, then the attacker gains full power as if there was no security. If an eNB is compromised then the attacker can directly broadcast data on the air interface, rather than trying to use the MBMS UP transport to further send data to other uncompromised eNBs (which might apply ingress filtering and could reject these packets).


� At minimum, the implementation of RFC 4303 (IPsec ESP) seems required. RFC3740 describes the key management architecture.


� Attacker faking MBMS control plane messages in order to give a fake MBMS_GW-UP entity the chance to broadcast UP messages


� The vice-versa case was analyzed in section 3.1 and showed that even if the CP is protected, there can be successful attacks on the UP which call for UP packet authentication between the MBMS_GW-CP and the eNB.


� The MCE could have a ptp connection to each eNB, which would need to be secured anyhow.


� Note that the MCE functionality currently is assumed to be restricted to the configuration of eNB of a time coordinated group of eNB. In other words the MCE entity will not always be deployed.  
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