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Introduction and Proposal

During SA3#46 and SA3#47 details of the GBA Push mechanisms were discussed. Many of those details depend on the actual usage scenarios. This contribution outlines some use cases and their characteristics in terms of GBA Push. 

We propose that SA3 study those and includes them into an Annex of TS 33.223.

Network initiated NAF Key Refesh

Services that have not their inbuild key refresh mechanism (e.g. like MBMS) may want to push a new security association to a user. The reasons for that might be continuous user service experience (e.g. keys expire during some critical time period), to spread load evenly on the network side or there is some maintenance in the network at the time of expiry (e.g. on the NAF to BSF connection which causes reduced bandwidth). The maximum Ks lifetime is known by the BSF and the NAF, if the NAF desires a fresh key (because it expires or for NAF policy reasons) it can proactively push a new security association to the UE.

Characteristics:
· Some UE’s require the security association to be established at a predefined time before the old key expires

· There exists already a Ua security association.

· The service consumption may occur much later then the security provisioning.

· The old NAF keys might be NAF keys generated in a GBA run according to TS 33.220 or in a GBA Push run.

· GBA_ME must be supported and GBA_U support might be needed, but not for OMA BCAST and MBMS, since those have their own inbuild refresh solution. 

Device Management and Client Provisioning

The operator may want to update securely information on the terminal. The UE has not contacted the operator before and hence can not be securely triggered to bootstrap (i.e. usage of SMS or WAP Push). The device management information should be pushed in a secure manner to the UE and the pushing may occur at a fixed point of time or during a pre-defined period. It must be ensured that the originator of the management message is authorized and that only the correct terminal can utilize the data.

Characteristics:
· The usage of the transferred information (called management message) to the UE may occur directly after the provisioning.

· Source of the management message must be identifiable i.e. the NAF

· Only authorized recipients of the management message should be able to utilize it. 

· Security association establishment (Upa) and delivery of the management message (Ua) might not occur together. Operator may want to send several messages secured by the same SA.

· Management information is targeted for the terminal, hence Ks_NAF support is sufficient.

BSF and HSS Load Balancing for Broadcast

GBA is used for MBMS and OMA BCAST. The main advantage of broadcast is that many devices can be served with content at the same time. Typical broadcast scenarios include soccer games, olympics, eurovision contest and other events of general interest. If a majority of the UE make the GBA bootstrapping run just before the event starts, then the BSF server and the HSS have to deal with a large load. Therefore it seems desirable, that the network can trigger the registration and delivery of the long term keys and many UEs can be provisioned with GBA credentials (NAF keys) at times, where the BSF is having a low load e.g. the night before the event. The receiving terminal also supports GBA and in case, that it receives a broadcast message, for which no security association is available, then it start a GBA run according to TS 33.220.

Characteristics:
· Many UE’s that require a security association at a specific time for service consumption.

· If GBA Push and GBA sessions according to TS 33.220 are managed together, then BSF can re-use Ks that was created for GBA Push for the GBA run according to TS 33.220. This also may work the other way around, that the Ks that has been established according to TS 33.220 could be used for GBA Push. If there is no uplink channel then this re-usage can not take place.

· It may be possible that there in no uplink channel available or it is undesired (due to network load) that many UE's make an uplink access at almost the same time (in the same area).

· The service consumption may occur much later then the security provisioning.

· Terminal should also support GBA according to TS 33.220 to allow service usage for the case that the SA via GBA Push did not arrive.

· GBA according to TS 33.220 is used (if supported) only for the case that no SA was received.

· The service that needs load balancing may require GBA (TS 33.220) or GBA_U support from the UE.

Summary:
The use cases and their characteristics above give rise to the following requirements:

(1) There are use cases, where the Ua protocol may terminate in the UICC and use cases, where it terminates in ME. 

(2) GBA Push should support both GBA_ME and GBA_U.

(3) Separate delivery of Ua and Upa messages should be supported.

(4) The Upa bootstrapping should be able to support unidirectional message delivery (e.g. Upa over broadcast).
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