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4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This clause describes the GAA and ID-FF / SAML / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and Zn-Proxy dependent on configuration) as described in TS 33.220 [1].

In the Liberty Alliance architecture the following system entities exist: Principal (shown as UE in the figures), IdP, DS, SP, and the roles WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.

As SAMLv2.0 [11] was specified with ID-FF 1.2 taken as an input, SAMLv2.0 is a superset of ID-FF 1.2 and SAMLv1.1 with some relatively small differences (mostly extensions). The related system entities are: UA, SP and IdP (User Agent, Service Provider and Identity Provider, respectively). For this strong similarity, no separate discussion on SAML is given in this section unless necessary. However, as SAML 2.0 has formally superceded ID-FF 1.2, it is recommended that the solutions implementing the interworking functionality described in this TR are based on SAML v2.0, rather than ID-FF v1.2. 
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.

Regarding GAA/GBA interworking with Liberty ID-FF, in principle Liberty ID-FF Identity Provider (IdP) Specification [7] is the only specific ID-FF service that it is relevant for the discussion regarding authentication interworking.
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Figure 4.2-2: General Liberty Alliance network model for ID-WSF

Regarding GAA/GBA interworking with Liberty ID-WSF, in principle Liberty ID-WSF Authentication Service (AS) Specification [8] is the only specific ID-WSF service that it is relevant for the discussion regarding authentication interworking. Liberty Alliance specifies the AS as part of the IdP in ID-WSF taking the authentication function in ID-WSF. This is in contrast to ID-FF, where the authentication function is not a separate service within IdP. First it is outlined, how the Liberty ID-WSF Authentication Service fits together with the GBA architecture, then the more complex scenario that includes a Single Sign On Service and an Authentication Service is described.

The typical Liberty ID-WSF attribute sharing infrastructure including WSC, WSPs and DS does usually not interwork with GAA/GBA. A WSC would request end user attributes from a WSP and all the required security aspects would be supported by the DS.

Liberty ID-WSF "Authentication Service and Single Sign-On Service Specification" [8] describes procedures so that:

1.
A user authenticates to an AS using SOAP-based interface;

2.
A user requests a security token to access a particular SP;

3.
A user presents the received security token to the SP.

This procedure is described in clause 4.3.5 and does not require any further interaction with WSCs, WSPs or DSs.  The Liberty ID-WSF Authentication Service may also be used by WSCs to be able to interact with a DS (e.g. when a Liberty ID-FF infrastructure is not available and a WSC needs to interact with a DS in order to discover user attributes). Here the DS would act as a SP that needs to authenticate the WSC. This would be an entity peer authentication rather than a GBA/GAA based end-user authentication. Thus the only potential for interworking between the ID-WSF Authentication Service and GAA/GBA is where a Liberty implementation of a WSC in a User Equipment (i.e. a Liberty User Agent or Device, LUAD-WSC) wants to get access to a SP (e.g. a DS or any other SP). Therefore, the roles and architecture elements relevant are described in figure 4.2-3.
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Figure 4.2-3: Liberty Alliance network model for ID-WSF Authentication Service

The Liberty Alliance Architecture might also not only contain an Authentication Service (AS), but also a separate Single Sign On Service (SSOS) that interacts directly with an SP. The AS provides security tokens to the UE which may be used with all services offered in the domain of the same provider. The scenario with SSOS is necessary when either the communication between UE and SP may by some reason only be based on ID-FF protocols, or if the service is offered by some other provider. The network model for this scenario is depicted in 4.2-4:
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Figure 4.2-4: Liberty Alliance network model for ID-WSF Authentication Service with Single Sign On Service

NOTE 1:
The dashed line indicates the authentication which is out of scope of Liberty Alliance ID-FF and ID-WSF specifications. The solid lines and boxes indicate Liberty Alliance reference points and elements.

The scenarios where the GBA architecture is combined with the ID-WSF AS have the following interworking elements:

- 
For the UE: UE comprises both GBA and LAP functionality and thus has Ub interface to BSF.

- 
For the AS: AS contains authentication functionality and thus has to interwork with GBA. Details depend on the actual collocation of elements and are given in the following sub-clauses.

The reference point between UE and AS is affected in this scenario, as can be seen e.g. in Figure 4.2-4. The reference point between UE and AS utilizes the Simple Authentication and Security Layer (SASL) protocol (RFC 2222 [17]) as authentication support layer according to Liberty Alliance specifications.

The UE-AS reference point may utilize digest authentication as a SASL mechanism (RFC 2831 [18]). This would be a specific implementation of the Ua protocol similar to TS 33.222 [2]. The protocols could use the shared secret of GBA (Ks_NAF) for authentication, e.g. digest-MD5 or other authentication methods within SASL
NOTE 2: 
 There are further interworking cases possible, but all require more new specifications or adaptations of existing specifications compared with the above-mentioned way. In particular, one case stands out where the AS acts as BSF. Then a version number information of the used AKA protocol must be transported within SASL, but this would no longer fall within the realm of GAA/GBA. There would be no Ub and Ua protocols as specified in TS 33.220, but only a straight-forward use of e.g. digest AKA within SASL for authentication. All other features of GBA would not be used.

The Liberty-specific interfaces are secured using methods described in [14] and [6]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP-based or PAOS-based [20]. For ID-WSF, the reference points between the UE and the SP, respectively the UE and the IdP might also be SOAP-based.

For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF or ID-WSF, there are two alternative architectures possible. The the Liberty Authentication function might be collocated with the NAF, or it might be collocated with the BSF and the SP collocated with the NAF. For ID-WSF, the reference points between the UE and the SP, respectively the UE and the IdP might also be SOAP based. These alternative architectures are discussed in the following sub-clauses.
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