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1. Introduction

TSG SA WG3 discussed about Security Mode Command (SMC) procedures for LTE based on Nokia, Nokia Siemens Networks contribution (S3-070367) and Huawei contribution (pCR S3-070364, S3-070363), that proposed enhancements to the existing SA3 TR33.821 security mode command procedure alternatives.

SA3 discussed if the SMC should be separated for NAS and RRC layers and wants to ask RAN WG2 and RAN WG3 input on this issue. E.g. if the RRC Setup message is not enough for activating AS security on UE side and the corresponding eRANAP message on eNB side (see Figure 1).

2. Security Mode Command alternatives
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Figure 1 : MME selects all algorithms and MME protects the acknowledgement for all algorithms (from S3-070367)
Figure 1 provides the alternative with only NAS level SMC message taking care of authentication both NAS level and AS level security algorithms.
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Figure 2 : MME selects all algorithms and MME protects the acknowledgement for NAS algorithms, eNB protects the acknowledgement for UP and RRC algorithms. (from S3-070364)
Figure 2 provides the alternative with both RRC level and NAS level SMC messages. The NAS level SMC message takes care of NAS algorithms setup and ciphering/integrity triggering. The AS level SMC message takes care of RRC algorithms setup and ciphering/integrity triggering.

3. Actions:

To RAN WG2, RAN WG3:

SA3 would like to know if RAN WG2 or RAN WG3 has any strong preferences over the Security Mode Command procedures presented in this LS, such as if there are any related problems with the NAS level SMC message when starting AS level ciphering/integrity. 

4. Dates of Next SA WG3 Meetings:
SA3#48
10th – 13th July 2007

Montreal, Canada

SA3#49
9th – 12th October 2007

Munich, Germany
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