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1. Introduction

SA3 thanks SA4 for the opportunity to perform a security review of the DIMS (Dynamic and Interactive Multimedia Scenes) specification, TS 26.142. SA3 has performed a review against v1.4.1 of TS 26.142.

SA3's understanding is that three security issues have been identified so far in SA4: 

1) The potential for 'phishing' attacks, especially using full-screen mode 

SA3 notes that SA4 have included a warning on this issue in the security section of the TS: 
"When content requests fullscreen video and especially fullscreen scenes, it is possible for the content to mimic the normal look of the device (the 'desktop' of a computer screen, for example) and persuade the user to enter potentially secure or private information into a presentation while thinking that they are interacting with the local system.  This is sometimes called “phishing”.  Care should be taken to handle content that uses fullscreen requests, such that the user is always aware of when DIMS content is filling the screen."
A further possible countermeasure would be to restrict DIMS to "window-only" mode, or in some other way make it clear to the user that the screen's content is rendered under DIMS control.

2) Cross-site scripting possibilities, since scripts can be embedded in DIMS content
SA3 notes that SA4 have included a warning on this issue in the security section of the TS:

"DIMS content can embed scripts.  Care should be taken to limit, to the presentation in which they occur, the access that these scripts have.  For example, it would normally be inappropriate for these scripts to have access to the local file system outside the scope of presentation.

Authors of web-sites that embed DIMS content, when the scripts in the DIMS content are not under the control of the web site — for example, if the DIMS content is fetched from another site, or uploaded to the web-site by users -— should exercise caution.  The embedded scripts may have access to the content of, and interaction of, the web site that embeds them, even though they were not authored by, or provided from, that web site."
A further possible countermeasure would be to restrict DIMS reception to certified servers only, and to signed contents only, without any means for the user to disable this strict checking in order to mitigate social engineering attacks. 

3) The matching rules and security of the 'save/restore' functionality, which is modelled on cookies 

SA3 suggests that the specification of the 'save/restore' functionality in section 5.5.2 makes reference to the HTTP state management mechanisms in RFC 2965, where security considerations are described. The OMA Rich Media Experience (RME) specifications also make use of the HTTP state management mechanisms in RFC 2965, and OMA have considered the security issues surrounding the use of these mechanisms. Therefore SA3 also suggest that the DIMS specification makes reference to OMA RME specifications. SA3 believes that it would be desirable to align the way in which security is handled for 3GPP DIMS and OMA RME.


SA3 was not able to identify any further security issues.

A further possible countermeasure applicable to all three security issues listed above is that it should be recommended to implement a secure client software update service to close security holes in the DIMS clients when they are detected.
SA3 recognizes that some of the proposed countermeasures may be inadequately complex or otherwise unacceptable to SA4. Furthermore, even if holes are closed in DIMS then similar holes may remain in other functions which are outside the scope of 3GPP (e.g. browser scripting and plug-ins). Nevertheless SA3 is keen to ensure that DIMS does not introduce significant new risks and we therefore urge SA4 to take a strong approach when specifying security countermeasures and recommendations for DIMS.

A further minor comment on the first paragraph of the security section of the TS is that an explicit reference should be made to the ECMAScript mobile profile (reference [2] in the TS). 
3. Actions:

To SA4
ACTION: 
SA3 kindly asks SA4 to take the above information into account. SA3 is happy to assist in any further work to finalise the security aspects of the DIMS specification.
�If anyone else wants to be the contact point then please let me know!


�Please continue to try to identify additional issues!
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