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1 Introduction

New features in MBMS may require enhancements to TS 33.246. It is not clear that such enhancements are always possible to achieve in a backwards compatible way. Below is an example where an enhancement would not be possible to introduce without affecting the user experience of Rel-6 UEs. A simple solution for this problem is proposed.
2 The need for 256-bit keys

As developments in cryptanalysis and hardware performance advances, the use of 128-bit keys may not be sufficient in a not too distant future. In fact, ECRYPT currently recommends that 128-bit keys are used only for data that is to be secured until around year 2030 [1].
Also in LTE, it has been agreed that support for 256-bit keys is necessary.
Since the use of MBMS will probably be highly linked to content distribution, it is necessary to provide a protection that the content providers feel comfortable with, or they will refrain from using MBMS.

2.1 MBMS support for 256-bit keys

The MBMS key hierarchy is in principle capable of handling 256-bit keys for Rel-6. However, during the profiling of MIKEY for transport of MSKs and MTKs, it was decided to not require the implementation of AES-key wrap. This has the effect that the only way to encrypt the MSK and MTK during transport is using the default method of MIKEY, namely, AES in counter mode using a 128-bit key.

As a consequence, even if the MSK or MTK were 256 bits long, they would be protected by 128-bit keys during the transport from the BM-SC and the UE, effectively making the key transport the weakest link.

To be able to fully support 256-bit key strength, two things are required to be specified:

1. It must be possible to signal from the network to the UE that a different encryption method is to be used to encrypt the MIKEY key-carrying payload (KEMAC) for a particular service.

2. Requirement that the UEs implement the above encryption method.
In principle, (1) can be solved by including a new encryption method in a later release, and rely on MIKEY's existing signalling of encryption method. This has the disadvantage that a Rel-6 UE would not realize that it cannot use a certain service until it has already registered, and gotten the first MIKEY message.

Another possibility is to add this signalling to the User service description, but since a Rel-6 UE will ignore any elements it does not understand, it would again register to the service, even though it does not support the new encryption method.

In conclusion, to be able to include support for full 256-bit strength in MBMS in the future (without degrading the user experience for Rel-6 UEs), it is necessary that Rel-6 UEs are made aware of that a service requires more functionality from them than they can provide already in the service announcement.
3 MBMS security in LTE and further enhancements to MBMS
Enhancements to MBMS in LTE are being specified in other groups. Although it may be reasonable to believe that the security solution will not be affected changes in the underlying access, there may be further enhancements to the actual services that require changes to the MBMS security solution.
4 Proposal

Traditionally, enhancements to the security solutions in 3GPP have been made in a way to not disturb legacy equipment without having to know specific releases of nodes or protocols used. As was seen in Section 2 there are cases where it is not possible to do enhancements at a later stage if care is not taken already in earlier releases.

A solution that would solve the problem of 256-bit keys in MBMS, and other enhancements that may be necessary in later releases, is to introduce a sort of version number for the MBMS security solution in the user service description; call it the MBMS security version. A UE that does not support the given MBMS security solution version number or a higher number shall not register for the service. This stops legacy UEs from registering to a service and later discover that they cannot make use of the data transmitted.
As soon as a security mechanism that is not backwards compatible with earlier releases is introduced, the version number is increased. That is, the version number is not one-to-one with version numbers of TS 33.246. For example, assume that the version number is introduced in TS 33.246 v6.13.0 and TS 33.246 v7.8.0. Then several backwards compatible changes are made in TS 33.246 v7.9.0, and v7.10.0. After that the new encryption method discussed in Section 2 is introduced in TS 33.246 v7.11.0. At this point the version number in TS 33.246 v7.11.0 is increased by one. Note that, by this scheme, the release 6 specification will probably always have a MBMS security version of 1. Table 1 shows the different versions of the specifications and the version number of MBMS security mentioned in the example for clarification.
	TS 33.246 Rel-6 specification version
	MBMS security version
	TS 33.246 Rel-7 specification version
	MBMS security version

	6.13.0
	1
	7.9.0
	1

	6.14.0
	1
	7.10.0
	1

	6.15.0
	1
	7.11.0
	2


Table 1. MBMS security version numbers in relation to specification version numbers.
4.1 ME and USIM MBMS security version numbers

It is possible that there will be different MBMS security version numbers for the USIM and the ME, and that certain updates in TS 33.246 that requires new functionality from the ME but not from the USIM and vice versa. Because of this, the user service description must contain both the MBMS security version number required from the USIM and the MBMS security version number required by the ME.
4.2 UICC based and ME based key management

In case of UICC based key management, the UE must verify that both the MBMS security version number of the USIM and the ME is greater or equal to the ones presented in the user service description.
In the case of ME based key management, the USIM is only expected to behave according to Rel-6 specifications, and all the key derivations and other possible enhancements are carried out by the ME. Therefore, it is only necessary to verify that the ME MBMS security version number is greater or equal to the one given in the user service description. In fact, there seems to be no need to carry a USIM MBMS security version number in a service utilizing ME based key management.

4.3 2G GBA MBMS security version number

2G GBA UEs are in the same situation as UEs using ME based key management. That is, the MBMS security version required by the SIM card cannot be more than existing in Rel-6 specifications.
It is proposed that we already in Rel-6 introduce such a version number for MBMS security, since it would have very limited effect if introduced in a later release. Two CRs for Rel-6 and Rel-7 respectively implementing this in TS 33.246 are accompanying this discussion paper in S3-070389 and S3-070390.
5 References

[1] Yearly Report on Algorithms and Keysizes (2006), D.SPA.21 Rev. 1.1, ECRYPT























































































































































































































































































































































































































































































































































































 page 3

