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1 Introduction 

TS 33.980 provides some guidelines and recommendations on the interworking between the Generic Authentication Architecture (GAA) and the Liberty Alliance architecture. It also suggests that such interworking may be achieved by collocating different GAA entities with the Liberty Alliance Authentication Function (an Identity Provider or an Authentication Server). Two alternatives are explicitly mentioned: collocation of the Liberty Alliance authentication function with a NAF or with a BSF. However, only the first option, IdP/NAF collocation, is described in detail.
2 Discussion

The proposals in TS 33.980 focus on the collocation of different GAA entities with the Liberty Alliance Authentication Function (an Identity Provider or an Authentication Server). Being an authentication function, a LAP IdP or LAP AS is usually able to authenticate a Principal according to several available authentication mechanisms. Popular examples are username-password, OTP, reuse of the access network authentication (by accessing to the IP address-MSISDN pair) and so on. From a pure LAP point of view, the alternatives listed in TS 33.980 translate into an IdP (or AS) being able to use a GBA-based authentication procedure (directly handled by the IdP or AS when it is collocated with the BSF, indirectly triggered when collocated with a NAF) as one of several available authentication methods.

As mentioned in the introduction, two options are mentioned in the specification, but only one is developed. According to TS 33.980, the reasons for not providing the details of the collocation of the BSF with the IdP are described in clause 4.2.2, as of:
	If the IdP or AS is collocated with the BSF, then this imposes some additional requirements on the BSF as compared to TS33.220 [1].

-
GBA bootstrapping procedures shall be modified so in addition to GBA related information, Liberty related information (e.g. authentication assertions or artifacts) is also carried over Ub reference point.

-
If artifact transfer is supported, an additional SOAP based reference point to service providers is necessary.

NOTE: 
In Liberty Alliance the IdP or AS does not need to belong to the same organizational domain as the key provisioning entity. A collocation of the BSF with the IdP or AS would impose some restriction on the Liberty Alliance Single-Sign On domains.

For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP or AS and does not provide the full details for the architecture, where the BSF is collocated with the IdP or AS.


No structural issue forbids the collocation of the BSF with an Identity Provider (or AS), as long as the resulting entity is able to work also as a standard BSF. The rest of additional requirements are actually related to the LAP role of the entity, and can be summarized as follows:

1. The reference point between the UE and the BSF carries not only the GBA bootstrapping procedure (Ub) but also Liberty/SAMLv2-related information (e.g. SAMLv2 protocol messages between IdP and UE, if the Web Browser SSO Profile is used). Thus, the protocols used to trigger the authentication of the UE (by using the Ub bootstrapping authentication procedure) and the transfer of authentication information are those defined in LAP ID-FF / SAML v2.0. It is important to highlight that the transfer of information over different protocols in the UE-BSF reference point does not require any modification on the actual GBA bootstrapping procedures as defined in relevant GBA specifications.
The main requirement is that, in addition to LAP ID-FF v1.2 / SAML v2.0 related protocol messages, the IdP/BSF shall be able to trigger the execution of the standard GBA bootstrapping procedure when an authentication request is received by means of LAP ID-FF v1.2 / SAML v2.0 procedures. It shall be done by sending back a bootstrapping required indication to the UE (according to current GAA/GBA specifications, this feature is currently only implemented by NAFs, that is, upon indication from the NAF, the UE starts a Ub bootstrapping procedure, by accessing the BSF). The use of this indication by the IdP/BSF is not a change in the Ub bootstrapping procedure, but only one of the procedures that the Identity Provider may employ to run the authentication procedure. As in this interworking scenario, applications (service providers according to SAML v2.0 parlance) do not play the NAF role (and thus, do not implement the bootstrapping required indication), it must be the IdP the entity which, after acknowledging that such authentication method is needed (according to what has been requested by using the LAP ID-FF v1.2 / SAML v2.0 protocols), shall make the UE to start the bootstrapping procedure. Note that this requirement on the IdP behavior does not impose any modifications in the SAMLv2/LAP ID-FF1.2 standard either, since the authentication process is out of the scope of such specifications.
NOTE: authentication procedures are straightforward complements of the LAP ID-FF v1.2 / SAML v2.0 specifications. In a given implementation (such as that of the IdP/BSF) the IdP may implement any necessary procedure (implementation-dependent) to trigger a given authentication method (i.e. an Identity Provider implementing a short message-based One-Time-Password authentication procedure may ask the user to provide his/her MSISDN to be able to deliver the SMS; the act of asking the user MSISDN is not actually part of the OTP-based authentication procedure, but is executed by the IdP for the actual authentication procedure to takes place). The figure bellow describes the temporal sequence of procedures executed by the IdP/BSF without the modification of any of the protocols that are carried over the UE-IdP/BSF reference point.
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To sum up, the behavior described above for the resulting IdP/BSF entity may be modeled as requirements on the Identity Provider (or AS) implementation and therefore do not imply any impact on the definition of the BSF role, but on the implementation of the IdP or AS (since the way in which the IdP/AS perform the user authentication is implementation and deployment specific, and out of the scope of the SAMLv2/ID-FF1.2 standards). From a LAP service provider point of view, the Identity Provider in its Circle of Trust is simply able to provide AKA-based authentication.
2. Secondly, clause 4.2.2 suggests that IdP/BSF collocation could impose restrictions on the Liberty Alliance SSO domains, since in this case the IdP/AS would have to belong to the same organizational domain as the key provisioning entity. Such constraint cannot be seen as an actual disadvantage, since a given operator may want to be able to work in both roles providing LAP and GAA/GBA-based services to its users. The specification of this collocation option enables such a possibility.
3. Clause 4.2.2 also states that “If artifact transfer is supported, an additional SOAP based reference point to service providers is necessary”. This will similarly happen in IdP/BSF collocation scenario.
4. Finally, another point to highlight is that, when the IdP/BSF collocation option is chosen, handling of user profile in the IdP would be much simpler than when compared to the IdP/NAF option, because a user identifier, the IMPI, is always present in the IdP/BSF, since it is provided by the UE in the GBA bootstrapping procedure. If desired, it may be used to link the GBA and LAP user data at the IdP/BSF (it does not prevent the IdP/BSF from using another user identifier if needed). Therefore, no new USS would be need to be created (of course, if other user identity, UID, is required to be used, proper definition of GUSS allows this option also being possible, in a similar way to that of the IdP/NAF collocation option).

3 Proposal

Our proposal is to further expand on the IdP/BSF collocation scenario, by including an accurate description of the procedures applying to it. In order to do so, some new clauses are introduced providing an accurate description of the IdP/BSF collocation scenario. Some minor changes in the rest of the document, in order to better accommodate the new scenario and provide a consistent and understandable structure to the document, are also suggested.






















































