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1 Introduction
This contribution discusses three requirements and a solution of key conversion and key transfer for inter-RAT handover.
2 Background
There are several agreed working assumptions about key conversion and key transfer for inter-RAT handover in TR33.821. In TR33.821 section 7.4.3.2, a simple solution is given for inter-RAT handover. In TR33.821 section 7.4.4 some requirements of key management for LTE/3G handover are given.
From the working assumptions above, we can deduce some requirements which have been accepted.

Reqirement1: Key used after inter-RAT handover shall be established by key transfer rather than by re-authentication (Since re-authentication would add too much delay to handover).

Requirement2: Strong backwards security shall be realized in key conversion and key transfer for inter-RAT handover.
3 Discussion
3.1 Proposed requirement:

Requirement3: Key conversion and key transfer in handover from LTE to 3G release8 shall be the same as those in handover from LTE to 3G pre-release8.
From TS 23.401 section 5.5.2.1 “E-UTRAN to UMTS/GPRS  inter RAT handover”, we see that in procedure 3, source MME sends the Forward Relocation Request  to target SGSN and  brings the security context(including keys). Before this procedure there’s no signal from target SGSN to source MME, so target SGSN can not tell source MME about its release no. (e.g. whether it is pre-release 8 or release 8) before procedure 3. So LTE can not know the release no. of 3G before the keys has been converted and transferred. 

Though new security functions may be introduced into Release8 SGSN, because LTE can not know the release no. of 3G before the key conversion and transfer, key conversion and key transfer in handover from LTE to 3G release8 shall be the same as those in handover from LTE to 3G pre-release8. 

3.2 Proposed solution:

Based on the above three requirements, we propose a solution of key conversion and key transfer for inter-RAT handover as follows:

1. Handover from LTE to 3G/2G, there are three cases:

LTE to 3G release8: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G release8 SGSN as it’s Ck,Ik pair.

LTE to 3G pre-release8: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G pre-release8 SGSN as it’s Ck,Ik pair.

LTE to 2G: MME convert Kasme with a one-way function to Kc. Then MME sends Kc to 2G SGSN.

2. Handover from 3G/2G to LTE, there are three cases also:

3G release 8 to LTE: Because the new security function and process can be introduced in 3G release 8 SGSN. The 3G release8 SGSN convert Ck,Ik pair to Ck’,Ik’ pair. Then the SGSN send Ck’,Ik’ pair to target MME. Thus the strong backward security can be achieved.

3G pre release8 to LTE: 3G pre-release 8 SGSN simply sends Ck,Ik pair to target MME.
2G to LTE: 2G SGSN converts Kc to Ck,Ik then sends Ck,Ik pair to target MME.

Then the target MME can deduce the Kasme from the received (Ck’,Ik’ ) or (CK,IK) pair  and then derives other keys further.

So we propose the following changes to section 7.4.3.2:

===========Begin changes======================================================
7.4.3.2
Key distribution during handover in inter-RAT(From S3-060648)

Continuous ciphered mode should be maintained during inter-RAT handover from E-UTRAN to UTRAN if ciphering has been activated and ongoing in E-UTRAN. The topic is current under discussion in RAN2. Thus, the distribution of security data (unused authentication vectors and/or current security context data, e.g. used CK, IK etc.) between SGSNs and MME should be discussed in SA3 as well. 

The following cases are distinguished related to the key conversion and key transfer of inter-RAT handover.





1. Handover from LTE to 3G/2G, there are three cases:

LTE to 3G release8: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G release8 SGSN as it’s Ck,Ik pair.

LTE to 3G pre-release8: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G pre-release8 SGSN as it’s Ck,Ik pair.

LTE to 2G: MME convert Kasme with a one-way function to Kc. Then MME sends Kc to 2G SGSN.

2. Handover from 3G/2G to LTE, there are three cases also:

3G release 8 to LTE: Because the new security function and process can be introduced in 3G release 8 SGSN. The 3G release8 SGSN convert Ck,Ik pair to Ck’,Ik’ pair. Then the SGSN send Ck’,Ik’ pair to target MME. Thus the strong backward security can be achieved.

3G pre release8 to LTE: 3G pre-release 8 SGSN simply sends Ck,Ik pair to target MME.
2G to LTE: 2G SGSN converts Kc to Ck,Ik then sends Ck,Ik pair to target MME.

Then the target MME can deduce the Kasme from the received (Ck’,Ik’ ) or (CK,IK) pair  and then derives other keys further.
===========End changes======================================================
4 Proposal
We propose to adopt the changes reflected in section 7.4.3.2.
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