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1 Introduction

The current protocol for key establishment using NAF key centre described in TS 33.259 describes key establishment between a GBA-enabled device and some other device. The other device utilize TLS for security and authentication purposes. It is possible for the other device to be also GBA-enabled, but this situation is not explicitly defined or the corresponding added security is not exploited.  In this document, we discuss the benefits of having a protocol for creating a shared secret between two GBA-enabled devices are described.  

Two terminals can use different means to interact with each other. Some of them are secure, some of them are less secure. ME-ME security is a difficult to set-up for ordinary users. There are improvements to the usabulity and the security of ME-ME key agreements, but they are all bound to specific bearers. But this is still a delicate balance between cost, usability, and security and it is not clear if those improvement  will succeed. It might end up in the situation where the most common method is the unauthenticated push key (“push button method”) is the solution.
Users put their trust into the operator to take care of their security needs, even if the operator is not involved in the security set-up. Reluctantly, this results sometimes in the situation that the network operator is also “blamed”, even if not involved at all. Currently operators have no control over ME-ME communication, there is now the opportunity to step in and make it easy to setup ME-ME security e.g. for Bluetooth pairing or other communication security between devices. The exploitation of GBA at both ends to establish a shared secret between two terminals could allow operator controlled security, that then benefits the to the security of the overall system and improves the security experience of the user e.g. for Bluetooth pairing. 
TS 33.259 seems to exclude the possibility of the "remote device" using its UICC in the key establishment (v1.0.0, page 6).  This implies, that GBA can not be used from the remote device to establish a secure ME-ME tunnel, this is a unnecessary restriction and if good generic security features are available, then they should be used for ME-ME security without binding it to a bearer. TS 33.259 allows the use of certificate-based client authentication. In theory, the second ME could use a GAA subscriber certificates, but this is currently prevented by the spec which says "Device_ID of a

ME or MT is the IMEI" (page 6) and only "one key shall be established" between any two devices (page 9, bottom). This restriction can be removed, if we allow that the same device has multiple device identifiers and that only one key between a pair of device identifiers is allowed. TS 33.110 exploits the existence of GBA, and would imply that one end of the tunnel ends in the UICC, but our focus is on the security between two terminals.

2 Use Cases

The current specification does not explicitly define the case when two GBA-enabled devices are communicating. In the current specification, remote device uses TLS and PKI to authenticate towards NAF key centre. If both devices are GBA-enabled, this is unnecessary, as both devices are able to GBA-bootstrap and authenticate to the network.

2.1 Synchronizing calendars or contact information
One widely used application for pair wise communications between two devices is synchronizing calendars and contact information. Such scenarios include synchronizing two mobile phones together. In such contexts, it is crucial for the system to be authenticated to avoid calendar information being shared to unwanted recipients.
2.2 Encrypted messages
One possible use case where GBA-key negotiation between two devices is needed is sending encrypted messages (e.g. instant messages, e-mails, etc) between two mobile phones. The system could be implemented totally invisible for the user: When a message is sent, it first retrieves a key from the NAF key centre, encrypts the message using the key and sends the message. When the receiving device receives the message, it notices the message is encrypted and thus needs to get the corresponding decryption key from NAF key centre. The current specification for key establishment using NAF-key centre does not support this kind of a situation, as usually it is the case that devices are far apart and thus not capable of transmitting enough information between themselves.
2.1 Sharing data

As devices are being equipped with cameras and data processing software, sharing large files between the devices becomes more and more important e.g. for enterprise information exchange. It is thus essential for the devices to be able to share data securely without unauthorized users (e.g. during a meeting with participants from partner outside the own organisation) getting the information.
3 Discussion

We invite SA3 to give feedback on the validity of the use cases and the invite further technical discussion on this topic for potential work in Release 8. 
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