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1 Introduction

The Open Mobile Alliance Broadcast sub working group (OMA BCAST) defines specific features extending the MBMS features of a UICC card. 

As for MBMS, if the Smart Card Profile is used, the UICC may store keys and associated rights. However, the management of these keys is different from MBMS.

In MBMS, for one service, the card stores two long term keys (MSKs): the key to use for the current broadcasted content, and the “next” key to use, in order to have a smooth handover.

In OMA BCAST features, the UICC may store more than two keys per service

· keys to be used later, for example if a program was bought in advance by the user

· keys to be used with downloaded content stored on the terminal

For some content stored on the terminal, the key shall be kept on the card until the content is deleted by the end user. The terminal should then inform the UICC that the key shall be deleted.

Besides, the terminal may inform the user through a discovery service called Service Guide, that key for a specific content is available in the UICC. 

2 Proposal

The UICC may store more than two keys per service and should provide the following data for each stored key to the terminal

· SEK/PEK ID : identifier of the key

· OMA BCAST Security Policy Extension : the usage policy of the key: pay per view/pay per time/ play-back authorization

· Key Validity Data: interval, made of two timestamps, defining the laps of time the key is valid.

· Number or remaining play-backs allowed (if play-back is allowed by the Security Policy Extension)

The current EFMSK is not fitting these needs. Besides, the OMA BCAST KEY should not be mixed with the MBMS keys.

OMA BCAST kindly asks the 3GPP CT6 to define a mechanism allowing the terminal to retrieve these data. OMA BCAST suggests that a new file could be defined for OMA BCAST keys. 

In order to delete these keys, the terminal should be able to ask the UICC the deletion of a particular key. The current mechanism discussed in 3GPP CT6 only allows the terminal to delete all keys identifier by a Key Domain ID and a Key Group.

OMA BCAST kindly asks 3GPP CT6 to define an extension of the current mechanism allowing the terminal to delete a particular key identified by a Key Domain ID and its SEK/PEK ID. 

3 Requested Action(s)

OMA BCAST kindly requests that 3GPP CT6:

· Define a mechanism allowing the terminal to retrieve data associated to all OMA BCAST keys stored on the UICC
· Extend the current key deletion mechanism allowing the terminal to delete an OMA BCAST KEY identified by its Key Domain ID and its SEK/PEK ID.
4 Conclusion

OMA BCAST thanks 3GPP CT6 in advance for taking into account its request.
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