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1
Introduction
In latest specification 33.821, a key architecture in LTE/SAE was present as basis for further study. This paper discussed several issues about this key architecture and proposed to do some modifications on it.
2 Current key archtecture of LTE/SAE
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Figure 1 key architecture in current specification
Figure 1 is cited from latest specification 33.821. Detailed description could be seen in section 7.4.7.2 of 33.821.
3 Modifications to key architecture
3.1 Modification 1: changing ME to UE
In figure 1, USIM and AuC would store K. CK and IK would be derived both in AuC and USIM. CK/IK is sent from USIM to ME in user side. ME would deduce other keys based on CK/IK.

However, it had not decided yet that the key derivation function for KASME, KNAS.enc and other keys which are derived based on CK/IK would be placed on ME. And it can not exclude that USIM could also implement these key derivation functions and store these keys and related information. If key derivation is performed in UICC, all keys could be stored in USIM, in which case the security of LTE/SAE system will be enhanced. 
As a conclusion, we propose LTE/SAE support both two solutions, i.e. deriving keys except CK/IK in ME and deriving all keys in UICC, just like GBA support GBA_ME and GBA_U.
So it is proposed to modify ME in figure 1 to UE. In this way, the figure would also be applicable to the scenario that UICC derive all keys. 
3.2 Modification 2: incorporating keys in eNB and UPE
According to RAN2/RAN3/SA2 joint meeting’s decision, PDCP and user plane cipher would be moved to eNB. We think user plane and RRC signalling could use same key to perform cipher operation. As a consequence, key management of LTE/SAE could be eased. 
So it is proposed to incorporating keys in eNB and UPE. KUPE and KUPE.enc and related arrow should be removed from figure 1. KeNB.enc would be used to cipher user plane and RRC signalling, KeNB.int would be used to provide integrity protection to RRC signalling. 
3.3 Modification 3: sending CK/IK to ASME

In figure 1, CK and IK would not leave HSS when AKA is run on LTE or other non-3gpp access system. KASME which is derived from CK and IK is sent to ASME. In this way, the security lapse “stealing an authentication vector on SAE (or pre-SAE) networks and using it to impersonate a valid pre-SAE (or SAE) network” could be countered.
However, the benefit of binding CK and IK to SAE should be discussed:
1. HSS would only send AV to the entity which is trusted by HSS. The risk of leaking AV from a trusted entity is not serious. So it is not easy for attacker to get an AV. 
2. Even if attack get a SAE (or pre-SAE) AV, attacker may be able to perform attack by impersonating SAE network (or pre-SAE network). Attacker need not to impersonate pre-SAE (or SAE) network. The driver of impersonating pre SAE network (or pre-SAE network) in case that attacker has gotten the SAE AV (or pre-SAE AV) is questionable. 
3. Even if CK and IK would not leave HSS, attack who has UMTS AV could also impersonate SAE network successfully. For example, if attacker gets an UMTS AV, attacker could impersonate UMTS network firstly. And then, attacker could force UE to handover to a false SAE network. Since handover between UTRAN and SAE would not trigger a new authentication procedure, keys used in SAE would be derived based on CK/IK in UMTS AV. Attacker knows CK/IK, so attacker could derive the keys used in SAE. In this way, attacker could successfully impersonate a SAE network when attacker gets a UMTS AV. So keeping CK/IK in HSS could not completely resist the security risk of “stealing an authentication vector on SAE (or pre-SAE) networks and using it to impersonate a valid pre-SAE (or SAE) network”.
4. The related AMF binding mechanism (mentioned in section 7.4.8 of 33.821) may lead to SAE AV could not be pre-computed. This would affect the efficiency of AKA authentication.
5. The AuC and HSS should be modified if CK/IK would not leave HSS. 

According to above analysis, it could be seen that effect by keeping CK/IK in HSS would be low since the risk of “stealing an authentication vector on SAE (or pre-SAE) networks and using it to impersonate a valid pre-SAE (or SAE) network” was not serious and keeping CK/IK in HSS could not resist the risk completely. 

The complexity of AuC and HSS would be added by keeping CK/IK in HSS. The efficiency of AKA may also be affected.

So, we think keeping CK/IK in HSS is not necessary since effect is not obvious and complexity would be added. We proposed to send CK/IK to ASME directly. The derivation of KASME could be done in ASME.
3.4 Modification 4: adding alternative of key derivation 
In figure 1, KeNB.enc and KeNB.int were derived from KeNB in eNB. C-RNTI may be used as an input parameter of key derivation function in order to avoid same key stream with different instances of the same eNB. But this would lead to deriving new KeNB.enc and KeNB.int both in UE and eNB every time when UE enter ACTIVE state. 
However, ASME could also derive KeNB.enc and KeNB.int directly. START mechanism similar to UMTS could also be used to avoid same key stream with different instances. KeNB.enc and KeNB.int may not need to be changed every time when UE enter ACTIVE state in this case. 
So it is proposed to add a dash arrow from KASME to KeNB.enc and KeNB.int to show that KeNB.enc and KeNB.int could also be derived in ASME. Which mechanism would be adopted in LTE/SAE should be FFS. 
4 proposal

We propose SA3 to discuss these four modifications, and modify key architecture to figure 2. It is proposed to use figure 2 as the basis key architecture for further study.
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